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-
Research conducted in the last 10 years (2015-2025)

Foundations of loT systems and Cyber-Physical Systems (CPSs)
@ Formal languages reason on loT systems and CPSs [1, 2, 3, 4]

@ Reachability analysis of CPSs: decidable classes of linear CPSs [5]

Foundations of loT and CPS Security

@ Security and safety issue in loT Platforms [6, 7]

@ Formal threat models for physics-based attacks [8, 9, 10]
(Statistical) model checking of security properties of CPSs [11, 12, 13]
Runtime enforcement od Industrial Controllers (PLCs) [14, 15, 16, 17]
Impact metrics for Cyber-Physical Attacks [18, 19]
Formal Robustness and Tolerance of CPSs [20, 21, 22]

Reverse engineering of physical processes via PLC memory [23]

Obfuscation techniques to protect PLCs from reverse eng. [24, 25]
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-
Research conducted in the last 10 years (2015-2025)

Advanced Honeypots for Industrial Control Systems

@ HoneylCS: A High-interaction physics-aware honeynet for Industrial
Control Systems [26, 27]

@ Latitudinal studies of IT and ICS interactions on ICS honeypots
[28, 29]

@ A framework to rank the fidelity of ICS noicy simulations [30]

The research on ICS hobeypots is mainly supported by the project “Novel
Methodologies and Tools for Next Generation Cyber Ranges” (NoMeN), in
partnership with the “Centro Alti Studi della Difesa Italiana” (CASD), and
within the PNRR project ARTIC from University of Genoa.

Pl: Prof. Massimo Merro. Total fundings: 789K Euros.
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