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MALWARE IN MODERN CYBERCRIME
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VULNERABILITIES

SYSTEMVULNERABILITIES

HUMAN ISSUE

void sampleFunction() {

char bufferA[50];

char bufferB[16];
printf("where do you live?”);
gets(bufferA);
strepy(bufferB,bufferA);
return;

printf("Hello World!™);
sampleFunction();

printf(”All done!”);
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SECURITY SCENARIOS

Threats

Target Analysis

Recognized threat

Threats Analysis



FACE: Formal Avenue for Chasing malwarE

METAMORPHISM MALWARE-ENVIRONMENT INTERPLAY
(static analysis) (dynamic analysis)
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METAMORPHISM

Self-modifying malware contains the metamorphic engine

EXTRACT METAMORPHIC ENGINE BY

STATICALLY ANALYSING THE METAMORPHIC CODE
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METAPHOR SIGNATURE

Merge of the flow graphs (of system calls) after 100 mutations
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MALWARE-ENVIRONMENT INTERPLAY

Study program interaction: how the execution of a program
interferes with the execution of another program

Abstract Non-Interference (ANI) theory [2004 VR] on data
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Lift ANI theory on programs

Analyse features
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Sample Malware

Analisi attiva del malware attraverso un gioco
¢ \/alutazione empirica della metodologia
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IA and MALWARE ANALYSIS

£ RegOpenkey HKEUSoftware!\Classes SUCCESS Desited Access: M
% RegQueryKey HKCUSoftware!\Classes SUCCESS Query: Name
IKCU\Software!Classes\CLSID\(73364D98 - 1240 - 4dif - B114 - 67E448373048... NAME NOT FOUND Dessired Access: M.
£ RegOpenkey KCR SUCCESS Desited Access: M
ReqCreateKey HKCR\CLSID\(73364D93 - 1240 - 4dft - B114 - 7E4483 NAME NOT
RegCreateKey HKCRACLSID SUCCESS Desited Access: M
RegCreateKey HKCR\CLSID\(73364D93 - 1240 - 4dft - B114 - 7E448373048) SUCCESS Desited Access: M
c 06 SUCCESS EndDfFie: 36,864
SetEndOffielnformatio...CAWINDOWS \system32\confighsoftware LOG SUCCESS EndDfFie: 40,950
3 C: Confighsolt SUCCESS End0ffie: 53.248
ReqCloseKey CRACLSID SUCCESS
ReqCreatek; HKCRACLSIDA(73364D93 - 1240 - 4df - B114 - B7E 4483 SUCCESS

W

ReqCloselfey HKCR\CLSID\(73364D93 - 1240 - 4dif - B114 - 7E448373048)

RegQuerske; HKCU\Software\Classes

RegOpenke;
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Log di esecuzione

M Correct
Cluster
W Wrong
Cluster

HKCUSoftware!Classes\CLSID\(73364D93 - 1240 - 4dff - B114 - 67E448373048... NAME
1240 A B11A . ETE 4237040 o

RegOpenkey CUASoftware\Classes\CLSID\(73364D99 - 1240 - 4cf - B11A - 65
RegOpenkey HKCRT - SUCCESS
RegQuerKey HKCR\CLSIDY(73364D93 - 1240 - 4dif - B114 - B7E 448373048 NIrProcServer32  SUCCESS
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SUCCE! Query: Name
73048... NAME NOT FOUND Desired Access: W.

Desited Access: W.
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ired Access: M
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IA and MALWARE ANALYSIS

e Strumenti sviluppati:
e ambiente per analisi empirica
e algoritmi di analisi
e Problemi aperti:
e (Generazione automatica del modello
e Raffinamento delle tecniche di analisi
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DefiAnCE

A proactive Defence against Cyber Crime

Threats

Mitigated threat

Target modeling:

Unknown threat DEFiAnCE

Recognized threat

Threats modeling:
FACE

Goal 1: Data interference

e Goal 3: Data/program interference (Computer forensics)



Static analyzer for dynamic languages (eg. PHP)
based on abstract interpretation

Need to model and analyze the evolution of the code

AbScript

specification

dynamic analysis

input

program

output
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program

output

Static analyzer which handles
dynamic code mutations
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TECHNICAL RISKS

ANALYSIS

, A RS PRECISE vs COMPLEXITY vs COVERAGE
Alan Turing Kurt Godel
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DESIGN and MEASURE CODE PROTECTION

Abstraction For large/real programs control/data flow
is too complex for being understandable by humans:

Input

Reverse Engineering needs abstraction!
Reverse Engineering needs automated tools!
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Abstract Interpretation is a general theory for approximating the
semantics of dynamic systems (Cousot & Cousot 1977)



DESIGN and MEASURE CODE PROTECTION

~ Each tool is an
Abstract Interpretation
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We can quantify the security achieved by looking at proof complexity



DESIGN and MEASURE CODE PROTECTION

- Transform code to
make all tools blind

Jan0id waloay L

ns/plicating proofs
(Giacobazzi et al. 2000/2012)



DESIGN and MEASURE CODE PROTECTION

High4

Proof complexity

Low

> Force the attacker to use

automated tools
(programs of large size
and highly interconnected)
Design code
transformations making
tools blind

Determine lower bounds
for proof complexity in
obfuscated code

- Measure the degree of

High

Degree of obfuscation

noise/slowdown induced
in obfuscation

By constraining the adversary within a theorem prover we can
quantify the security achieved from obfuscation



PROJECTS

¢ FIRB-2013 (Coordinatore: Mila Dalla Preda)
FACE: Formal Avenue for Chasing malwarE (marzo 2014 - febbraio 2017)

e SIR 2014 (Coordinatore: Isabella Mastroeni)
DefiAnCE: proactive DEFence against Cyber crimE (in fase di valutazione
da parte del Ministero)

¢ Joint Project (Coordinatore: Isabella Mastroeni)
AbScript: Abstract Interpretation based Analysis of Scripting Languages
(settembre 2014 - agosto 2016)

¢ Joint Project (Coordinatore: Roberto Giacobazzi)
Interpretation-based design and measurement of code-protecting
transformations
(settembre 2014 - agosto 2016)



PEOPLE

Abstract Interpretation, Malware analysis, non-interference,
static analyzer PHP

Roberto Giacobazzi

Fausto Spoto
Abstract Interpretation, static analyzer PHP

Isabella Mastroeni

Abstract Interpretation, Malware analysis, non-interference,
static analyzer PHP, game theory and Al

Alessandro Farinelli
game theory and Al

Mila Dalla Preda

Abstract Interpretation, Malware analysis, non-interference,
static analyzer PHP




