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Abstract

In this paper we generalize the notion of non-interference making
it parametric relatively to what an attacker can analyze about the
input/output information flow. The idea is to consider attackers as
data-flow analyzers, whose task is to reveal properties of confiden-
tial resources by analyzing public ones. This means that no unau-
thorized flow of information is possible from confidential to public
data, relatively to the degree of precision of an attacker. \We prove
that this notion can be fully specified in standard abstract interpre-
tation framework, making the degree of security of a program a
property of its semantics. This provides a comprehensive account
of non-interference features for language-based security. We intro-
duce systematic methods for extracting attackers from programs,
providing domain-theoretic characterizations of the most precise at-
tackers which cannot violate the security of a given program. These
methods allow us both to compare attackers and program secrecy by
comparing the corresponding abstractions in the lattice of abstract
interpretations, and to design automatic program certification tools
for language-based security by abstract interpretation.

Categories and Subject Descriptors: D.3.1 [Programming Lan-
guages]: Formal Definitions and Theory—Semantics; F.3.2 [Log-
ics and Meanings of Programs]: Semantics of Programming
Languages—program analysis; K.6.5 [Management of Computing
and Information Systems]: Security and Protection.

General Terms: Languages, Security.

Keywords: Abstract interpretation, non-interference, language-
based security, abstract domains.

1 Introduction

A typical problem in language-based security is protecting data
confidentiality from erroneous or malicious attacks while data are
processed by programs. The standard way to protect confidential
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data is access control [30]: Higher privileges are required in order
to access files containing confidential data. It is well known that ac-
cess control checks do not put constraints on how the information
is propagated. Once information is released from its container, the
accessing program may, either by mistake or by purpose, improp-
erly transmit the information in some form. In this case, in order
to ensure that information can be used only according to specific
security rules, also known as information flow policies, it is nec-
essary to analyze how information flows in program’s semantics.
Goguen and Meseguer [21] firstly introduced non-interference as a
key feature for specifying security policies:

““One group of users [...] is noninterfering with another
group of users if what the first group does [...] has no
effect on what the second group of users can see”.

Clearly, when computations on public data are non-interfering with
those on private resources, no leakage of confidential information
is possible by observing public input/output behavior. This prin-
ciple is the pattern on which most security polices are specified in
language-based security (see [30] for an excellent survey).

The problem

The problem of refining security policies has been addressed by
many authors as a major challenge in language-based information
flow security [30]. Refining security policies means weakening
standard non-interference checks in such a way that these restric-
tions can be used in practice. In order to adapt security policies to
practical cases, it would be essential to know how much an attacker
may learn from a program by (statically) analyzing its input/output
behavior. The goal is to automatically generate, from security po-
lices, a certificate specifying that the given program has only se-
cure information flows. This is statically achieved to provide pro-
grams with their appropriate certificates. In this paper we address
the problem of characterizing the degree of secrecy of a program
relatively to what an attacker can analyze about the input/output
information flow.

Consider the following program written in a simple imperative lan-
guage, where the whi | e-statement iterates until x; is 0. Suppose
X1 : His a secret variable and x; : L is a public variable:

whilex; do (xp :=Xx2 +2; X1 :=%X1 —1)

Clearly, in the standard sense of non-interference, there is an im-
plicit flow from x, to x1, since, due to the whi | e-statement, x»
changes depending on the initial value of x;. This represents the
case where no restriction is considered on the power of an attacker.
However, suppose that the attacker can observe only the parity of a



value (0 is even). It is worth noting that if x is initially even, then
it is still even independently from the execution of the while, and
therefore from the initial value of x;. Similarly if x, is initially odd
then it remains odd independently from the execution of the while,
i.e., from the value of x;. This means that there’s no information
flow concerning parity. In order to model these situations we need
to weaken standard non-interference relatively to what an attacker
can observe on program information flows.

The idea: Attackers as abstract interpretations

In this paper we introduce the notion of abstract non-interference
by parameterizing standard non-interference relatively to what an
attacker can observe. The idea is to consider attackers as static pro-
gram analyzers whose task is to reveal properties of secret data by
statically analyzing public resources. This idea allows us to intro-
duce a notion of secrecy! relatively to the attacker’s observation.
Hence, a program ensures secrecy with respect to a given property,
which can be statically analyzed by the attacker, if that property
on confidential data cannot be disclosed by analyzing public data.
For instance, in the example above, any attacker looking at parity
is unable to disclose secrets from confidential data. In this sense
the program is secret for parity, while it is not secret relatively to
stronger attackers, able to observe more concrete properties of data
such as how much a variable growth (e.g. by interval analysis [7]).
Because static program analysis can be fully specified as the ab-
stract interpretation of the semantics of the program [7], we can
model attackers as abstract interpretations.

Main contribution

In this paper we apply standard techniques from abstract interpre-
tation in order to compare programs according to their relative de-
gree of secrecy and in order to systematically extract attackers from
programs by transforming abstractions. We first introduce the no-
tion of abstract non-interference relatively to what an attacker can
observe on the input/output of program’s behavior. Abstract non-
interference is obtained by a step-by-step weakening of standard
Goguen and Meseguer’s non-interference by making it parametric
relatively input/output abstractions. These abstractions model the
power of an attacker which analyzes the public input/output be-
havior of programs. The abstraction plays here the role of observ-
able properties and proving that a program satisfies abstract non-
interference relatively to a given abstraction means proving that
relatively to that observable property, the program is secure. We
characterize the abstract non-interference semantics of a determin-
istic program as an abstract interpretation of its maximal trace se-
mantics in the corresponding transition system. Based on this ob-
servation we give a method for checking abstract non-interference
by abstract interpretation of the concrete semantics of the program
and we prove that checking abstract non-interference boils down
into a standard static program analysis problem. Viewing attackers
as abstract interpretations is the key point in order to both make se-
crecy parametric on what an attacker can observe, and to apply to
secrecy the techniques known in abstract interpretation to system-
atically transform abstract domains. In this view, because attackers
are modeled by abstractions, transforming abstract domains means
transforming attackers. These can be either refined or simplified
in power, following the standard methods in abstract domain de-
sign [16, 18]. The main result concerns the possibility of associ-
ating programs with attackers in the lattice of abstract interpreta-

LIn the rest of this paper we abuse by considering secrecy and
non-interference as synonyms.

tions. We give systematic methods for extracting, when possible,
the most precise (viz. most concrete) attacker for which a program
ensures secrecy. This is achieved by a fix-point construction which
simplifies abstract domains towards the most concrete domain for
which the program is secret as regards as the corresponding prop-
erty. This “canonical” attacker represents, in the lattice of abstract
interpretations, the relative degree of security of a program: Any
other strictly stronger attacker will violate secrecy. Practical meth-
ods for deriving approximate secure attackers are discussed. The
paper ends with a discussion on further research in this direction.

Related work

There is a widespread literature on methods and techniques for
checking secure information flows in software, ranging from stan-
dard data-flow/control-flow analysis techniques to type inference.
All of these approaches are devoted to prove that a system as a
whole, or parts of it, does not allow confidential data to flow towards
public variables. Type-based approaches are designed in such a way
that well-typed programs do not leak secrets. In a security-typed
language, a type is inductively associated at compile-time with pro-
gram statements in such a way that any statement showing a poten-
tial flow disclosing secrets is rejected [33, 36, 39]. Similarly, data-
flow/control-flow analysis techniques are devoted to statically dis-
cover flows of secret data into public variables [3, 4, 23, 25, 31]. All
these approaches are characterized by the way they model attackers
(or unauthorized users). In standard non-interference, the attacker
is able to fully analyze concrete computations. In this case, a con-
servative type/data-flow/control-flow analysis of information flows
would discard all the programs which may provide any explicit or
implicit concrete flow from confidential to public resources. The
problem of refining security policies has been recently addressed by
many authors (see Sec. I\V-D in [30]). The most related papers are
[25, 26, 15, 35]. In these papers some restrictions have been consid-
ered on the power of attackers, basically related with complexity is-
sues [25, 35] or with precise quantitative estimation of unauthorized
information leakage [26, 15]. While in the second case programs
may have an absolute degree of security, corresponding to whether
they leak or not secrets under some metric, in the first case, differ-
ent degrees of security can be associated with programs, e.g. allow-
ing us to accept programs for which leaking secrets would be too
complex for any attacker. A lattice-theoretic and property-driven
reasoning about the information that violates non-interference is in
[24, 40]. In [24] the authors introduce a lattice-theoretic model of
information flow based on equivalence relations. This provides nec-
essary and sufficient conditions for standard non-interference of a
state machine. In [40] the authors introduce a method for authoriz-
ing declassification when confidential information is released, for
both passive and active attackers. This approach, even though dif-
ferent, has a strong connection with our work. Robust declassi-
fication can be viewed as the dual problem of characterizing the
program property (in our case an abstract domain) which violates
non-interference. We will show later in Section 6 that this notion
can be adapted to abstract non-interference providing a parametric
characterization for downgradable information. In [31] the authors
use partial equivalence relations (PERSs) to model dependencies and
therefore information flows. We believe that the PER model can
be easily adapted to cope with the weaker notion of abstract non-
interference. The use of abstract interpretation in language-based
security is not new, even though to the best of our knowledge, no
author used the lattice of abstract interpretations for evaluating the
degree of secrecy of programs. Abstract interpretation has been ba-
sically considered for designing flexible data/control flow analyzes
[28] or enhanced security-type systems [39].



2 Preliminaries

2.1 Basic notions

Sets are usually denoted with capital letters. IfSand T are sets, then
O (S) denotes the powerset of S, S\.T denotes the set-difference be-
tween S and T, S C T denotes strict inclusion, and for a function
f:S—TandX CS, f(X)E {f(x) | xeX}. We will often denote
f({x}) as f(x). By go f we denote the composition of the functions
fandg,ie., gofZAxg(f(x)). id £ Ax.x. (P,<) denotes a poset
P with ordering relation <, while (P, <,Vv,A, T, L) denotes a com-
plete lattice P, with ordering <, lub Vv, glb A, greatest element (top)
T, and least element (bottom) L. Often, <p will be used to de-
note the underlying ordering of a poset P, and \VVp, Ap, Tpand Lp
denote the basic operations and elements if P is a complete lattice.
C = A denotes that C and A are isomorphic ordered structures. The
downward closure of S is defined as | SZ {x e P | Iy € S. x <p Yy},

and for x € P, | x is a shorthand for | {x}, while the upward clo-
sure 7 is dually defined. S—— T denotes the set of all functions
from S to T. We use the symbol C to denote point-wise order-
ing between functions: If S is any set, P a poset, and f,g:S — P
then f C g if for all x € S, f(x) <p g(x). Let C and A be com-
plete lattices, then, C "+ A and C A, denote, respectively, the
set of all monotone and (Scott-)continuous functions from C to A.
Recall that f € C—— A iff f preserves lub’s of (nonempty) chains
iff f preserves lub’s of directed subsets, and f : C — A is (com-
pletely) additive if f preserves lub’s of all subsets of C (emptyset
included). We denote by Ifpsf and gfpsf, respectively, the least
and greatest fix-point, when they exist, of an operator f on a poset.
If f €eC—>Cthenlfpif = Vienf'(Lc), where, forany i € Nand
x € C, the i-th power of f in x is inductively defined as follows:
fO(x) =x; f+1(x) = f(f'(x)). Dually, if f is co-continuous then
gfpe f = Aienf!(Te). {f'(Lc)tien and {f'(Tc)}ien are, respec-
tively, the upper and lower iteration sequences of f (see [8]).

2.2 Abstract interpretation

Abstract domains can be equivalently formulated either in terms
of Galois connections or closure operators [9]. An upper closure
operator on a poset P is an operator p : P — P monotone, idem-
potent and extensive (Vx € P. x <p p(x)). Lower closure operators
are defined dually. The set of all upper (lower) closure operators on
P is denoted by uco(P) (Ico(C)). Let (C,<,V,A,T,L) be a com-
plete lattice. A basic property of closure operators is that they are
uniquely determined by the set of their fix-points p(C). For upper
closures: X C C is the set of fix-points of an upper closure on C
iff X is a Moore-family of C, i.e., X = M (X) £ {AS|SC X} —
where A@ =T € M(X). For any X CC, M(X) is called the
Moore-closure of X inC, i.e., M (X) is the least (w.r.t. set-inclusion)
subset of C which contains X and it is a Moore-family of C. It
turns out that (p(C),<) is a complete meet sub-semilattice of C
(i.e.,, Ais its glb), but, in general, it is not a complete sub-lattice
of C, since the lub in p(C) — defined by AY C p(C).p(VY) —
might be different from that in C. Indeed, p(C) is a complete sub-
lattice of C iff p is additive. Often, we will find particularly con-
venient to identify closure operators with their sets of fix-points.
If C is a complete lattice then uco(C) ordered point-wise is also
a complete lattice, denoted by (uco(C),C,LI,M,AXx. T, AX.X), where
for every p,n € uco(C), {pitiesr Cuco(C) and x € C: p C n iff
vy eC.p(y) <n(y) iffn(C) € p(C); (Mierpi)(x) = Aierpi(x); and
(Uie1pi) (x) =x < Vie l. pj(x) = x. The standard abstract interpre-
tation framework is based on the adjoint relation between abstrac-

tion and concretization functions [7]. Ifa :C——Aandy:A-"~C

are monotone functions such that Ax.x C yoa and a oy C Ax.X, then
(A,a,y,C) is called a Galois connection (GC) between C and A.
If in addition a oy = Ax.x, then (A,a,y,C) is a Galois insertion
(GI) of Ain C. Note that A = C iff both (A,a,y,C) and (C,y,a,A)
are Gl. The concrete and abstract domains, C and A, are assumed
to be complete lattices and are related by abstraction a and con-
cretization y forming a GC (A,a,y,C). Following a standard ter-
minology, A is called an abstraction of C, and C is a concretiza-
tion of A. If (A,a,y,C) is a Gl, then each value of the abstract
domain A is useful in representing C, because all the elements of
A represent distinct members of C, being y 1-1. Any GC may be
lifted to a GI by identifying in an equivalence class those values of
the abstract domain with the same concretization. This process is
known as reduction of the abstract domain. If (A, a,y,C) isa Gl and
fc € C—==C, fa € A=A then fp is a sound approximation of fc
if ao fec <a fao o orequivalently ao fco y<a fa. fA'f’Ca ¥ o feoy
is known as the best correct approximation (bca) of fc in A. Sound-
ness naturally implies that a(Ifp7C fc) <a Ifp7 fa. If do fc = fao o
then we say that fa is a complete approximation of fc [9, 20]. In
this case o (Ifp’C fc) = Ifp7 fa.

Note that any Galois insertion (A, a,y,C) uniquely determines an
upper closure operator yoa € uco(C) and conversely, any closure
operator p € uco(C) uniquely determines a GI (p(C),p,id,C), up
to isomorphic representation of domain’s objects. Hence, we will
identify uco(C) with the so-called lattice £c of abstract interpre-
tations of C (cf. [7, Section 7] and [9, Section 8]), i.e., the com-
plete lattice of all possible abstract domains (modulo isomorphic
representation of their objects) of the concrete domain C. The
point-wise ordering on uco(C) corresponds precisely to the stan-
dard ordering used to compare abstract domains with regard to
their precision: A; is more precise than A, (i.e., A, is an abstrac-
tion of Ap) iff Ay C Ay in uco(C) iff (Az,a,y,A1) is a Gl. Let
{Ai}iel Cuco(C): Uiel A is the most concrete among the domains
in £c which are abstractions of all A;’s, i.e., Lic|Aj is the least
(w.r.t. ©) common abstraction of all A;’s; and Mg A; is (isomor-
phic to) the well-known reduced product (basically cartesian prod-
uct plus reduction) of all A;’s, or, equivalently, it is the most abstract
among the domains in £¢ which are more concrete than every A;:
MiclAi = M (Uil Aj). The disjunctive completion of a domain is
the most abstract domain able to represent the concrete disjunction
of its objects: Y (p) = L{n € uco(L)|n C p and n is additive}. p is
disjunctive iff Y (p) = p (cf. [9, 19]).

2.3 The deterministic language

In the following we consider a simple imperative language, Imp
[38], where programs are commands with the following syntax:

c:=nil|x:=e]c;c|whilexdo (c)

with e denoting expressions evaluated in the set of values V with
standard operations, i.e., if V = N then e can be any arithmetical
expression. As usual, V can be structured as a flat domains whose
bottom element, L, denotes the value of not initialized variables.
In the following we will denote by Var(P) the set of variables of
the program P € IMp. Let’s consider the well-known operational
semantics of IMp in Table 1 [38]. The operational semantics natu-
rally induces a transition relation on a set of states %, denoted —,
specifying the relation between a state and its possible successors.
(¥,—) is atransition system. In our case, if |[Var(P)| =nthenZisa
set of n-tuples of values, i.e., = = V". We follow Cousot’s construc-
tion [6, 10], defining semantics, at different levels of abstractions,
as the abstract interpretation of the maximal trace semantics of a
transition system associated with each well-formed program. In the



(e,5) — n € Vy

(Co,S) — So, (C1,50) — S1

(nil,s) —s

(x:=e,s) — s[n/x|

(x,s) — 1, {(c,s) — sp, (whilex do (c),sg) — s1

(Cos€1,8) — 81

(whilex do (c),s) — s1

<X7S> —0

(whilex do (c),s) — s

Table 1. Operational semantics of Imp

following, =* and = ¥ N—— = denote respectively the set of finite
nonempty and infinite sequences of symbols in Z. Given a sequence
o e3® 25t Us®, its length is denoted |o| € NU {w)} and its i-th
element is denoted oj. A non-empty finite (infinite) trace o € =®
is a finite (infinite) sequence of program states where two consec-
utive elements are in the transition relation —, i.e., for all i < |o|:
0j — Ojy1. The maximal trace semantics [10] of a transition sys-
tem associated with a program P is [P]® £ [P]* U[P]®, where if
T C 3 is a set of final/blocking states then [P]" = {0 € Z*||o| =
nVvi € [1,n).0i_1 — o}, [P]®={0€Z?VieN.oi — 011},
[PI* = Unso{o € [P]" on-1 € T}, and [P]" = [P]"N[P]". If
o € [P]", then o5 and o, denote respectively the final and ini-
tial state of 0. The semantics [P]* has been obtained in [10]
as a fix-point of the monotone operator F5 : 0 (Z%) — O (Z*) de-
fined on traces as F$’(X) = [P]* U[P]? ~ X, where ~ is sequence
concatenation. This operator provides a bi-induction (induction
and co-induction) on the complete lattice of the maximal trace se-
mantics (0(Z%),C%,M®,U%°,N®, 7,59, where X C* Y if and
only if X mg* CYNZtand Y NZI® C XNZ® In this case:
[PI* = lfps F5* (see [6, 10] for details). The angelic denota-
tional semantics associates input/output functions with programs,
by ignoring non-termination. This semantics is derived in [6] by
abstract interpretation from the maximal trace semantics with ab-
straction a?(X) £ Ase 5. {oyjceXNZt A s=0}, such that
(2 —0(2),5),a? y?,({0(z®),C)) is a G, for some y?. Note
that, since our programs are deterministic, a”(X)(s) is always a
singleton. It is well known that we can associate, inductively on
its syntax, with each program P € Imp a function [P] denoting its
input/output relation, such that [P] £ a?([P] ).

3 Abstract non-interference

A typical problem in language-based security is checking non-
interference. If a user wishes to keep some data confidential, he
or she might state a policy stipulating that no data visible to other
users is affected by modifying confidential data. This policy allows
programs to manipulate and modify private data, as long as visi-
ble outputs of those programs do not reveal information about the
data. A policy of this sort is a non-interference policy [21], since
it states that confidential data may not interfere with public data.
Non-interference is also referred as secrecy [34], since confidential
data are considered private, labeled with H (high-level of secrecy),
while all other data are public, labeled with L (low-level of secrecy)
[14]. Secrecy is usually formulated saying that the final value of a
low variable does not depend on the initial value of high-variables
[34]. An attacker (or unauthorized user) is assumed to be allowed
to view only information that is not secret. The usual method for
showing that secrecy holds is to verify that the attacker cannot ob-

serve any difference between two executions that differ only in their
secret input [22, 34]. In literature, when a variation of secret input
does not cause a variation of public output, we say that the program
has only secure information flows [1, 2, 5, 12, 13, 14, 23, 34]. Let
[P]™ be the set of terminating traces o of values for the variables
in a program P. In order to analyze the variables of a program as
regards the given set of security classes {H,L}, we consider a typing
function t € Var — {H,L}, which associates with each variable in
a program its security class. In the following, if x € Var(P) then
we denote x : t(x) the corresponding security typing. Moreover, if
o € [P]*, we consider " and o* as the projections of ¢ on respec-
tively the values of H and L variables and we assume that any state
s € X is such that H values come first. In this case, standard non-
interference can be formulated as follows: A program P is secure
if vo,8 € [P]* .ok =8 = o =3". We can reformulate the
definition above by using the denotational semantics of P. In the
following, if T € {H,L}, v € V", and n = |{x € Var(P)|t(x) = T}|,
we abuse notation by denoting v € VT the fact that v is a possible
value for the vector of variables with security type T.

A program P is secure if
W e VE Wy, vp € VA ([P](va,v))" = ([P](v2, )"

In order to model secrecy relatively to some fixed observable prop-
erty, we assume that any program variable can preserve secrecy
only as regards a particular amount of information, the one that
the attacker can observe. We introduce a weaker notion of infor-
mation flow, which models an attacker that can observe only some
properties of public (i.e., L) concrete values. As usual in abstract in-
terpretation, a property is an upper closure operator on the concrete
domain of computation [9]. We distinguish between the attacker’s
observational capability on the inputs and on the outputs of pro-
grams, by introducing two distinct properties for respectively input
and output on L-variables: n,p € uco(T (VL)). This leads us to the
first generalization of standard non-interference, called narrow (ab-
stract) non-interference. The idea is that a program satisfies narrow
abstract non-interference relatively to a typing on security classes
and a pair of closures n and p, denoted (n, p)-NSecrecy, if when-
ever the L input values have the same property n then the L output
values have the same p property. This capture precisely the intuition
that n-indistinguishable input values provide p-indistinguishable
results. The following definition introduces the notion of narrow
abstract non-interference as a generalization of the standard one
given by Goguen and Meseguer.

DEFINITION 3.1. Letn,p € uco(d(V%)). A program P € IMP is
(n,p)-NSecret if

vhy,hy GVH,V|1,|2 e V.
n(l1) =n(l2) = p([PI(h1,11)") = p([P](h2,12)").



We write [n]P(p) to say that a program P is (n, p)-NSecret. In this
case, if n]P(p) does not hold, written P [~ [n]P(p), then the attacker
may observe an interference due to confidential data-flow.

ExAamMPLE 3.2. Consider the property Sign and Par represented
in Figure 1 and the program:

pu | :=2xlxh?:

with security typing: t = (h:H,| : L) and V = Z. Clearly in the stan-

Z Z
{ X { X
0— ./ N 0+ 2Z+1 ./ \. 27
| ,
%) %)
Figure 1. The Sign and Par domains.

dard notion of secrecy there is a flow of information from variable
h to variable I, since | depends on the value of h, i.e., the statement
is not secure. Let’s see what happens for the (Sign, Par)-NSecrecy.
Clearly we have that if the input is such that Sign(l) = 0+, then
the possible outputs, depending on h, are always in 2Z. The same
holds if Sign(l) = 0—. Therefore any possible output value, with a
fixed input I, has the same abstraction in Par, which is 2Z. Hence
we have that [Sgn]P(Par) holds.

It is worth noting that P [~ [n]P(p) does not necessarily imply an
information flow from H to L values. In this case it is possible a
deceptive flow due to the n-undistinguished public values. This
means that there may be no information flow from H to L as regards
as the properties n for the input and p for the output. Clearly the
more 1) is precise, the less deceptive flows may appear.

ExAmMPLE 3.3. Consider the property Sign and Par represented
in Figure 1 and the program in Example 3.2. Let us consider
(Par,Sign)-NSecrecy. In this case note that Par(—2) = Par(4) =
27, but Sign([P](h, —2)%) = 0— # 0+ = Sign([P](h,4)*). This
means that [Par]P(Sgn) doesn’t hold due to a deceptive flow gener-
ated by a variation of low inputs having the same property in Sign.

In order to avoid the presence of deceptive flows we consider the
possibility of passing abstract L values as input for program’s se-
mantics. The idea is to model only information flows generated
by the variation of H values. This is obtained by computing the
concrete semantics with abstract values for L inputs, denoting n-
undistinguished data. The same idea can be applied to confiden-
tial data, in order to model properties of confidential resources that
does not flow into public variables. In this case we model when the
change of a particular property in the private input has effects in
what the attacker can observe concerning the properties of public
output. We introduce a weaker notion of non-interference having
no deceptive flows, such that, when the attacker is able to observe
the property n of public input and the property p of public output,
then no information flow concerning the property ¢ of private input
interferes in the observable property p of the public output, under
the assumption that the public input property n doesn’t change. In
this case the abstraction @ represents the property of private data
that may flow into the public variables, given an attacker that can
observe n on public input and p on public output. We call this no-
tion abstract non-interference, denoted (n, @, p)-Secrecy, as regards
as the closures n, p € uco(d (V1)), and @ € uco(T (VH)).

DEFINITION 3.4, Let n,p € uco(d (V%)) and @ € uco(d(VH)).
P € IMP is (n, @, p)-Secret if

vhy,hy € VE VI I, € VE.
n(l) =n(l2) = p([PI(e(h1).n(1))*) = p([PI(@(h2),n(12))").

In the following when a program P is (n, @, p)-Secrecy we will write
(n)P(e~[p). Next example shows the difference between narrow
and abstract non-interference.

ExampLE 3.5. Consider the property Sign and Par repre-
sented in Figure 1 and the program in Example 3.2. Con-
sider (Par,i d,Sign)-Secrecy. Then Sign([P](h,Par(—2))L) =
Sign([P](h, Par(4))%) = Sign(2Z +h?) = Z. In general we can
prove that (Par)P(i d ~[Sign) holds. Hence no more deceptive flows
can be revealed.

It is clear that standard secrecy [34] based on Goguen and
Meseguer’s non-interference is (i d,i d)-NSecrecy, which is equiva-
lentto (i d,i d,i d)-Secrecy, i.e., [i d]P(i d) = (i d)P(i d ~]i d). More
in general it is straightforward to prove the following implications
for any P € IMP, where the second implication is consequence of
deceptive flows in [n]P(p).

idP(id) = [n]P(p) = (N)P(id~]p) = (N)P(e~]p)

ExAMPLE 3.6. Consider the properties Sign and Par described
above and the program fragment:

P E I:=Ixh?%

with security typing: t = (h : HI :L) and V = Z. Con-
sider (i d,i d,Par)-Secrecy. Note that Par([P](2,1)*) = Par(4) =
27 while Par([P](3,1)F) = Par(9) = 2Z+ 1, which are clearly
different, therefore in this case (id)P(id~[Par) doesn’t hold.
On the other hand consider (i d,Sign,Par)-Secrecy. Note that
Par([P](Sign(2),1)*) = Par([P](Sign(3),1)*) = Par(0+) = Z. In
this case it is simple to check that (i d)P(Sign ~+]Par) holds.

Abstract non-interference is parametric on program properties spec-
ified as closure operators. In order to better understand the mean-
ing of input/output abstractions in the definitions above, we observe
that the property (n)P(@~]{T}) always holds. Indeed if a closure
identifies some object, then every more abstract closure will iden-
tify at least the same objects. From these simple observations we
derive the following basic properties of narrow and abstract non-
interference.

PROPOSITION 3.7. Letn,p € uco(d(VY)), @€ uco(d(VH)), and
P e ImP.

1. [nP(p) < VB p.[N|P(R);

2. nP(p) < VB N.[BP(p);

3. Vi.[n]P(pi) = IP(M;pi) and [n]P(Lipi);
4. [id]P(p) < (id)P(id~]p);

5. (MP(¢~[p) = VB2 p.(n)P(e~[B);

6. Vi. (n)P(e~[pi) = (n)P(e~[[T;pi) and (n)P(e~]Llipi).



4 Checking abstract non-interference

In this section we derive the abstract non-interference semantics of
a programming language by abstract interpretation of its the max-
imal trace semantics. The abstract non-interference semantics of
a program is the set of all the denotations, viz. functions, repre-
senting computations for P that satisfy (n)P(¢~[p). Formally we
define the domain S(n,~+]p) parametric on the abstract domains
n,p € uco(d (VL)) and @< uco(d (VH)). This domain is an abstrac-
tion of the concrete domain of the angelic denotational semantics
>~ —[0(Z) as introduced in [6], where £ = V",

Vhy,hy € VE VI, I, € VB,
() = n(l;} =
fez—0@] oi(g).n(n)) -
p(f(eth2),n(12))%)

The key point in order to show that S(n,@~]p) is an abstraction
of a?(0(Z®)), is to note that if f doesn’t satisfy abstract non-
interference, i.e., f ¢ S(n,@~]p), then there is no way to make it
satisfy that property by adding traces, i.e., Vg J f. g ¢ S(n,o~[p).
On the other hand if f € S(n,e~[p), then Vg C f. g € S(n,p~]p).

S(n,e~]p) £

PROPOSITION 4.1. Letn,p € uco(d (V%)) and @ € uco(d (VH)).

1. S(n,¢~]p) is a Moore-family;

2. (S(n,@~]p),a,i d,a?(@(Z))) is a Gl where if we consider
f ca?(0(Z)) then

A.Z if38 .00 €Z.n(of) = n(&)A
((@(OH) (0&))

f otherwise

a(f) =

§\

Q
T3
J\/

oPH\

An analogous result holds in the narrow case. Therefore, checking
for (n)P(e~+]p) means checking whether a([P]) = [P]. This check
boils down to a standard static program analysis. Let P € Imp,
n,p € uco(d (VL)) and @ € uco(D (VH)) be the observable proper-
ties that characterize the attacker. We observe that it is possible to
monitor the possible flows of information from variables of type H
to variables of type L, by considering the best correct approximation
of [P] given by p, n, and @.

THEOREM 4.2. Letn,p € uco(d (V%)) and @€ uco(O (VH)).

o (NP(e~]p) iff VY € n(d(V")). Ax € VA p([PI(e(x),Y)") is
constant.

o IP(p) iff WY € n(@ (V). Ax € VEy e Y. p([P](x,y)*) is
constant.

Hence checking abstract non-interference corresponds to check
whether the best correct approximation of the concrete semantics of
P, restricted to H variables in input and L variables in output, is con-
stant. A similar result holds for narrow abstract non-interference,
even though checking for the narrow case would not involve the
best correct approximation of the concrete semantics but rather the
concrete semantics itself. Itis clear that, if @and n are complete ab-
stractions for p and [P] (see [20]), then [n]P(p) iff (n)P(@~]p). Fi-
nally, note that abstract non-interference, as well as secrecy [34], is
not in general a safety property unless no possible change is observ-
able on L variables, i.e., in general only y2(S(n,e~]T)) is safety,
i.e., itis a prefix-closed set of traces.

5 Deriving attackers

In this section we define systematic methods for deriving attack-
ers from programs by abstract interpretation. In particular we are
interested in characterizing the most concrete, viz. most precise,
attacker for which a given program is secure. This is useful both
in automatic program certification for abstract non-interference and
in order to classify programs in terms of the properties that make
them secure. Since attackers are characterized as pairs of abstract
domains, the idea is to define an abstract domain transformer, de-
pending on the program to be analyzed, which is able to trans-
form any non-secret abstraction p into the closest abstraction for
which the program is secure. This corresponds to characterize
the most concrete, viz. most precise, attacker for which a given
program is secure. This clearly has sense, in both narrow and
abstract non-interference, if we mean to simplify domains: By
Proposition 3.7, any refinement of non-secret output abstraction
is still non-secret. Let P be a program, n,p € uco(d(VY)), and
@€ uco(d (VH)). Assume that the program P is not (n, p)-NSecret
[resp. (n, @, p)-Secret]. We assume fixed the input-abstraction n and
the private property ¢@. We know by Proposition 3.7 that the most
concrete B 3 p such that [n]P(B) [resp. (n)P(@~~]B)], always ex-
ists unique. We call this domain the narrow [resp. abstract] secret
kernel of p for P. As usual in systematic abstract domain design
[9, 18], we specify secret kernels by corresponding abstract domain
transformers, Kp ), e m.o : UcO(d (VE)) — uco(d (VL)):

Kew = Ap.M{B| PCB A MP®) }
KR(n)Aw )\p ﬂ{ B| p;B A (H)P(q’WHB) }

In order to characterize these abstract domain transformers, we have
to identify when a program property, viewed as a collection of val-
ues, is secure. Program properties are closure operators on sets of
possible values. This means that we have to characterize which
set of values are allowed in an abstract domain p such that [n]P(p)
[resp. (n)P(@~~]p)]. For any | € V* we consider the following sets:

Y?.p], "e'{[[P]]hy !n =n(l), hev¥ }
Yien = { [P(@( | hevH }

These sets represent the collections of the sets of values that any

secure property p has not to distinguish, i.e., which have to be ab-

stracted by p into the same object This means that any secure p

has not to distinguish elements in Y, [resp. Yj5]. Lete=n or
=1, @ We define the predicate Secr,, (X) for any X C A%

I1& |

Secrig (X) iff

VieVE. (3Ze Y, (1).ZCX = W eY;

()W CX)

Then Secrf,; (X) holds if X does not brake any Yi(l), namely
X contains all the sets in Yy, (I) or none of them. In the follow-
ing we denote Sm o@(vh)—D0 (D (VL)) the predicate trans-
former Sty (X) = { X € X| Secr,;(X) }. The following result

proves that Secr precisely determines the secret kernel.
THEOREM 5.1. Letn € uco(d (VL)) and @€ uco(@ (VH)).

o Kpp(id)={XeO(Vh)| secrjy(X) };

o Koolid) = { X €0(VH)| secrlf(x) }.

Therefore the secret kernels of a generic domain p can be de-
fined respectively as: Kpy = Ap. Kpp(id)Up and Kp o =
AP. Kpmoli d)LIp. K is an abstract domain simplification [18],



namely X € uco(uco(d(C))), mapping insecure abstract domains
to the most concrete of their secure abstractions. As observed
above, any secure abstraction has not to distinguish the sets in
Yiep (1) [resp. Yy (I)]. Hence, for any n € uco(O (VL)), we con-
sider the following family of sets of possible values:

Dyey () £ { [PICVEN(Y)E| yeVE }
Note that Dyg; (n) is not in general a Moore-family.

ExAamMPLE 5.2. Consider the program fragment
P £ whilehdo (I:=1%2; h:=0)
Its single-step standard denotational semantics is:

h,I ith=0
[[P]](h’l):{ EO,I)*Z) z)therwise

Then for each | € Z we have [P](Z,D)t = {l,21}, hence

Dy (i d) = {{0},{1,2},{2,4},{3,6},{4,8},...}, which is clearly
not a Moore-family.

In order to make Dye; an abstract domain we have to add to
1(Dyey (n)) all the sets of possible values that don’t violate the pred-
icate Secr. In particular, it is worth noting that the principal filter of
any set in Dy is a possible candidate for being in the secret kernel,
unless it violates the predicate Secr. Consider Sio; (1(Dyey (N)))-
Note that also this set may not be in general a Moore-family.

ExAMPLE 5.3. Let us consider the Example 5.2 above. We
build S8, (T(Dyey (i d))) by checking those X € T(Dyey (i d)) such
that Secri?(X) holds. Note that the elements that have not to
be distinguished by the abstraction are collected in the sets:
Yii, (1) = {1,21}. 1 we denote by {2}N= {2"| neN 1, then
St (1@ (1)) =Y ({ {2}V | ne2N+1 JU{{0}}). Itis

worth noting that this is a partition of N.

w&()

|
Yier () iea (12 Vs Yin(9)

Figure 2. The construction of Sio; (1(Dyep (N)))-

In Figure 2 we have an example on how S, (1(Dyey (n))) is con-
structed. Assume Dp(n) = {d1,d,d3,d4}. We note that d,
brakes the set Yy, (I1) and d3 cause the brake of Yj, (l4), there-
fore Secr(dz) and Secr(d3) don’t hold. The operation S, erases
dz and dz from (D (n)). With similar argument we erase
from 1(Dyep (n)) all the points that do not satisfy Secr. The re-
maining points are circled in the picture, and they form the set
Streny (1(Dpep (n))). We call these points relevant elements of the
secret kernel. This is not sufficient in order to get the whole secret
kernel. Indeed there are elements of the concrete domain of com-
putation that are not involved in the verification of secrecy, namely

in the observed output of the program. We call these elements ir-
relevant:

II’I’}’F?HE{XED(VL) VhEVHIEVL }

X ¢ 1([P1(e(h),n(1)")

Irrelevant elements are also important in order to characterize
the elements that reveal deceptive flows in narrow abstract non-
interference. Suppose the output closure we are checking for se-
crecy contains an element X C [P](h,n(1))%, for some h € VH,
I € V, and X # @, then clearly there exists y; € n(l) such that
[PI(h,y1)t € X and y, € n(I) such that [P](h,y2)" ¢ X. In this
situation the revealed flow for [P](h,y1)" and [P](h,y2)*, due
to the presence of X in the closure, is clearly a deceptive flow.
These sets, revealing deceptive flows, are in general irrelevant
elements in the abstract non-interference case. This because in
the abstract non-interference case we are interested in abstracting
[PI(h,n(1)):. Since X < [P(h,n(1)* C [P)(@(h).n(1))", X falls
in the set of irrelevant elements for abstract non-interference. In
particular, the sets X which reveal deceptive flows are contained in
Irrpsy s Irrig . Note also that for the narrow case we have to
consider the more concrete closure that induces the same partition
of values as n € uco(d (VY)), i.e., (M) EY ({ [Xn| xe V }),
where [x] £ {y| n(x)=n(y) }. This is essential in order get
the secret kernel, i.e., the most concrete domain 3 such that [n]P(B).
The idea is that (n) is the most concrete closure such that for any

y € P(n(x)): P(n(x)) =P(n(y)), while in general n(y) < n(x).
EXAMPLE 5.4. Consider the following program fragment:
P £ whilehdo (I:=1+6;h:=h—1)

with security typing t = (h: H,l : L) and V = Z. Let us con-
sider (][P](i d), where n(C(Z)) = {Z,3Z,6Z,2}. We show that
if we consider n instead of 2(n) we don’t find the secret ker-
nel of the program. First of all note that VI € 6Z. Y{,(l) =
6Z and V1. n(l) = 3Z. Y (1) = 6Z +3. Finally if | ¢ 3Z,
then Yjp (1) = U{6Z+1| 1 ¢3Z } which is Z\ 3Z. At this
point Dyp; (N) = {6Z,3Z,Z}, and it is simple to verify that
Strp(1Dey (N))) ={Z,Z~ (3(2Z +1)),3Z,6Z}. Let us consider
now P(N) =Y ({Z,Z~\3%Z,3(2Z+1),6Z,2}). Then we have that
Dyep (P(N)) = Y ({6Z,3(2Z + 1), Z~ 3Z}). At this point it is sim-
ple to show that Sy (1(Dyey (P(N)))) = Dy (P(N)) Which strictly
contains the set Spp; (1(Dgep (n))) obtained above.

We are now in the position to specify the secret kernel for both the
narrow and abstract non-interference.

I[P](i d) f Stey (T(Dyey (P(N)))) UL TT 5y’
MIPIe~[id) = Spp(T(Dgey () Ul T ey
Note that these definitions introduce a slight abuse of nota-
tion: While (n)[P](@~]i d) € uco(d (V™)) is an abstract domain,
(n)P(@~[i d) is a program property. The same holds for the narrow
case. These notions have a strong relation as specified by the fol-

lowing result which provides a domain-theoretic characterization of
the objects in the secret kernels.

THEOREM 5.5. Letn,p € uco(d (V%)) and @& uco(D (VH)).
1. Ko (i d) = [n][P] (i d);
2. Kem.oli d) = (n)[P](o~]i d).

The following examples show the complete construction for both
narrow and abstract non-interference.



EXAMPLE 5.6. Consider the program fragment:
P £ whilehdo (I:=1%2;h:=h—1)

with security typing (h : H,I : L) and V =N. We noted in the intro-
duction that this fragment is secure as regards as the property Sign,
while it is not secure as regards as Parity. We find here the most
concrete property (that clearly has to contain Sign) that makes P
secure. The denotational semantics is:

(h,1) ifh=0
[PI(h.1) = { (0,1x2")  otherwise
We compute the closure [id][P]( d). If I =1 we have
[PICVE, D)L= {2}, if | = 2 then [P](VH2)L=2{2}V,
and for each 1cV: we have [PJ(VEDL=1{2}N, e,
Dyey (i d) = { n{2}| neN }. Moreover for each n we have that
Y (n) = n{2N. Clearly not all these elements are secret, indeed
for each n we have n{2}N D 2n{2}N and this implies that n € Y(n)
but n¢2n{2}N, while 2n€Y(n) and 2ne2n{2}N.  Hence
—Secr (2n{2}N). We apply Si% and we obtain the abstract do-
main ' Sie, (1(Dyey (1)) = Y (] M{2}N] ne2N+1 }U{{0}}).
Note that in this case the set of irrelevants is {@}. The resulting
set, by Theorem 5.5, is the most concrete domain making P secure.

EXAMPLE 5.7. Letus consider the program fragment:
P Z 1:=1+(hnod3);

with security typing ¢(h : H,l : L) and V = Z. Let us con-
sider (n)P(i d ~[i d) where n is the abstract domain n(O(Z)) =
{Z,]2,4],[5 8] {5} z} We have to compute [PI(Z, {5t =
[5,7], [[P]]L [2,6], [P](Z,[5,8))" = [5,10], and also
[P1(Z,Z) Z. Therefore D[[P],( ) = {[5,7],[2,6],[5,10],Z}.
On the other hand we have Y{s/([2, 4]) = {[2,4],[3,5],[4,6]},
Yi4i((5,8)) = {[5.8),[6,9), 7,10}, Yjey (5) = {5.6,7} and, for
all other possible low input I, we have Yjy;'(l) = {Z} that can-
not create problems to secrecy. It is possible to verify that
Sty (1(Dyey (N))) is the following collection of objects:

D [2,10] v
,7_5 [2,10], Y 2 [2,7],
Y eO(V)| YNI[5,10 }gé{[s 9],[5,8],[5,8|U{10}} Vv
Y 77_5[ ,10], Y D [5,10],
N[2,7] ¢ {[4,7],13,7],[4, 7] u{2}}

An approximation can be introduced in the derivation of the secret
kernel by separately analyzing program fragments. In the follow-
ing we show two methods for approximating the secret kernel of a
closure p for a program P, by inductively deriving the kernels of
program components.

Bounded iterations

Let [[P]]<n> represents the partial semantics of the program at the n-
th step of evaluation, supposing that all whi | e’s are unfolded: If
P =cp;cC1;...;Cm, then for any n define:

PI% = el
PI™Y £ Lensa]o [PT

For instance, [P]‘? is the semantics of co;cy;Cp, that is [P](®
[ca] o [[cl]] [[co]. We define an abstract domain transformer KP
[resp. K3, .,] denoting the common abstraction among all the

domains p; such that the first i-steps are (n,pj)-NSecret, [resp.

Secret

£y = uco(d (VY))

P
Figure 3. Deriving secret kernels

(r] <p7p.> Secret] i.e.,, for any i <n: p = [[P]] { (i d) [resp.
mIP]™ (@~[pi)], it is defined in the foIIowrng way:

K5y = A0 pULn PTG o)
P(n)w_)\p PULi<n( )lIP]]<|>((P“’“’[|i d)

Itis clear that Kp |, E K3, By Proposition 3.7, [nP(X%,,(p)) still
holds. The same holds in the abstract non-interference case.

Independent composition

An even coarser approximation of the secret kernel of p can be ob-
tained by considering the most concrete abstraction making all pro-
gram statements in P (n,p)-NSecret [resp. (n,®,p)-Secret]. Sup-
pose that for each statement c in P, [[c] is the denotational semantics
of c. Let P =cg;c1;...;Ccm and define:

b —Ap PULli<mMIcil(id)
KSbsn)q;_)\p p|—||_h<n |IC]] (o~[i d)

Intuitively %%5, [resp. K3, ] is the property which is not dis-
closed with respect to each slice of the program P relatively to se-
quential composition. Note that, in this case, if there is at least one
statement ¢ such that [n][c](i d) = {T} then K = {T}. Alsoin
this case we have K, C KP . Itis clear that this is an upper
approximation of both 17(p_ ml and KRy 1-€., as shown in Figure 3:

par shs
Kem E Kejy & Koy

The same holds for the abstract non-interference case. By Proposi-
tion 3.7, ]P(K5,(p)) and ()P (e~~] X5, (p)) still hold. We now
show a simple example for the narrow case, where the relations
Kem E Ky E ?(i,?f”] are strict inclusions.

ExXAMPLE 5.8. Consider the program fragment
P :=2xhl:=1xh

with typing (h: H,1:L) and V = Z and [P](h,1) = (h,2xh?). We
consider [i dJP(i d). We have Dyey (i d) = {{ 2n*| n€Z }}. Note
that in this case the operator S;; is the identity on 1(Dyey (i d)).
Hence we obtain the secret kernel by computing the irrelevant ele-
ments which are Y ({{m}| mezZ~U{2n?| nez } }).
In this case, the secret kernel of P is the closure p =

i(t{2n?| nez UY(Umimez~U{ 2| nez }}))



Consider now K3 4(id). In order to obtain this domain we
have to find the closure p; such that [i d]l :=2h(p;). This domain
is pr=1({2Z})u{{n}| ne2z+1 }. Clearly [P]? = [P],
therefore K3 (i d) = p1 LIp. Itis worth noting that p; 1 p, there-
fore K7} 4(id)=p1 Tp. Finally consider K3, (id). Clearly,
in this case, the secret kernel for the first statement is exactly p;
as defined in the previous case. We have to compute p, such that
i d]l :=1%h(p,). Itis worth noting that Dy (i d) is the set of con-
gruences of the kind nZ with n € Z. At this point the operator Sg;;
determines the domain p, = {Z}. It is worth noting that p, 3 p1,
therefore we have that K23 (i d) = p1 Lp2 = p2 3 KR} (i d).

Fix-point attackers

We finally consider the problem of finding the most concrete do-
main p € uco(d (VL)) such that [p]P(p) [resp. (p)P(@~=]p)]. This
problem is slightly more complex and requires an iterative solution.
Indeed, while simplifying the output observation we do not brake
secrecy, the same simplified abstraction applied to the input may re-
veal secrets. An abstract domain p such that [p]P(p) [(p)P(@~]p)]
represents a possible attacker which is unable to disclose confiden-
tial data by analyzing the same property on input/output relations.
We are interested in characterizing the strongest of such attackers if
it exists unique, later called the (canonical) secure attacker for P.

THEOREM 5.9. Letp € uco(d (V%)) and @ € uco(d (VH)).
* [pIP(p) iff p=[p][P](i d);
* (P)P(e~]p) iff p= (p)[P](o~1i d).

In order to constructively characterize the secure attachers of a
program, we consider standard domain-theoretic arguments. It is
worth noting that in the narrow case [n][P](i d), the set of irrele-
vants does not depend on the input observation ). Therefore, the
change of the input property does not have any effect on the irrel-
evants | rr‘ﬂd ¢ Moreover, by construction, the set Dypy monoton-
ically depends upon the input property n. Therefore we have the
following result.

PROPOSITION 5.10. LetP be aprogram. AX. [X][P]/(i d) is mono-
tone on (uco(d (V%)) C).

Therefore, by Tarski fix-point theorems, an iterative solution to the
problem of deriving the most concrete secure attacker for a pro-
gram P in the narrow case can be found such that, at each step
n, we find the most concrete domain py, that satisfies [pn_1]P(pn),
which is %, (i d). By Proposition 5.10 we have that, given a
program P, then AX. ([X][P](i d)) = AX. K x(i d) is monotone on
uco(0 (V1)). The most concrete secure attacker for the narrow case
is therefore the least fix-point of AX. &Kp (i d).

COROLLARY 5.11. IfpAX. (X][P](id)) is the (unique) most
concrete narrow secure attacker for P.

In the following we denote Fp £ IfpRAX. ((X][P] G d)).

ExAamMPLE 5.12. Consider the fragment given in Example 5.6 to-
gether with its denotational semantlcs In Example 5.6 we de-
rived the most concrete domain p; < Sm( (Dyey (i d))) such that
[i d]P(p1). Consider the closure [p1][P](i d), namely the most con-
crete closure that makes P secure with input observation p;. Note
that p; = P(p1). We have to compute [P](VH,Y) foreach Y € p;.
Namely, consider for example Y = {2}, then [P](V®, {2}M)L =

{23N,if Y = 3{2}N then [P](V®,3{2}™)L = 3{2}N, and so on. It
is clear that we reached the fix-point. Therefore, in this example
Fo=Y({n{2}N] ne2N+1 }u{{0}}).

We now apply bounded iterations to approximate the closure 7p,
denoted F5*. The single-step semantics is:

h,1 ifh=0
|[P]](h,|):{ gh—)17l*2) L)therwise

Then, for each value | €Vt we have [PJ(VE,DL={l2I}.
Hence it is possible to verify that S5 (1(Dppe(id))) =
Y ({ n{2}N| ne2N+1 juU{{0}}). As for the second step is
concerned for each | € VL we have that [P] (@ (VE 1)k = {1,21,41}.
Again it is possible to verify that the resultlng domain is
Y({ n{2}N] ne2N+1 }uU{{0}}) which is the closure F*. In
this case the irrelevants are {@}, since the range of [P] covers the
whole domain of values.

In the example above we reached the fix-point in one step. Let us
see an example where an infinite iteration is necessary.

ExampLE 5.13. Consider the program fragment:
PE1:=1?+(hmdl)

where nod is the rest of the integer division, the security typing
ist=(h:H1I:L), and V=N. The denotational semantics [P]
of P is immediate from its definition. Then let us consider the clo-
sure [i d]P(i d), in particular let us derive Dyg (i d). Consider for
example | = 1, then [P](VH,1 ) = {1}. If | =2 then we obtain
the integer interval [P](V®,2)L = [4,5], and so on. The result-
ing intervals are all disjoint, therefore g, is the identity in this
case. The resulting closure contains Y (Dyey (i d)) together with
all the elements that are not contained in any of these intervals,
i.e., the irrelevants. Let p; be this closure. We consider now the
closure [p1][P](i d). We show only the abstraction of the single-
ton {4} since the first three natural numbers behave exactly as in
the previous case. If we consider | = 4 we have, for example, that
[PT(VE, [4,5])L = [16,19] U [25,29], and so on for the other val-
ues. In this way we may continue until the fix-point characterizing
the canonical secure attacker. Note that S;2; on these domains is
always the identity, since all the generated intervals are disjoint.

For the weaker case of abstract non-interference, there are two facts
that avoid in general monotonicity. First the set of irrelevants grows
by abstracting n, namely it is anti-monotone; second the set of rel-
evants is not comparable with the set of relevants obtained by ab-
stracting n. Therefore, in general, AX. (X)[P] (¢~[i d) is not mono-
tone on (uco(d (V%)) C).

EXAMPLE 5.14. Let us consider the program fragment P in
Example 5.7. Let us consider two closures n C [ with
sets of fix-points: n(Z) = {Z,[2,4],5,8],{5},2} and B(Z) =
{Z,[2,4],[5,8],2}. Consider first n, then in Example 5.7
we obtained that Dy (n) = {[5,7],(2,6],[5,10],Z}. We can
note that ﬁSecrf[‘P‘]]d([Z 6]) since [2,6] contains some elements of
Y'[}P],( ) (see Example 5.7), but not all of them. This means
that surely [2,6] is not included in the final domain, as seen
in Example 5.7. Consider now 3, then we have to compute
[[P]](Z7[274])L: [276]1 HPH(Z7[578])L = [5710} and [PH(sz)L =
Z. Therefore Dy (n) = {[2,6],[5,10],Z}. While Ys/([2,4]) =
{[2,4],(3,5],[4,6]}, Y§s; (5,8]) = {[5, 8] [6,9],(7,10]} and for all
other possible low |nputywe have Yj (y) = {Z} that clearly can-
not create problems to secrecy. In this case Secr?;],d([276]), which
implies that 2, 6] is now left in the domain.



This example shows that in abstract non-interference, in gen-
eral, by further abstracting the input observation we don’t nec-
essarily further abstract the output. Hence, in the abstract non-
interference case, the fact that AX. (X)[P](@~[i d) is not mono-
tone, avoids us to characterize the canonical secure attacker by
means of Tarski fix-point theorems. In order to constructively char-
acterize a secure attacker as the limit of a possible transfinite up-
per iteration sequence of AX. (X)[P](¢~]i d), we make this func-
tion extensive on (uco(d(V%)),C), i.e., we consider the function:
AX. (X)[P](@~[i dy L X. By a well known result in lattice-theory
we know that any extensive function has a fix-point [11]. The fol-
lowing result proves that any fix-point of AX. (X)[P](@~[i d)UX is
a secure attacker for P.

THEOREM 5.15. Let p € uco(d (VL)) and @ € uco(@(VH)). If
p = (p)[PI(@~[i d)Lip then (p)P(¢~]p).

6 Abstract robust declassification

Declassifying information means downgrading the sensitivity of
data in order to accommodate with (intentional) information leak-
age. Robust declassification has been introduced in [40] as a sys-
tematic method to drive declassification by characterizing what in-
formation flows from confidential to public variables. In this sec-
tion we generalize the robust declassification to security properties
based on abstract non-interference. Let P € IMP be a program and
n,p € uco(D (VL)) be abstract domains. Recall that the set of par-
titions of a set S is isomorphic to the set of closures P(uco((S)))
[29]. In particular if Ttis a partition of S and for any & € uco(TI(S))
g is the equivalence relation such that vq a5 vy iff 8(vq) = 8(vy),
then 2(n), where n =TU{S, @} = M () is the flat domain ordered
by set-inclusion, is the (unique) most concrete abstract domain such
that ~p(y) induces the same partition as 7t We are interested in
characterizing an abstraction @ € uco(0 (VH)) such that any pair of
values which can be distinguished by ¢ violates (n, @, p)-Secrecy.
Among these abstract domains we are interested in the most con-
crete one. This domain provides precisely the maximal amount of
information concerning H-values that flows in P when the attacker
is given by the pair of input/output abstractions: (n,p). Note that
P(¢) is the most concrete domain that induces the same partition
as ~2g, and because in abstract non-interference we abstract sin-
gle values, it is clear that we can consider @ € P(uco(d (VH))). A
closure @€ P(uco(d (VH))) is called flow-irredundant with respect
to a pair of input/output abstractions (n, p) if ¥X1, X, € (0 (VH)),
¥ € n(0(V¥)) such that: p([P](Xy,Y)¥) # p([P](Xz,Y)"). The
most concrete flow-irredundant domain @ € 2(uco(0 (V®))), when
it exists relatively to (n,p), defines the maximal abstract interfer-
ence of P, denoted (n)P(¢=p). The idea for deriving the most
concrete flow-irredundant domain ¢, such that (n)P(e=p) relies
upon a similar construction as the one used in Section 5. Let:

o p(IPIh.n(1)") = 1| heVH
”("LP)— { \/{ <h7ﬂ(|)>’ p([[P]](hQr](I))L) }’ erL }
where (X,Y )V (X")Y") = (XUX',Y UY'). Itis worth noting that for

anyY e n(d(Vh), the set iy £ {X e O(VH) | (X,Y) € M(n,p)}is
a partition of VE.

THEOREM 6.1. If P j£ (n)P(i d ~[p) then:
(ﬂ)P(?(ﬂYen(m(vL)) M(1)) = p).
EXAMPLE 6.2. Consider the program fragment:

P= l:i=1xh%

We can compute M(i d,Par) which is the set { (Z,1)| 1 €2Z }U
{z1)| 1€e2Z+1 yu{(2Z+1,1)| | €2Z+1 }. Therefore
by using the notation above we have that if | € 2Z then T =
Z and if | € 2Z+ 1 then Tt = {2Z,2Z+ 1}. This means that
P(MiezM(11)) = Par. In other words we have that by looking
at the low variables the only information that leaks about the high
variables is its parity.

In order to adapt robust declassification in [40] to the abstract non-
interference case, we consider a semantic variation of what pro-
posed in [40], which considers passive attackers only and a seman-
tics observing only the initial and the final states of computations.
We follow [40] in defining the information leaked by an equivalence
relation transformer S[n, p] on  for each n,p € uco(Od (VL)):

$15[n, plsz iff sk ~n s5 and
(Vo,8e€Zt. 0. =51 A & =55 = of~p L))

where s;,5p € 2. It is simple to verify that siS[n,p]sy iff
n(s}) =n(ss) and p([P](s1)%) = p([P](s2)*). This means that ab-
stract robust declassification a la [40] is based on a formulation of
non-interference which is stronger then abstract non-interference,
since it may allow also deceptive flows, as we have in the nar-
row abstract non-interference case. This means that abstract robust
declassification characterizes the information leaked in narrow ab-
stract non-interference.

7 Discussion

In this paper we have weakened the standard notion of non-
interference, making it parametric relatively to input/output obser-
vations made by abstract interpretations. This provides a number of
systematic methods for mapping programs to properties according
to their secure information flow. There are many points that de-
serves further discussion and research. (1) Possible applications of
abstract non-interference are security program analysis, when we
are interested in analyzing how much of information flows from
confidential to public variables, and in automatic program certifi-
cation, where we are interested in releasing certificates on secure
information flows. In the latter case we prove that if P = [n]P(p)
[resp. P = (n)P(@~~[p)] then for all B 3 p: P |= [n]P(B) [resp.
P = (n)P(e~[B)]. As shown in Section 5, certificates can be sys-
tematically derived by transforming abstract domains in the stan-
dard abstract interpretation framework. In particular the derivation
of certificates for secure information flows strictly depends upon
the way we model secure attackers. The canonical secure attacker
(when it exists) represents therefore the most precise property certi-
fying a program as secure. While this attacker always exists unique
in the narrow case, we are only able to provide a fix-point repre-
sentative attacker for the weaker abstract case. It would be inter-
esting here to consider quantitative methods and metrics in order to
enforce convergence towards an optimal fix-point under some esti-
mation of abstract domain’s structure and complexity. (2) Check-
ing abstract non-interference corresponds to check whether an at-
tribute independent analysis between H and L values is equivalent
to its relational counterpart. This observation makes stronger the
relation between static program analysis and language-based secu-
rity. Abstract model checking can be used to check or derive cer-
tificates. The fact that in the narrow case the secret kernel of an
abstract domain is mostly a partition is not a chance. We know
from [17] and [29] that partitioning abstract domains, i.e., p such
that p = P(p), have the same precision as abstract model-checking.
Therefore, abstract model checking can be used to check parametric
non-interference without any additional loss of precision in the nar-
row case. (3) The standard notion of non-interference is based on



a strict independence between confidential and public data-flows.
This means that it is possible to isolate the program’s confiden-
tial data-flow by program slicing [37]. The definition of abstract
non-interference weaken this independence, providing the base for
weaker notions of program slicing relatively to observations spec-
ified by abstract domains. (4) Both notions of narrow and abstract
non-interference can easily be generalized to multi-level, a la Den-
ning, security policies. We remind that the purpose of a secu-
rity policy is to declare which information flows are not permitted
[21, 32]. For example in standard secrecy, downward flows are not
allowed (H 4 L). If Sis the set of security classes for a set of vari-
ables, then a security policy P is a set of flow constraints of the form
S1 /4 S, with 81,8, € S, which states that any information stored
in variables of type S; cannot flow into variables of type S,. In par-
ticular, if (S,<g) is a lattice as in Denning’s model [13], then the
security policy is implicitly determined by avoiding upwards infor-
mation flows: P={ 81 /S| 81,52 €S,81 £sS2 }. Givena
typing t € Var — S, if for each S € S, we denote by v® the projec-
tion of the state v € X on the values of variables of type S, then we
can generalize abstract non-interference to arbitrary multi-level se-
curity policies P as follows: Let {ps }ses be a family of abstract do-
mains such that ps € uco(0 (V®)). We say that a program P € Imp
is ({ps}ses)-Secret if for each 81 /4 Sp € P, vy,vp € Z:

VS # 81. ps (Vi) =ps(v3) =

Ps, (IPT((Mses Ps) (v1))%2) = P, (IPT((Mses Ps) (v2))®2)

where for any 8’ € S: ([seg Ps) (V) = ps(vS). (5) In this pa-
per we have been mostly interested in checking program security
relatively to the observation made by an attacker. This is justified
by our interest in releasing security certificates for programs. The
dual problem of deriving the most abstract attacker p such that P
is not (n,p)-NSecret [resp. (n,®,p)-Secret] has not been consid-
ered here. This is an interesting problem for hackers, which may be
interested in the least efforts (viz. the most abstract domain) neces-
sary to disclose secrets. Unfortunately this problem may not have
a solution. In general the concrete domain i d can be secure, and
therefore there are no closures that can make the program insecure.
Moreover, while for making closures secure we merge sets of pos-
sible values, in this case we would have to split sets. This is a major
problem when proving that a most abstract output domain exists
making a given program insecure (the dual of secret kernels). In-
deed, in most of the cases, any possible partition of a secure domain
may reveal interference. Consider for instance the program in Ex-
ample 5.12. In this exam(PIe we proved that a closure that makes
the program secure is p = Y ({ n{2}N| n€2N+1 JU{{0}}).
Then by the construction it is worth noting that if we distinguish the
eledryent {1}, the program is no more secure, namely by considering
PE YUn{2} N ne 2N+ 1N {1} u ({2 U {0}, {1}}).
The same situation happens if we distinguish the element {2

instead, namely if we consider the abstract domain p” e
Y (n{2)Nn € 2N+ LN {1 U{{2}" 1y U {0}, {2}}).  The
problem here is that p’ and p” are unrelated, and their common
abstraction still makes the program secure: p = p’ Lp”. (6) Our
construction captures precisely the idea of modeling attackers as ab-
stract interpretations, namely as processes acting as static program
analyzers whose aim is to disclose confidential data. The language
we consider is rather restricted, even though the idea of making
non-interference parametric on input/output abstractions can be in
principle extended to all programming languages having a formally
defined semantics and for which abstract interpretation applies. In
this respect we believe that (narrow) abstract non-interference and
secrecy can be extended to non-deterministic and concurrent (syn-
chronous or asynchronous) programs, as well as to programs with

probabilistic choice. The latter case is more delicate, as covert
channels may influence secrecy. Probabilistic, termination, timing,
and resource exhaustion channels require an adequate semantics
modeling stochastic properties [27], termination [6], time proper-
ties or resource usage. This is particularly evident when we are in-
terested in extending attackers, viewed as abstract interpretations, to
other programming languages where the attacker can benefit from
specific control features to improve its precision. In this case more
concrete semantics, such as the natural semantics modeling termi-
nating and non-terminating computations of a transition system [6],
would provide a more adequate semantics-base.
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