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Abstract

This paper suggests the following approach for checkingthrea Erogram satisfies an information flow policy that may
declassify secret information: (a) Compute a finite abstiamain that over-approximates the information releasethe
policy and (b) Check whether program execution may releases imformation than what is permitted by the policy by
completing the finite abstract domain wrt. weakest liberacpnditions. Moreover, techniques based on the Paigarrar
algorithm for partition refinement can be used to generat@tevexamples to a declassification policy: the count
demonstrate that more information is released by the pnogihan what the policy permits. Subsequently the policy @n b
refined so that the least amount of confidential informatiecessary for making the program secure is declassified.

Keywords: Abstract interpretation, completeness, declassificatidormation flow

1 Introduction

The secure information flow problem is concerned with prirtgcdata confidentiality by
checking that secrets are not leaked during program executin the simplest setting,
program variables are first partitioned into high security drivate or classified) and low
security (or public or unclassified) variables, where high and low () are levels in a
two point security latticel. < H; next, one checks that output variables do not leak in-
formation about the initial values ¢ input variables. To perform the check, a variety of
information flow analyses for confidentiality policies hdxeen developed using technolo-
gies like data flow analysis, security type systems, prodggits, etc. (See the survey
by Sabelfeld and Myer2B] and references therein). The correctness of such analkyses
governed bynoninterferencéNI) [ 13]: for any two runs of a progrant, indistinguishable
input states yield. indistinguishable output states, where two program statesaid to be
L indistinguishable iff they agree on the values of theariables.

Joshi and Leino15] give a semantic definition of secure information flow (thash
been shown equivalent to N24): a programP containingH andL variables (ranged over
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by h andl respectively) is secure ifiH;P;HH = P;HH, whereHH is an assignment of

an arbitrary value th. “The postfix occurrences ¢fH on each side mean that we are only
interested in the final value dfand the prefifHH on the left-hand-side means that the two
programs are equal if the final value lofloes not depend on the initial value [of[ 24].

In practice, noninterference is too strong a property to ffereed and downgrading of
information, ordeclassificationis a necessity. For example, a password checker makes
public the {) result of the comparison between the actual password angaksword
entered at the login prompt.

This paper is based on the central observation that Joshieind’'s semantic definition
permits a view of noninterference asmpleteness of an abstract interpretatidi®], and
the paper explores the consequences of this observatioabgtract interpretation is (back-
wards) complete for a functiorf, if the result obtained wheh is applied to any concrete
input, X, and the result obtained wheris applied to an abstraction of the concrete ingut,
both abstract to the same value. Thus, the essence of cemgdstis this: an observer who
can see only the final abstraction cannot distinguish whekteeconcrete input value was
x or any other concrete valuewith the same abstract value as thakoThe completeness
connection is implicit in Joshi and Leino’s definition of see information flow and the
implicit abstraction in their definition is: “eadh value is associated with, i.e., the set of
all possibleH values”. (This is discussed in SecZsand 3).

In this paper, we consider more flexible abstractions tharotie considered by Joshi
and Leino and show that such abstractions naturally desatdzrlassification policies
that are concerned witivhat information is declassified2p]. Our primary contribution
(Sects.4,5.1) is to show that “declassified NI” (DNI), i.e, NI with a dec&ication pol-
icy, is also a completeness problem: the program points evb@mpletenestils are the
ones where some private informati@leaked thus breaking the policy. Hence, we can
mechanically check if a program satisfies a declassificgtaity by checking whether its
semantics is complete wrt. the policy.

Moreover, we show that when a program does not satisfy asifitation policy (i.e,
when completeness fails), (a) counterexamples that exiheséailure can be generated
(Sect.5.2); (b) there is an algorithm that generates the best refineofaghe given policy
such that the program respects the refined policy ($e8t. Finally, (c) we connecab-
stract model checkingith secure information flow by showing that the absence ofisps
counterexamples in the former can be understood as thea@bstimformation leaks in the
latter (Sect6).

2 Overview

Notational summaryV® V™ are the sets of possible andL values. The set of program
states i = VH x V. ¥ is implicitly indexed by theH variables followed by thé vari-
ables. For anyX C 5, X (resp. X!) is the projection of théd (resp. L) variables. L
indistinguishability of states;,s, € Z, writtens; =; S, denotes thas;, s, agree when in-
dexed byl variables.

Semantic noninterferencela Joshi-Leino.We start with Joshi and Leino’s semantic def-
inition of security 5], HH;P;HH = P;HH, whereHH assigns tch an arbitrary value.
Because of the arbitrary assignment, the semantieéstbttan be modelled as abstrac-
tion function 7, on sets of concrete program statesthat is,# : [1(X) — [1(X), where
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[1(Z) is ordered by subset inclusion,. For each possible value of arvariable,# asso-
ciatesall possible values of thel variables inP. Thus. 7' (X) = V# x XL, whereV# = T,
the top element of7(V¥). Now the Joshi-Leino definition can be rewrittet0[ in the
following way, where[P] is the concrete, denotational semantic®of

H o[Plost = o[P] (1)

For example, lety,h; € {0,1} and letl € {0,1}. ThenV® = {0,1} x {0,1}, V* =
{0,1}. Consider anyX C ; for example, letX = {(0,0,1)}, i.e., X denotes the state
whereh; =0, h, =0, | =1. Thens#(X) = Vi x {1}. Let P bel := hy, so that,
[PI(X) = {(0,0,0)} and sZ([P](X)) = V¥ x {0}. On the other hand[P] (7 (X)) =
{(0,0,0),(0,1,0),(1,0,1),(1,1,1)} sothat we have? ([P] (27 (X))) = V¥ x {0,1}; hence
H([P](22(X))) 2 #([P](X)). Becauses#”’([P](+(X))) contains tripleg1,0,1) and
(1,1,1) not present iv’ ([P (X)), the dependence bon h; has been exposed. ThBss
insecure: for any two distinct values, 0 and hein .77 ([P] (.77 (X))), twodistinctvalues,
0 and 1, ofl may be associated.

DeclassificationForl := hy, had the security policy allowed declassificatiorhgfthe pro-
gram would be secure. Equatiob) (must naturally be modified by “filtering> through
a declassifiergp : [J (V") — [J(VH), that provides an abstraction of the secret inputs. The
“filtered” .7#, written.7#%, models the declassification policy. Thus we enforce thaligu

Ho[P]o#? = 0][P] (2)

That is,[P] applied to a concrete input, and[P] applied to the abstraction afwhere the
H component of x has been declassifiedpbipoth abstract to the same value.

As before, letP bel := h; and X = {(0,0,1)}. We are interested ip's behavior
on {(0,0)}, becaus€(0,0)} specifies the values df;,h, in X. We have,p({(0,0)}) =
{(0,0),(0,1)}: @ is theidentity on what must be declassified — we are releasing the exact
value ofh; — but @ is T on what must be protected, which explains why b@0) and
(0,1) appear. Now#?(X) = ¢{(0,0)} x X' = {(0,0,1),(0,1,1)} so that[P](s#?(X)) =
{(0,0,0),(0,1,0)} andsZ([P](s£%(X))) = VH x {0}. This is equal tosZ([P](X)). We
can show equatior?) for anyX C Z; hencd := h; is secure. Note how partitions(J (V)
into blocks{(0,0),(0,1)} (the range 0f0,0) and(0,1)) and{(1,0),(1,1)} (the range of
(1,0) and(1,1)). Intuitively, @ permits exposing distinctiontsetween blockat the public
output, e.g., betwee(D,0) and (1,0); in standard Nlg's range isT andno distinctions
should be exposed (as in the earlier example).

3 Review: Completeness of abstract interpretation

Abstract interpretation is typically formulated using Gialconnections (GC)5], but an
equivalent frameworkd] which we use in this paper, usapper closure operators . For
example, in SecR, 7 : [1(Z) — [0(Z) defined as#’(X) = V¥ x X%, is an upper closure
operator onJ(Z), becauses” is monotone, idempotent and extensive. We often call a
closure operator aabstract domain In particular,7Z is called theoutput (i.e., observed)
abstract domainthat ignores private information. LikewisgZ’? in Sect.2 is also an uco.

3 An upper closure operator (ucg) : C — C on a pose€ is monotone, idempotent, and extensive, k&.c C. x <c p(x).
The set of all upper closure operators@is denoted byicoC).
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Completeness of abstract interpretation based statigsisdias its origins in Cousot’s
work, e.g., b,6], and means that the analysis is as expressive as possitadollowing ex-
ample is taken from Schmidt’s excellent surv2g][on completeness. To validate the Hoare
triple, {?} y := —y;x:=y~+ 1 {isPositivéx) }, asoundanalysis may compute the precondi-
tion isNegativey). But if able to express properties likéN onNegativandisNonPositive
acompleteanalysis will calculate theveakesprecondition propertysNonPositivéy).

An abstract domain is complete for a concrete functibnif the “abstract state tran-
sition function precisely mimics the concrete state-fitéors function modulo the GC be-
tween concrete and abstract domain26][ There exist two notions of completeness —
backward &) andforward (%) — according as whether the concrete and the abstract com-
putations are compared in the abstract domain or in the etsdomain 11]. Formally,
let C be a complete lattice anfibe the concrete state transition functidn,C — C. Ab-
stract domairp is a sound abstraction fdr providedp. fop J po. f. For example, in
Sect.2, ([P](7(X))) 2 #([P](X)), so.# is a sound abstraction f¢P]. Complete-
ness is obtained by demanding equaliyis a % (resp..#)-complete abstraction faf iff
pof=pofop(resp.fop=pofop). Completeness can be generalized to pgts)) of
abstract domainsz-completeness holds fop, n) whenpo fon = po f; .%-completeness
holds for(p,n) whenp o fon = fon (see L2 for details). For example, in Se@, the
declassification example asserts that equa®mdglds, i.e.,(7#", %) is B-complete for
[P]. Algorithms for completing abstract domains exist — sE21[1] and Schmidt’s sur-
vey [26] for details. Basically,7-completeness is obtained by adding all the direct images
of f to the output abstract domaigg-completeness is obtained by adding all the maximal
of the inverse images of the function to the input domain @sgeendixA for details).

4 #-completeness and satisfaction of confidentiality policge

Equations {) and @) give us a way to dynamically check whether a program sadisfie
confidentiality policy: indeed, both equations use the titiamal semantics of a program
in the process. But can we do this check statically?

We will see presently that static checking involvéscompleteness, instead o#-
completeness, and the use of weakest liberal precondiinsitsad of the denotational se-
mantics. With weakest liberal preconditions, (writtéfip,), equation {) has the follow-
ing equivalent reformulation:

A o Wlpp 0 7 = Wipp o A )

Equation B8) says that7’ is .# -complete forlWipp. In other words: consider the abstraction
of a concrete input stat, via .7#; this yields a set of states where the private information
is abstracted to “any possible value”. The equation as#etdVipp (.77’ (X)) is a fixpoint
of 2, meaning thatWipp (.77 (X)) yields a set of states where each public input is asso-
ciated with any possible private input: a further abstmacwof the fixpoint (c.f., the Ihs of
equation B)) yields nothing new. Because distinctions among private inputget exposed
to an observer, the public output is independent of the f@iirgout. Hence equatior8)
asserts standard NI.

The following theorem asserts that the two ways of desagitiioninterference by
means of#- and.# -completeness are equivalent.

Theorem 4.1 57 o [P o 5 = o [P] iff 7o WIpp o 7 = Wipp o .
4
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Proof. By [11,12] we know that, if f is additive, then for anyp we havepo fop =po f
iff poftop=f*op. By[4] we have thafP]" = WIip,. Choosings7,[P] asp, f resp.,
we are done. O

Example 4.2 Consider the program, let V¥ = {0,1} x {0,1}, V- = {0,1}.

[P : (ha,hp,1) — (hy,ho, 1)
def if hy # h, thenl:=h;+hy
P= (hl,h2,1> — {<h1, h2>} X VL
elsel :=h; —h,+1; Wipp:
hhol) =& 1£1

The public output is always 1, henc® is secure, as the following calculation shows.
GivenV® x {1} € 2, we can prove tha-completeness fdfP] holds:

A ([PIVEx A{1})) = 22 (VEx {1}) = VEx {1} = 7 ({hy, hp, 1)) = 72 ([P ({1, ha,1)))
#-completeness fowlipp holds also:

H (Wipp(VE x {1})) = 2 (VE x VE) = VH x VI = Wipp(VH x {1})
H(WIpa(V x {| £1})) = () = & = Wipa(V¥ x {1 £1})

5 Completeness and Declassified NI (DNI)

When does a prograf satisfy noninterferencdeclassified by? Consider any two runs
with statess;,s; € . Supposes; =, 5. Lets; ands) denote the secret values $p s,
that are declassified by and suppose that the distinction between the declassifieds/a
is not exposed in the two runs & i.e, ¢(s}) = ¢(s3). ThenP satisfies noninterference
declassified byp provided[P](s1) =1. [P](s2). Formally:

si=t% A @(s]) = @(2) = [Pl(s1) =t [Pl(s2)

Note that ordinary noninterference is obtained by setfitgf) = T = ¢(s3).

5.1 Modelling declassification

The discussion in the previous section has not motiveteglve might wantWipp and this
is what we proceed to do in the context of declassification.

Consider secretls;, h, € {0,1} and the declassification policy “at most one of the se-
cretshy,hyis 1”. The policy releases a relation betwdgrandh, but not their exact values.
Does the prograr® = | := h; + h, satisfy the policy?

HereVH = {0,1} x {0,1} and the declassifieq, is defined asp(2) = @; {(0,0)} =
©{(0,1)} = @{(1,0)} = {(0,0),(0,1),(1,0)} (i.e., we collect together all the elements with
the same declassified property) apid1,1) } = V¥; @(X) = Uyex (@({X})). A program that
respects the above polighould not expose the distinctiobstween inputg0,0), (0,1)
and(1,0) at the public output. But is permissible to expose the distinction betwé#si)

5
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and any pair from the partition block0,0), (0,1), (1,0) }, because this latter distinction is
supported by the policy. Doésexpose distinctions it should not?

To answer, we consideWlpp(l = a), wherea is some generic output value. Why
Wip? Because then we can statically simulate the kind of arsabsiattacker would do
for obtaining initial values of (or initial relations amongecret information. Why = a?
Because this gives us the most genéfdp, parametric on the output value. Now, note
that Wipe(l = @) = (hy + hy = a); let Hy £ (hy + h; = a). Becausea € {0,1}, we have
Ho def (hy+hy = 0). This allows the attacker to solve fby,hy: hy = 0,h, = 0. Thus when
| =0, a distinction,{(0,0)}, in the partition block,{(0,0),(0,1),(1,0)} gets exposed.
Hence the program does not satisfy the policy.

So consider a declassified confidentiality policy, and mdkdeldeclassified informa-
tion by means of the abstractiap of the private inputs, which collects together all the
elements with the same property, declassified by the pdlet.;#¢: [1(3) — [J(X) be the
corresponding abstraction function. Accordingly, Xet [J(Z) be a concrete set of states
and letx® be theL slice ofX. Consider any € X-. Define seH; £ {h e V¥ | (h,1) € X};
i.e., given arl, H, contains all théH values associated withn X. Then the “declassified”
abstract domain#’?(X), corresponding tX is defined as#’?(X) = Uex @(Hi) x {1}.
Note that the domains#, for ordinary noninterference is the instantiation.ét®, where
@ maps any set td . The analogue of equatio)(

A9 o Wipp o . = Wipp o A 4)

asserts that7’?, ) is #-complete forlWipp. For example,Z -completeness fails for the
programP. With X = (0,0,0), we haves”(X) = V¥ x {0} andWipp (27 (X)) = {(0,0,0) }.
But s#¢(Wipp(#(X))) = {(0,0,0),(0,1,0),(1,0,0)} D Wipp(s(X)).

We are now in a position, via Theoresil below, to connect##’? to NI: the only caveat
is that@ mustpartition the input abstract domain, i.&x. @(x) = {y | @(X) = @(y)}. The
intuition behind partitioning is thap’s image on singletons is all we need for deriving the
property of any possible set.

Theorem 5.1 Consider a partitioningp. Then P satisfies noninterference declassified by
(plﬁ %oﬂpﬂo%(ﬂ:%oﬂpﬂ.

Together with Theorem.1we are led to

Corollary 5.2 Consider a partitioningp. Then P satisfies noninterference declassified by
Qiff %o Wippo 7 = Wippo . i.e., (7%, ) is 7 -complete foWVIpp.

The equality in the corollary asserts tmathing more is releaselly the Wip than what
is already released hy. If .7 -completeness did not hold, bu#’?, 7#") was merely sound,
thens# %o Wipp o 72 3 Wipp o+ . In this caséNlp (i.e., the rhs) releasesore information
(technically: is more concrete) than that declassified, (itee lhs). Our goal is not only
to check whether a program satisfies a particular confidéntgolicy, but also to find the
public observations that may breach the confidentialitjcg@nd also the associated secret
that each offending observation reveals. Consider, fomgka, the following programi
wherel, h € Nats.

P= while (h>0) do (h:=h— 1l := h) endw
6
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If we observel = 0 at output, all we can say about inpitis h > 0. But with output
observatior # 0, we can deduck = 0 in the input: the loop must not have been executed.
BecauseWilp relates the observed (public) output to the private (sganptts, there-
fore, from the final observation we can derive the exact $aehich is released by that
observation in the following manner: (a) Compute wlp wricleabservation obtaining a
most general predicate on the input states. (b) Check whtthestates described by the
wlp are “more abstract”, i.e., do not permit more distinaticof private input than those

permitted by the policy. If so, there is no breach.

Example 5.3 Consider the following code2p]

def

P=h:=hmod2; if h=0then (h:=0;l :=0) else(h:=1;l := 1);

Let VH = Nats = VE. Suppose we wish to declassify the tést: 0. Theng({0}) = {0}
and@({h}) = Nats~. {0}. Thus{h | h# 0},{0} is the partition induced by on V* and
we obtain#? = {@, THU{{h|h# 0} x V'} U {{0} x VL.

Let Hy £ V¥ x {a}. Consider now the wip of the progra/Ip,(l = a), wherea € V.

{(a=0Ahmod2=0) v (a=1Ahmod2=1)}
h:=hmod2;
{(a=0Ah=0) vV (a=1Ah=1)}
if (h=0) then (h:=0; :=0) else(h:=1;l :=1)
{I=a)
Thus, Wip maps output set of staté to the input stateg(h,l) | h mod2 = 0,1 € V*}.
But this state is not more abstract than the stéltg, h # 0} x V*, specified bys#?: it
distinguishes, e.g(8,1) from (7,1) - a distinction not permitted under the policy. Indeed,

consider two runs oP with initial values 8 and 7 ofi and 1 forl; ¢(8) = ¢(7); yet we get
two distinct output values df

Example 5.4 ConsiderP £'if (h > k) then (h:=h—k;l :=1+Kk) else skip[22], and its
Wip semantics. Considetap = {(h,1,k) | he V& | =a, k= b}. Suppose the declassifi-
cation policy isT, i.e., nothing has to be released.

{(h>bAl=a—-bAk=b)V(h<bAl=aArk=D)}
if (h> k) then (h:=h—k;I :=1+Kk) else skip
{l =ank=Db}

WIpe : Hap— {(h,a—b,b) |h>b} U {(h,a,b) | h<b}

In this case, we can say that the program does not satisfyetheity policy. In fact, in
presence of the same public inputs we can distinguish betwal@esh greater than the
initial value ofk, and lower than this value. Note that, in this case the Wépp(Hap)

partitions the private value domain depends also on theé@imgut. This is not a problem,
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since by completing the input domain with these elementsreva@lale to induce a partition
of the private domain only. In this wayap = {(h,I,k) | he V¥, | =a k=b} has to
be split in the elementsl,, = {(h,1,k) | h€ V¥, | =a, h > k= b} distinguishingh > k,
andH} € {(h,1,k) | he Vi | =a, h< k= b} distinguishingh < k, and hence the initial
policy T does not guarantee security.

Example 5.5 Consider the Oblivious Transfer Protoc@1], with principals Alice and
Bobh. Alice has two messages. Bob knows the messages by namnmstboy content.
Bob asks for a message by name. But Alice does not know whicsage Bob asked for,
and Bob has not to find out the content of the other message.

—ro,rl ;e M; d:e {0,1};

ri=rgq; Alice Bob

P=|e=cad; Hid:| r;d;ce {0,1};m Mo; My ro;f1

fo, fii=mo@re, M @rige;  Vis:| Mg;my;ro;ra; fo; f1;€/c;m; fo; f1;ed;r

| m:= fedr;

The protocol is implemented via a trusted third party, Teldowends the random messages
ro,r1 to Alice and the random bd to Bob. In the implementation (due to C. Morgav)
denotes the set of messages ani xor; the table above shows whattisd (“hidden” or
H) andvis (“visible” or L) for Alice and Bob. Bob randomly chooses bind sends Alice
e=cad. Alice sends Bolfy, f; whence Bob can now obtam. asf. ®r.

If we compute theWlp we derive that the relations disclosed dge= my @ rp and
fi=m®rs whenc=d, andfo =mydry and f; = m; & ro whenc # d. In both cases,
the messagm. that Bob can read is combined with the random message Bobsksince
r =rg andr public to Bob). We can summarize thép in the following way: fc = mc®ry
and fipc = Mg @ rigg. Hence, 1o tells almost nothingabout the hidden messageg.,
expressing only if it is equal or not with an unknown randonssageriag 2.

5.2 Deriving counterexamples

Can we mechanize the derivation of counterexamples? Tlarisve derive exactly where
the policy fails by demonstrating two input states that kneaninterference?

We have advanced the thesis that noninterference is a ctanptes problem in abstract
interpretation. Ranzato and Tappaff][ studied completeness in abstract interpretation
from a more algorithmic point of view. They show a correspamzk between completeness
and the Paige-Tarjan (PT) algorithrh9] for partition refinement, that derives the coarsest
bisimulation of a given partition. Hence, we have a corresigonce between completeness
and absence afnstableelements of a closure wrt. a functidn Given a partitiod1 C [J(C)
andf :[J(C) — (C), an elemenkK € IN is stablefor f with respect tor € M if X C f(Y)
or XN f(Y) = @; otherwiseX is unstable The understanding of completeness in terms of
stability guarantees that if an abstract domain is not cetefgthan there exist at least two of
its elements which are not stable. In our contéxis Wip; the element for which we want

4 We leave a probabilistic analysis of “almost nothing” asifatwork.
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to check stability is a set of private inputs in the partitafiV? induced by the declassifier,
@; and the element against which we check stabiltyir( the definition) is the particular
output observation (e.d.= a).

Proposition 5.6 Unstable elements o’ provide counterexamples ta

Proof. Suppose thafll € V* such that (the input states described bVjp(H,) ¢ 7.
Then there exisk € Wip(H,), andh € ¢(x*) such that(h,x*) ¢ WIp(H). Note that
o(x) x {x*} N WIp(H) # @ sincex is in both; and,(x) x {x*} ¢ WIp(H,) since
(hxt)y € () x {xt} and (h,xt) ¢ WIp(H). Hence, the abstract domai#’? is not
stable To find a counterexample considbi € @(x) \ {k | (k,x*) € WIp(H)} and

hy € {k| (k,x*) € WIp(H)}. The latter set is obtained by wlp for the output observa-
tion |, hence any of its elements, e.ly,, leads to the observatidnwhile all the elements
outside the set, e.ghy, cannot lead td. O

Example 5.7 Consider the following program witl's parity declassified. We can
def

computeWlpp wrt. | =a e Z, andHa = {(h,1) |he Vi | = a}.

{(h=0Al=a) v (h>0Aa=0)}
while (h > 0) do (h:=h-—1;| :==h) endw

Ho — {(h,I) |h>0,I € V:}U{(0,0)}
Wip :
{Hw {08} (a%0)

Hence, Wip(Ho) = (V® x {0}) U {(h,l) | h> 0,1 # 0}. Thus, all the input states where
| = 0 are not counterexamples to the declassification policyth®@rcontrary, for any two
runs agreeing on inpuit£ 0, wheneveh; = 0 andh;, € Evens« {0}, we observe different
outputs. Hence, we can distinguish more than the declabgiéigition{EvensOdds.

The following example16] shows that this approach provides a weakening of noninter-
ference which corresponds to relaxed noninterferenceh Bproaches provide a method
for characterizing the information that flows and that havée declassified, indeed they
both give the same result since they are driven by (paraenat)i the particular output ob-
servation. However, let us underline that the abstractpnétation-based approach allows
also to derive the maximal information disclosiedependently from the observed public
output[17].

Example 5.8 Consider the prograrR [16] with secx,y : H, andin,out: L, wherehashs a
function:
x:= hasl{seq;y := x mod25
PE | i y = inthen out::= 1 elseout := 0;

Z:= X mod3;
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Consider itsWip semantics whereut,in andz are respectively, b, c € Z:

{(a= 1,out = a, haslseq mod254 = b, haslseg mod3 =c) v
(a=0,out = a, haslseq mod2%* £ b, haslised mod3 = c)}
x:= hasliseq;y := x mod25%
{(a=1,out=a,y=hb,xmod3=c) vV (a=0,out=ay+#b,xmod3=c)}
if y=in thenout:= 1 elseout := 0;
{out=a,in = b,x mod3 = c}
Z:= X mod3;

{out=a,in=b,z=c}

Let us consider firstP without the last assignment te and consider the domain
formed by the setddis ©' {(secin,out,x,y) | in = hashsed mod 24 out = 1} and
Hino = {(secin,out,x,y) | in # hastised mod2%4 out = 0}. The set of all these domains
embodies the declassification policy since it collects ttogreall the tuples such thaec
has the same value ftiastiseqg mod254. At this point note that th&Vip, semantics does
the following associationsWip : Hin a — Hina @and this clearly means that the domain is
complete, i.e., the declassification policy is sufficienptotect the program.

Let us consider now also the last assignment, then we havenone variable and we
redefineHi, 5 as sets of tuples containing atsbut without any condition omsince it is not
considered in the declassification policy. In this case Miesemantics does the following
associations:

Wi Hin1 — Hin,lﬂ{ (secin,out,X,y, Z>‘ hasliseg mod3 = z}
p:
Hino — Hin,oﬂ{ (secin,out,x,y, Z>‘ hasliseg mod3 = z}

The new elements added to the domain have one more conditithre @rivate variableeg
which can distinguish further the private inputs by obsegwhe public output. This makes
the initial declassification policy unsatisfied.

5.3 Refining confidentiality policies

The natural use of the method previously described is fonaaséic drivenrefinemenbof
confidentiality policies. The idea is to start with a confitility policy stating what can
be released in terms of abstract domains (or equivalenatames). In the extreme case, the
policy could state that nothing about private informationstbe released.

A consequence of Corollar§.2 is that whenever#’? is not forward complete for
Wipp, more information is released than what declassificagipermits. Thus the partition
induced on the private domain lgymust berefinedby the completion process. To derive
the refined policy,¢/, we perform the following steps: (a) Consider the domaiti¥’,
obtained by completion fron¥#’?; (b) for eachY € 27 compute setsri(Y), that are
parametric on a fixed public values Vt, where: ii(Y) £ {h e V¥ | (h,1) € Y}; (c) for

10
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eachl, compute the partitior7, induced on the private domain B Nxee TH(X); (d)

let m< Neve Ti. The declassification policy/, can now be defined as a refineme{,p)
of ¢, by computing thepartitioning closure corresponding to [14)], i.e., thedisjunctive
completion Y, of the sets forming the partitiony = % (@) £ Y ().

For instance, in ExamplB.4, each output observatiokh= b induces the partitiorg, =
{{h | h>Db},{h|h<Db}}, which is the information released by the single obserwvatld
we consider the set of all the possible observations, thetlenee 1= A, 7, = id, namely

we havep = id.

Proposition 5.9 Let @ model the information declassified % Wipp o 52 2 Wipp o 7,
thenZ () C @, i.e.,%(@) is a refinement of, and it is the closest tgp°

Example 5.10 Consider the program [22] with VH = VL = Z and itsWlp semantics

def

P= hy :=hy; hy:=hy; ...h, :=hy;avg:= declassify(hy +hy+ ...+ hy)/n)

{h, = a}
hy:=hy; ho:=hg; ...hyi=hy; X — @ if Vac VE.X # Hy

{(hy+hy+...+h))/n=a} Wip: Vi.hieZ
Ha = <a,h2,...7hn,a>
avg:= (hi+ho+...+hy)/n

{avg=a}

def

where Ha = {(h1,...,hn,avg | hy € Z,(m +ha+ ...+ hy)/n=avg=a € Z}. Sup-
pose the input declassification policy releases the aveddgihe private values, i.e,
o((hy,...,ha)) E{(M,,... 0 | (W4 ...+ h)/n=(hy+...+hy)/n}; the policy col-
lects together all the possible private inputs with the sawverage value. Hence, the
average is the only property that this partition of statéswa to observe. Clearly, the
program releases more. Consider 4, h € {1,...,8}, and X = Hs. The partition
induced by.#?(X) on the states wittavg= 4 is {(5,2,3,6,4),(7,3,1,5,4),...}. But
Wipp(Hs) = {(4,3,7,2,4),(4,8,3,1,4),... }. Thus, we need to refine the original policy,
completing#?(X) wrt. Wipp: we add element$Vipp(Ha) for all a € Z. In each such
element,h; has the particular valua. Formally, the domain,#’? (X), contains all the
sets{(hy,hy,...,hn,avg) | hy = avg=a,vi > 1. h € Z}; 2% (X) distinguishes all tuples
that differ in the first private input, wher@ is obtained as disjunctive completion of the
computed partition and declassifies the valuéfThis is the closest domain tpsince,

if we add any other element in the resulting domain, we woidtrdyuish more than what
is necessary, i.e., more than the distinction on the valdg.oindeed, still abstracting the
average of the elements, we could add other sets of tuplbghétsame average value, but
the only ones that we can add (i.e, which are not yet in the dgmmaust add some new
distinctions. For example, if we add sets lik&, 6,1,5,4),(4,6,3,3,4),... }, where also
h, is fixed, then we allow also to distinguish the valuehgf which is not released by the
program.

avg=a

5 In theory, this refinement can also be computed as the int@aebetween the policy and the refinement of the unde-
classified policyT . Efficiency comparison between these two approaches i®léie implementation phase of our work.

11
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5.4 RefiningAbstractNoninterference policies

The method described for checking and refining a securiticy@ parametric on public
observations, but one could carry out the same procegsoperties If some information
about the execution context of the program is present thenamerestrict (abstract) the
possible observations. These restrictions can be modsladstract domains, and therefore
by means of abstract noninterference policies. In padicul has been proved.()] that
the more we observe about public information, the less f@iigformation can be kept
secret. This means that a security policy, unsafe in a geoendext, can become safe if
we consider a weaker observation of the public output.

Consider, for example, the following prograhwith two private inputsk,y, and two
public outputsx.,y. . d,dy,dy are constant public inputs witly > d anddy, > d:

if(d <x+y<d+dy+dy A —dy <x—y<dy)then A
y

if(x>0 Ax<d)thenx_:=d, private

input

if(x>d A x<dy)then x_:=x;

if(Xx > dx A X<dyx+d)thenx_ :=dy;

(

(
if(y>0 Ay<d)theny, :=d;
if(y>d A y<dy)then y =y; »
(

if(y>dy Ay<dy+d)theny,:=dy;

Instead of concrete inputs and outputs, we might want tk tproperties e.g., in what
interval a particular variable lies. The figure above representsripetiand output of the
program in graphical form: the program transforms an ingaperty, namely, anctagon
(in the private variableg,y, represented by sets of constraints of the farm+y < ¢) to
an output property, namely,ractangle(in the variablesq ,y; ): Thus if we takeWipp wrt.
the property of intervals- this corresponds to rectangles in the 2-dimensional spéuen
the Wipp semantics returns asctagon abstract domaifiLg], i.e., we derive an octagonal
relation between the two private inputs. Thus the secunticp has to declassify at least
the octagon domain in order to make the program secure.
Moreover,abstract noninterferencpolicies can be useful in order to make the algorithm
computable In fact by abstracting the public domain we can make finiee dmount
of possible observations of the attacker; in practice, théans that when we compute
Wip(p(l) = A) we are guaranteed that there will be finitely maffip computations when-
ever the abstract domain is finite.

This example shows that we can combine (narrow) abstracimerference 9] with
declassification in the following completeness equatiost 47, EAX.VE x p(XL) [10]

and 2 EAX.@(Hya)) x n (1), whereH,q) = {h | n(1") = n(1), (h,I") € X}

A0 s Wipp o 5 = Wipp 0 5,

12
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6 Abstract model checking and information flow

In the previous sections we have seen how we can verify angeretinfidentiality poli-
cies that admit some leak of private information. The whalelg is done by considering
I/O semantics (denotational and wilp) and modelling DNI asmpmleteness problem. On
the other hand, the strong relationship between complsteaerd stability (in the Paige-
Tarjan sense) existing in the framework of abstract modetkimg (AMC) has been stud-
ied [20,11]: the completeness in questiondé-completeness for theostfunction induced
by an equivalence relation on the domain of states. Sincdéahetational semantics is the
postfor a transition system where all traces are two-statesddmgrause they are 1/O states
— a straightforward generalization of our work and of thaarbf noninterference can be
obtained via a generipostfunction. Hence, two traces akeindistinguishable, i.e=|, if
they have the same public projection.

Theorem 6.1 Let (P)) the standard trace semantics of P (deterministic prograrmhe
noninterference on traces, i.8/g1,0, € .01 = 02 = (P|)(01) =L (P))(02), holds iff
H o poSh o = A -posk, Wherepost is the post function associated with the transition
system modelling P.

This theorem implies that we can characterize the decleatdn property on the pri-
vate information of states also when we have to protect thelevtiace semantics from
malicious observations. Moreover, the completeness emuaewritten as” - pre. # =
pre. 7 (via Theorem4.l), asserts (in the context of AMC) that there ar@ spurious
counterexamplesIn the NI context, this means that there is no leakage ofrinéion.
In particular, fordeclassificationif 7% pre-..# = pre> .. holds, there is no need to
further declassify private information via refinement, eviewe suppose that the attacker
can observe every intermediate step of computation.

In the following simple example we show how this approachksdoy also providing
its relationship with the equivalence relation transforrdefined by Zdancewic and My-
ers R§ for characterizing leakages of private information. Eimge rewrite their trans-
former as follows: Let~ be an equivalence relation, we defiogesS(~) o, if and only
if Vi > 0. [post([01]~)]~ = [post([02]~)]~. (post is the composition opostwith itself i
times.) This new equivalence relation, if different from tells us that something is re-
leased. With our method, we can characterize exactly whaléased. When we deal
with equivalence relations, the backward completenesatenufor postcan be rewritten
as [14): [postoi]~]~ = postoi|~; and so we are led to

Theorem 6.2 S(~) == iff ~ is backward complete fquost
Example 6.3 Consider the following transition syster®d which uses a password system

to launder confidential information:

{t.h.p,gr) — {thpar)
wheret € {0,1} is the time (1 indicates that the

(0,h,p,p,0) — (L,h,p,p,1) program has been executed) {0,1} denotes

(0,h,p,p,1) ~— (1,h,p, p,0) the result of the test (it is left unchanged if the
test of equality between the passwq@nd the

<0> h> p,q, O> = <l> h> p,q, O> p 7£ q queryq faIIS)

(0,h,p,q,1) — (Lh,p,q1) p#q

13
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The public variables argq,r, hence the partition induced by’ is:
{t,hpqr) = (t',0,p.d,r)if t=t' Aq=d Ar=r

The above says we are considering two states thalt ardistinguishable (as in ordinary
NI). By checking completeness we characterize the infaonahat can be released. For
example, consider the set of possible input states whicinale same equivalence class
and for which the stat€0, h, p,q,0) is a representative. Applying the transition rules, we
see (below, left) that this state reveals a different putitput. Thus there is a leakage of
confidential information. In order to characteri@batinformation is released we complete
the domains# by pre, (below, right):

(Lh,p,p,1) e (Lh,p,p,1) — (0,h,p,p,0)
(1,h,p,q,0) (1,h,p,q,0) — (0,h,p,q,0) p#q

<07 h? p’ q7 O> —

Hence we have to refine the original partition by adding the bkocks (0, h, p, p,0) and
(0,h, p,q,0) wherep # q, i.e., we release the information whethges q or p # q.

AMC techniques are usually applied to Kripke structures. Wpke structure consists
of a set of states, a set of transitions between states, amdtohn that labels each state with
a set of properties that are true in the state. The Kripke hfoda program corresponds to
the standard transition system associated with the prograene states are labelled with
the values of the variables. The connection between ddéitasen and AMC suggests
the use of existing algorithms for AMC in order to derive tidormation released by a
system, whenever the confidential information is fixed. &ujaehe existence of a spurious
counterexample in the AMC (abstraction corresponding eadiiclassification policy) cor-
responds to the existence of an insecure information flolWwercbncrete system. Suppose
we interpret the initial abstract domain of a system as aadsilcation policy (the distinc-
tion between all the states mapped to different propesidsclassified). Then whenever an
AMC algorithm finds a spurious counterexample it means tiexetis a breach in the secu-
rity, and hence some more secrets, i.e., some more distiscimong states, are released.
For instance, in the example above, the given trace (f{@rm p, g, 0)) would be identified
as a spurious counterexample, and the refinement for eragmegxactly the refinement
we describe. When no more spurious counterexamples exést,vte have characterized,
in the resulting abstract domain, the secure declassditgiblicy.

7 Discussion

In this paper we exploit completeness of abstract integficet for modelling noninterfer-
ence for confidentiality policies based on declassificat®tarting with Joshi and Leino’s
semantic formulation of NI15], it is possible to characterize NI as a problem %t
completeness for denotational semantit@].[ This paper provides an equivalent formu-
lation of NI as.#-completeness for the wlp semantics, and extends the fationlto de-
classification. Semantically, we represent a declassditgolicy as an abstraction of the
H inputs that induces a partition on them. A program that agishe policy is guaranteed
not to expose distinctions within a partition block?-completeness formalizes “not ex-
posing distinctions”. The advantage of our formalizatiommpared to other approaches, is

14
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that we can associate with each possible public observiitexact secret released. More-
over, the strong connection between completeness andsdéidation, together with the
connection between completeness and abstract model olgeekiows the use of standard
techniques in abstract model checking for checking andingfideclassification policies.
In particular, model checking can be applied to genericdisiiate systems, and abstractions
allow to consider even infinite state systems. As future wakare studying the practical
use of these techniques applied to more complex systems.

The relation between the abstract interpretation appraabh [9,10] and many extant
approaches for noninterference and declassification hexs ftedied by means of exam-
ples [L4,17]. Sabelfeld and Sands note that most extant proposalsr §uffa lack of a
compelling semantics for declassification. In earlier witrey use the PER mode24]
for defining selective dependencd] by means of equivalence relations instead of abstract
domains. They also show, via an example, that the PER modébeaised to show that
nothing more is learnt by an attacker than what the poligffiteleases 45]; in our model
we derive this formally (Corollarnp.2) and also show how, in the case where a policy is
not satisfied, counterexamples may be generated and tloy padiy be refined. Joshi and
Leino [15] introduceabstract variablesn order to obtain a more general notion of secu-
rity. In this case they substitute the private variablesiinctions, i.e., properties, of them.
This corresponds to abstract noninterference where we fat wk want to protect instead
of what we admit to flow9,17], hence it is not helpful for computing what information is
released. Darvas et alfJ[use dynamic logic to dynamically analyze the declassifioat
property. The information flow property is modelled as a dgitalogic formula. Next,
they fix some declassifying preconditions and execute thyysis. If the analysis succeeds
then there is an upper bound on the information discloséaratise the precondition must
be refined. Because of the connections of completeness wuPapproach can provide a
more systematic method for designing and refining theseopdittons. Our approach dif-
fers from quantitative characterizatioriz{] of the information released since we provide
aqualitativeanalysis of the leaked secrets.

In a recent paper, Unno et ak1] have proposed a method for automatically finding
counterexamples of secure information flow, which combsesurity type-based analysis
for standard NI and model checking. Our context is more ggneince standard Nl is a
particular case of DNI. Nevertheless, as future work, wa péainvestigate whether their
approach can be directly derived from ours.

Alur et al. [1] consider preservation of secrecy under refinement andepres
simulation-based technique to show when one system is @&nedéint of another wrt. se-
crecy. They contend that their approach is flexible becausmiexpress arbitrary secrecy
requirements. In particular, if the specification does naimain secrecy of a property then
the implementation does not need to either. Our notion dfieefient is slightly different: if
a program leaks more information than the policy, we comdidev the policy might have
to be refined to admit the program. It is possible that theightrthe strong connections to
their work and we plan to explore these connections.

In other future work, we plan to further exploit the strondation of NI with AMC
and stability. One direction is to implement algorithms di@riving the maximal amount
of information disclosed and for refining declassificatiasligies, by erasing counterex-
amples. Moreover, the example above shows that it is pesgibtombine both abstract
noninterference and declassification. So existing alistnaclel checking technigues can
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be used not only to derive the amount of information disaodmit also to characterize
the strongest harmless attacker. Finally, we plan to exteadramework in this paper to
handle heap-manipulating programs.
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A Relevant background

Making abstract domain complete

The problem of making abstract domaig&complete and% -complete has been solved
[12,11]. The key point in these constructions is that bothand % completeness are
properties of the underlying abstract domAirelative to the concrete functioh To make
a domain%-complete, one adds all the direct imagesfdb the output abstract domain;
to make a domaig-complete, and one adds all the maximal of the inverse imafydse
function to the input domain. (see Fig.1). In a more general setting lét: C; — C, be

a function on complete lattice&s; andC,, andp € ucdCy) andn € uca(Cy) be abstract
domains(p, n) is a pair of Z(.#)-complete abstractions fdrif po f =pofon (fon =
po fon). In any case the idea of making a domain complete is to addeallirect images
of the concrete function to the output abstract domainfecompleteness, and to add all
the maximal of the inverse images of the function to the irfmrhain for#-completeness
(see Fig.A.1). Formally, we refine the corresponding domains wrt., a gerfanction

P2

C1

Fig. A.1. Making.# and% complete.

f : C, — C, by using the following operations:
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R EAX..(f(X)) | REEAX..a (Uyex max(fL(Ly)))

Let ¢ € {#,%4}. In [12] the authors proved that the most abstrBct n such that
(p,B) is ¢-complete, i.e., giverp € ucdC,) the ¢-complete shell of € ucdC,), is
Z¢P(n) £ R (p).

The Paige-Tarjan algorithm

The Paige Tarjan algorithm is a well known algorithm for cartipg the coarsest bisim-
ulation of a given partition. Consider a relati@rsuch thatf = preR). The algorithm is
provided below, wher® is a partition PTSplity (S P) partitions each unstable block fh
wrt. R with BN f(S) andB \ f(S), while PTRefinersg(P) is the set of all the blocks iR,
or obtained as union of blocks B, which make other blocks unstable.

P : Partition

Partition obtained fronk by replacing
PTSplity(SP):
each blockB € P with BN f(S) andB~ f(9)

PTRetinersn(P) £ { B| P PTSplit,(SP) A (B} CP.S=U;B)i |

while (P is notR-stable do

chooseS < PTRefinersg(P);
PT-Algorithmg :
P:=PTSplity(SP);

endwhile
Fig. A.2. A generalized version of the PT algorithm.

This algorithm has been shown to be a forward completeneddgon for the function
f [20].
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