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Abstract. In this paper we introduce a compositional proof-system for certify-
ing abstract non-interference in programming languages. Certifying abstract non-
interference means proving that no unauthorized flow of information is observ-
able by the attacker from confidential to public data. The properties of the compu-
tation that an attacker may observe are specified as an abstract domain. Assertions
specify the secrecy of a program relatively to the given attacker and the proof-
system specifies how these assertions can be composed in a syntax-directed a la
Hoare deduction of secrecy. We prove that the proof-system is sound relatively
to the standard semantics of an imperative programming language. This provides
a sound proof-system for both certifying secrecy in language-based security and
deriving attackers which do not violate secrecy inductively on program’s syntax.

Keywords: Abstract interpretation, language-based security, abstract non-
interference, verification

1 Introduction

Standard non-interference has been introduced by Goguen and Meseguer in [19] as a
key feature to model information flows in security. The idea behind non-interference
in security is that users have given access control privileges and higher privileges are re-
quired in order to access files containing confidential data. In this way, when authorized
users accessing public data are non-interfering with those on private resources, no leak-
age of confidential information is possible by observing public input/output behavior of
the system. On this pattern most security polices are specified in language-based secu-
rity, where users are program components specified in some high-level programming
language (see [26]). Most methods and techniques for checking secure information
flows in software, ranging from standard data-flow/control-flow analysis techniques
to type inference, are based on non-interference. All of these approaches are devoted
to prove that a system as a whole, or parts of it, does not allow confidential data to
flow towards public variables. Type-based approaches are designed in such a way that
well-typed programs do not leak secrets. In a security-typed language, a type is induc-
tively associated at compile-time with program statements in such a way that any state-
ment showing a potential flow disclosing secrets is rejected [28, 30, 32]. Similarly, data-
flow/control-flow analysis techniques are devoted to statically discover flows of secret
data into public variables [6, 22, 23, 27]. The problem of weakening non-interference,
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also known as refining security policies, has been recognized as a long standing major
challenge in language-based security [26]. In standard non-interference, the attacker is
able to fully analyze concrete computations. In this case, any conservative type/data-
flow/control-flow analysis of information flows would discard all the programs which
may provide any explicit or implicit concrete flows from confidential to public re-
sources. Standard non-interference is therefore often too strict for any practical use in
language-based security: most programs are rejected by static control/data flow analyz-
ers or type checkers for non-interference. In order to adapt security policies to practical
cases, it would be essential to know how much an attacker may learn from a program by
(statically) analyzing its input/output behavior. This idea has recently lead to the defini-
tion of the notion of abstract non-interference [16]. Abstract non-interference captures a
weaker form of non-interference, where non-interference is made parametric relatively
to some abstract property of input/output behaviour. Consider the following program P
written in a simple imperative language, where the while-statement iterates until x1 is
0. Suppose x1 : H is a secret variable and x2 : L is a public variable:

while x1 do x2 := x2 ∗ 2; x1 := x1 − 1 endw

While in standard non-interference there is an implicit flow from x1 to x2, due to
the while-statement, because x2 changes depending on the initial value of x1, this is
not true for weaker abstractions of public data. In particular if the attacker can only
observe the property of being power of 2 of public variables (x2), since the operation
cannot change its status of being or not a power of two. Then an attacker is unable to
observe any interference due to the implicit flow. Abstract non-interference generalizes
this idea to arbitrary abstractions of the semantics of a programming language. This
provides both a characterization of the degree of secrecy of a program relatively to
what an attacker can analyze about its input/output information flow and the possibility
for certifying code relatively to some weaker form of non-interference.

The Problem

Abstract non-interference is based on the idea that the model of an attacker is an ab-
stract interpretation of the semantics of the program. A program satisfies the abstract
non-interference condition relatively to some given abstraction (attacker) if the ab-
straction obfuscates any possible interference between confidential and public data. In
[16] the authors introduce a step-by-step weakening of Goguen and Meseguer’s non-
interference by specifying abstract non-interference as a property of the semantics of the
program. The idea of modeling attackers as abstract domains provides advanced meth-
ods for deriving attackers by systematically transforming the corresponding abstract
domains. An algebraic characterization of the most precise secure attacker, i.e., the
most precise abstraction for which the program satisfies the abstract non-interference
property, is given as a fixpoint domain construction. This abstraction, as well as any ab-
stractions for which the program satisfies abstract non-interference, is both a model of
an harmless attacker and a certificate for the security degree of the program. However
the original definition of abstract non-interference is not specified inductively on pro-
gram’s syntax but rather it is derived as an abstraction of the concrete semantics of the
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whole program. This makes the use of abstract non-interference hard in automatic pro-
gram certification mechanisms, such as in proof-carrying code architectures [24] and
in type-based verification algorithms. The logical approach to secure information flow
is not new. In [12] dynamic logic is used for characterizing secure information flows,
deriving a theorem prover for checking programs. In [1] an axiomatic approach for
checking secure information flows is provided. In particular the authors syntactically
derive the secure information flows that may happen during the execution. Both these
works don’t characterize the power of the attacker.

Main Contribution

In this paper we introduce a compositional proof-system for certifying abstract non-
interference in programming languages which means proving that the program satisfies
an abstract non-interference constraint relatively to some given abstraction of its in-
put/output. Abstractions are specified in the standard abstract interpretation [9] frame-
work. Assertions in the proof-system have the form of Hoare triples: (η)P (ρ) where
P is a program fragment and η and ρ are abstractions of program’s data. However the
interpretation of abstract non-interference assertions is rather different from partial cor-
rectness assertions (see [3]): (η)P (ρ) means that P is unable to disclose secrets if input
and output values on public variables are approximated respectively in η and ρ. Hence,
abstract non-interference assertions specify the secrecy of a program relatively to a
given model of an attacker and the proof-system specifies how these assertions can be
composed in a syntax-directed a la Hoare deduction of secrecy. We introduce two proof-
systems for checking abstract non-interference. The first deals with a stronger notion of
abstract non-interference called narrow abstract non-interference [16]. The advantage
of narrow abstract non-interference is in the simplicity of the proof-system and in its
natural derivation from the operational semantics of the language. This proof-system is
necessary in order to derive a proof-system for most general abstract non-interference
assertions. We prove that the proof-systems are sound relatively to the standard seman-
tics of an imperative programming . Both proof-systems provide a deeper insight in
abstract non-interference, by specifying how assertions concerning secrecy compose
with each other. This is essential for any static semantics for secrecy devoted to derive
certificates specifying the degree of secrecy of a program.

2 Basic Notions

If S and T are sets, then ℘(S) denotes the powerset of S, S�T denotes the set-difference
between S and T , S � T denotes strict inclusion, and for a function f : S → T and
X ⊆ S, f(X) def= {f(x) | x ∈ X}. We will often denote f({x}) as f(x). 〈P,≤〉 denotes
a poset P with ordering relation ≤, while 〈P,≤,∨,∧,
,⊥〉 denotes a complete lattice
P , with ordering ≤, lub ∨, glb ∧, greatest element (top) 
, and least element (bottom)
⊥. Often, ≤P will be used to denote the underlying ordering of a poset P , and ∨P ,
∧P , 
P and ⊥P denote the basic operations and elements if P is a complete lattice.
f : C → A is (completely) additive if f preserves lub’s of all subsets of C (emptyset
included). A proof-system P on a set of formulas Φ is a finite set of axiom schemes
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and proof rules. A proof of ϕ in P is a finite sequence of formulas ϕ1, . . . , ϕn such that
ϕ = ϕn and each ϕi is either an axiom in P or it can be obtained by applying a proof
rule in P . In this case ϕ is also called a theorem of P , and denoted �P ϕ.

2.1 Abstract Interpretation

Abstract domains can be equivalently formulated either in terms of Galois connec-
tions or closure operators [10]. An upper closure operator on a poset P is an oper-
ator ρ : P → P monotone, idempotent and extensive (∀x ∈ P. x ≤P ρ(x)). The
set of all upper closure operators on P is denoted by uco(P ). Let 〈C,≤,∨,∧,
,⊥〉
be a complete lattice. Closure operators are uniquely determined by the set of their
fix-points ρ(C). ρ(C) is a complete sub-lattice of C iff ρ is additive. If C is a com-
plete lattice then uco(C) ordered point-wise is also a complete lattice, denoted by
〈uco(C),�,�,�, λx.
, λx.x〉, where for every ρ, η ∈ uco(C), {ρi}i∈I ⊆ uco(C)
and x ∈ C: ρ � η iff ∀y ∈ C. ρ(y) ≤ η(y) iff η(C) ⊆ ρ(C); (�i∈Iρi)(x) =
∧i∈Iρi(x); and (�i∈Iρi)(x) = x ⇔ ∀i ∈ I. ρi(x) = x. The disjunctive com-
pletion of a domain is the most abstract domain able to represent the concrete dis-
junction of its objects:

�
(ρ) = �{η ∈ uco(C)|η � ρ and η is additive}. ρ is dis-

junctive iff
�

(ρ) = ρ (cf. [10, 18]). Closure operators and partitions are related con-
cepts. A closure η ∈ uco(℘(X)) induces a partition on X:

{
[x]η

∣
∣x ∈ X

}
, where

[x]η
def=

{
y

∣
∣η(x) = η(y)

}
. The most concrete closure that induces the same partition

of values as η is Π(η) def=
�

(
{

[x]η
∣
∣x ∈ X

}
) (see Fig. 1). The idea is that Π(η) is the
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Fig. 1. Example of partitions as disjunctive completion

most concrete closure such that for any y ∈ Π(η(x)): Π(η(x)) = Π(η(y)), while in
general η(y) ⊆ η(x).

2.2 The Deterministic Language

In the following we consider a simple imperative language, IMP [31] where programs
are commands with the following syntax:

c ::= nil | x := e | c; c | while x do c endw

with e denoting expressions evaluated in the set of values V with standard operations,
i.e., if V = Z then e can be any arithmetical expression. As usual, V can be struc-
tured as a flatdomains, where bottom element, ⊥, denotes the value of undefined vari-
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ables. In the following we will denote by Var(P ) the set of variables of the program
P ∈ IMP. Let’s consider the well-known operational semantics of IMP [31]. The op-
erational semantics naturally induces a transition relation on a set of states Σ, denoted
→, specifying the relation between a state and its possible successors. 〈Σ,→〉 is a
transition system. In our case, if |Var(P )| = n then Σ = V

n. We follow Cousot’s
construction [8, 11], defining semantics, at different levels of abstractions, as the ab-
stract interpretation of the maximal trace semantics of a transition system associated
with each well-formed program. In the following, Σ+ and Σω def= N−→Σ denote re-
spectively the set of finite nonempty and infinite sequences of symbols in Σ. Given a
sequence σ ∈ Σ∞ def= Σ+ ∪ Σω , its length is denoted |σ| ∈ N∪{ω} and its i-th element
is denoted σi. A non-empty finite (infinite) trace σ ∈ Σ∞ is a finite (infinite) sequence
of program states where two consecutive elements are in the transition relation →, i.e.,
for all i < |σ|: σi → σi+1. The maximal trace semantics [11] of a transition sys-
tem associated with a program P is �P �∞ def= �P �+ ∪ �P �ω, where if T ⊆ Σ is a set
of final/blocking states then �P �ṅ = {σ ∈ Σ+||σ| = n,∀i ∈ [1, n) . σi−1 → σi},
�P �ω = {σ ∈ Σω| ∀i ∈ N . σi → σi+1}, �P �+ = ∪n>0{σ ∈ �P �ṅ| σn−1 ∈ T},
and �P �n = �P �ṅ ∩ �P �+. If σ ∈ �P �+, then σ� and σ� denote respectively the
final and initial state of σ. The denotational semantics associates input/output func-
tions with programs, by modeling non-termination by ⊥. This semantics is derived
in [8] by abstract interpretation from the maximal trace semantics with abstraction
αD(X) def= λs ∈ Σ. {σ�|σ ∈ X ∩ Σ+, s = σ�}∪

{ ⊥ ∣
∣∃σ ∈ X ∩ Σω, s = σ�

}
. Note

that, since our programs are deterministic, αD(X)(s) is always a singleton. It is well
known that we can associate with each program P ∈ IMP a function �P � denoting its
input/output relation, such that �P �

def= αD(�P �∞).

3 Non-interference

Many security problems in language-based security are problems of interference. In
order to keep some data confidential, a user might state a policy stipulating that no
data visible to other users is affected by modifying confidential data. This policy allows
programs to manipulate and modify private data, as long as visible outputs of those
programs do not reveal information about the private data. A policy of this sort is a non-
interference policy [19], also referred as secrecy [29]. Confidential data are considered
private, labeled with H (high-level of secrecy), while all other data are public, labeled
with L (low-level of secrecy) [14]. Secrecy is usually formulated saying that the final
value of a low variable does not depend on the initial value of high-variables [29]. An
attacker (or unauthorized user) is assumed to be allowed to view only information that is
not secret. The usual method for showing that secrecy holds is to verify that the attacker
cannot observe any difference between two executions that differ only in their secret
input [29, 20]. In this case we say that the program has only secure information flows
[22, 29, 14, 4, 5, 7, 13]. In order to model this situation we consider the denotational
semantics �P � of the program P . We consider a typing function t ∈ Var −→ {H, L},
which associates with each variable in a program its security class. In the following, if
x ∈ Var(P ) then we denote x : t(x) the corresponding security typing. If T ∈ {H, L},
v ∈ V

n, and n = |{x ∈ Var(P )|t(x) = T}|, we abuse notation by denoting v ∈ V
T the
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fact that v is a possible value for the vector of variables with security type T. Moreover,
we assume that any state s ∈ Σ can be seen as a pair 〈h, l〉 where h ∈ V

H and l ∈ V
L

and we denote the projection on low values as 〈h, l〉L = l. In this case, standard non-
interference can be formulated as follows.

A program P is secure if
∀v ∈ V

L,∀v1, v2 ∈ V
H . (�P �(v1, v))L = (�P �(v2, v))L

In [16] we introduced a weaker notion of non-interference modeling weaker infor-
mation flows. The idea is that an attacker can observe only some properties of public
concrete values. The observable properties are modeled as abstractions. As usual in ab-
stract interpretation, a property is an upper closure operator on the concrete domain
of computation [10]. It is clear that, any observation made on program input/output
behaviour by abstract interpretation of its semantics strictly depends upon the chosen
abstract domains. The model of an attacker, also called attacker, is therefore a pair
of abstractions: 〈η, ρ〉, with η, ρ ∈ uco(℘(VL)), representing what an observer can
see about respectively the input and output of a program. Given a program P , narrow
(abstract) non-interference, denoted [η]P (ρ), and abstract non-interference, denoted
(η)P (ρ), introduced in [16], represent a weakening of standard non-interference rela-
tively to a given model of an attacker 〈η, ρ〉. In the following we will abuse notation by
denoting with �P � also the additive lifting of �P � to sets of states. Moreover we will
use the following simplified notation, (�P �(h1, l1))L = �P �(h1, l1)L.

Definition 1. Let η, ρ ∈ uco(℘(VL)). A program P ∈ IMP is such that [η]P (ρ) if
∀h1, h2 ∈ V

H,∀l1, l2 ∈ V
L . η(l1) = η(l2) ⇒ ρ(�P �(h1, l1)L) = ρ(�P �(h2, l2)L).

P ∈ IMP is such that (η)P (ρ) if ∀h1, h2 ∈ V
H,∀l ∈ V

L . ρ(�P �(h1, η(l))L) =
ρ(�P �(h2, η(l))L).

The difference between abstract and narrow non-interference lies upon what the
attacker may observe of the input property η. Due to the possible presence of decep-
tive flows in narrow non-interference (see [16]), abstract non-interference represents a
weaker notion.

Proposition 1. [id]P (id) ⇒ (η)P (ρ) [η]P (ρ) ⇒ (η)P (ρ)

Example 1. Let Sign = {Z,+,−, ∅} and Par = {Z, 2Z, 2Z+1, ∅}, and consider the
program P

def= l := 2∗l∗h2 with security typing t = 〈h : H, l : L〉 and V = Z. Note that
Par(−2) = Par(4) = 2Z, but Sign(�P �(h,−2)L) = 0− �= 0+ = Sign(�P �(h, 4)L).
Namely �|= [Par ]P (Sign) due to a deceptive flow generated by a change of low inputs
having the same property in Sign .

In [16] two methods for deriving the most concrete output observation for a pro-
gram, given the input one, for both narrow and abstract non-interference are provided.
In particular the idea is that of collecting in the same abstract object all the elements that,
if distinguished, would generate a visible flow. This most concrete output observation
that is not able to get information from the program P observing η in input for narrow
and abstract non-interference is respectively denoted [η]�P �(id) and (η)�P �(id).
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Theorem 1 ([16]). [η]�P �(id) � ρ ⇔ [η]P (ρ) and (η)�P �(id) � ρ ⇔ (η)P (ρ).

In the following whenever ρ is such that (η)�P �(id) � ρ we will write |= (η)P (ρ).
The same holds for the narrow non-interference.

The main limitation on the use of either [η]�P �(id) or (η)�P �(id) for checking
abstract non-interference is due to their dependence from the final result of the con-
crete semantics of the program itself. This makes the construction of (η)�P �(id) and
[η]�P �(id) a hard task for large programs. In particular, no evidence is made in [16] on
how these abstract domains can be derived inductively on program’s syntax. This prob-
lem is solved in the next section, where a proof-system is introduced for both narrow
and abstract non-interference.

4 Axiomatic Abstract Non-interference

In this section we introduce a proof-system for certifying abstract non-interference of
programs. We assume a set Φ of basic formulas which can be freely generated from
some given set of predicates on V

L with the basic connectives ∧, ∨ and ¬. An abstract
domain ρ ∈ uco(℘(VL)) can therefore be represented as a ∧-closed set of formulas in Φ.
ρ =

�
(ρ), i.e., ρ is disjunctive, iff it is closed under ∨ [18]. Note also that ρ = Π(ρ) iff

ρ is closed both by ∨ and ¬ (cf. [17, 25]). The semantics of a set of formulas is the corre-
sponding abstract domain. The interpretation of

�
and

⊔
are therefore straightforward.

As in most programming languages, IMP allows both explicit (through assignment) and
implicit (through conditionals) flows [13]. The source of implicit flows in IMP is the
while-statement.

In order to certify secrecy when implicit flows may occur, we need to model the
properties that are invariant during the executions of programs. Intuitively an abstraction
is invariant for a program fragment P , written {ρ}L P {ρ}L, when by observing the
property ρ of public input of P , we are not able to observe any differences in the ρ
property of the public output. In other words {ρ}L P {ρ}L means that P is observably
equivalent to nil as regards as the property ρ. This information is essential in order to
certify the lack of implicit flows relatively to an abstraction. These invariant abstractions
are obtained with an a la Hoare proof-system, where assertions are invariant properties
of the form {ρ}L P {ρ}L, with ρ ∈ uco(℘(VL)). Invariants of expressions are parametric
on a public variable: |= {ρ} 〈e, x〉 {ρ} iff ∀l ∈ V

L,∀h ∈ V
H . ρ(E [[e]](h, l)) = ρ(l|x),

where for any expression e, E [[e]] : Σ−→V is the standard semantics of expressions
and l|x denotes the value that in l ∈ V

L is assigned to x. The intuition is that e does not
change the property ρ of the value of x. The public invariants of programs are defined
as |= {ρ}L P {ρ}L iff ∀l ∈ V

L, ∀h ∈ V
H . ρ(�P �(h, l)L) = ρ(l). Public invariants for

programs can be derived by induction on the syntax of IMP by using the proof-system
I = {I1, . . . , I8} as defined in Table 1. Rule I1 says that the property 
, which is
unable to distinguish any value, is invariant for any program. I2 says that any property
is invariant for the program nil. The same holds if the program is an assignment to high
variables (I3), since by definition invariants are constraints on low variables only. In I4
if a property is invariant for the evaluation of an expression as regards as the input value
of a low variable x, then it is invariant for the assignment to x. Consider for example
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Table 1. Derivation of public invariants of programs

I1: {�}L c {�}L I2: {ρ}L nil {ρ}L I3:
x : H

{ρ}L x := e {ρ}L
I4:

{ρ} 〈e, x〉 {ρ}, x : L

{ρ}L x := e {ρ}L

I5:
{ρ}L c1 {ρ}L, {ρ}L c2 {ρ}L

{ρ}L c1; c2 {ρ}L
I6:

{ρ}L c {ρ}L
{ρ}L while x do c endw {ρ}L

I7:
{ρ′}L c {ρ′}L, ρ′ � ρ

{ρ}L c {ρ}L

Table 2. Axiomatic narrow (abstract) non-interference

N0:
[η]�c�(id) � ρ

[η]c(ρ)
N1: [η]c(�) N2:

Π(η) � Π(ρ)

[η]nil(ρ)
N3:

[η]e(ρ), [Π(η) � Π(ρ)], x : L

[η]x := e(ρ)

N4:
x : H, Π(η) � Π(ρ)

[η]x := e(ρ)
N5:

[η]c1(ρ), [ρ]c2(β)

[η]c1; c2(β)
N6:

{ρ}L c {ρ}L
[ρ]while x do c endw(ρ)

N7:
[η′]c(ρ′), η � η′, ρ′ � ρ

[η]c(ρ)
N8:

∀i ∈ I . [η]c(ρi)

[η]c(
⊔

i∈I ρi)
N9:

∀i ∈ I . [η]c(ρi)

[η]c(
�

i∈I ρi)

the expression l + 2, then the property Sign (which abstracts on the sign of an integer
variable) is not invariant, since if we consider the input value l = −1, then we have
that Sign(l + 2) = Sign(1) = + �= Sign(l) = −. On the other hand, we have that
Par (which abstract on the parity of an integer variable) is invariant for this expression
as regards as the variable l, since the operation l + 2 doesn’t change the parity of the
value assigned to l. At this point if the statement is l := l + 2, then we have that
{Par}L l := l + 2 {Par}L. Note that, in order to apply this rule, if V

L = V1 × . . .×Vn,
then ρ ∈ uco(VL) is such that ρ(〈x1, . . . , xn〉) = 〈ρ(x1), . . . , ρ(xn)〉. Rule I5 says that
the invariants distribute on the sequential composition. I6 states that, given a while-
statement, if a property is invariant for the body, then the same property is invariant for
the whole statement. This rule holds since the only modifications of variables made by
the while, are made by its body. Weakening (I7) says that any more abstract property
of an invariant is still invariant. A derivation in the proof-system of public invariants in
Table 1 is denoted �I .

Theorem 2. Let P ∈ IMP and ρ ∈ uco(VL). If �I {ρ}L P {ρ}L then |= {ρ}L P {ρ}L.

We can now introduce a proof-system for narrow abstract non-interference. This is
specified as in Table 2. Rule N0 derives from Th. 1. It states that given a program c and
an input observation η we can derive the most concrete output observation that makes
the program secret. This corresponds to finding the strongest post-condition (viz. the
most concrete abstract domain) for the program c with precondition η such that narrow
abstract non-interference holds. This is a “semantic rule”, because it involves the con-
struction of the abstract domain [η]�c�(id), which is equivalent to compute the concrete
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semantics of the command c [16]. However, this rule allows us to include in the narrow
abstract non-interference proofs, also assertions which can be systematically derived as
an abstract domain transformation as shown in [16]. Rules N1 says that if the output
observation is the property 
, then the input can be any property. N2 says that nil is
secret for any possible attacker such that the partition induced by input observation is
more concrete than the output one. This condition is necessary since in this case abstract
non-interference corresponds to saying ∀l1, l2 . η(l1) = η(l2) ⇒ ρ(l1) = ρ(l2) which
holds iff Π(η) � Π(ρ). Rule N3 considers a notion of secrecy extended to expressions,
i.e., |= [η]e(ρ) iff ∀l1, l2 ∈ V

L . η(l1) = η(l2) we have ∀h1, h2 ∈ V
H . ρ(E [[e]](h1, l1)) =

ρ(E [[e]](h2, l2)). Being the variable public, the secrecy of the expression distributes on
the assignment when the partition induced by the input observation is more concrete
than the output one. This condition on the induced partitions is necessary only when
there are public variables for which the assignment behaves as nil (see N2). Rule N4
says that an assignment to a high variable is always secret when the partition induced
by input observation is more concrete than the output one since an assignment to pri-
vate variables behaves as nil for the public variables. Indeed note that if, for example,
we have the statement h := h + 1, then clearly ρ(�h := h + 1�(h, l1)L) = ρ(l1)
and ρ(�h := h + 1�(h, l2)L) = ρ(l2). This means that also in this case narrow non-
interference corresponds to saying η(l1) = η(l2) ⇒ ρ(l1) = ρ(l2). Both N3 and N4
consider closures on tuples that are tuples of abstractions, as in I4. Rule N5 shows how
we can compose the attackers in presence of sequential composition of programs. In
particular two programs c1 and c2 compose secretly when c1 is secret for the output ob-
servation which is the input one that makes c2 secret. N6 controls the while-statement.
In particular the condition {ρ}L c {ρ}L states that the program c is not acting on the
property ρ of the public data, namely ρ is invariant in the execution of c, in the sense
that the property ρ of public data is not changed by the execution of c. If this happens
then the behaviour of c observed from ρ is the same as the program nil, and therefore
the fact that the while is executed or not is not distinguishable from an observer. We
apply this rule also when the guard is a low variable, because narrow non-interference
may observe also deceptive flows. N7 is the consequence rule, which states that we can
concretize the input observation and we can abstract the output one, as observed in [16].
Finally N8 and N9 says that both the least upper bound and the greatest lower bound of
output observations making a program secret, still make the program secret. We denote
by N = I ∪ {N0, . . . , N9} the proof-system for narrow abstract non-interference and
by N0 = I ∪ {N1, . . . , N9} the same proof system without the semantic rule N0. Next
result specifies that the proof-system, without the rule N0, is sound.

Theorem 3. Let P ∈ IMP and η, ρ ∈ uco(VL). If �N0 [η]P (ρ) then |= [η]P (ρ).

Example 2. Consider the closure Par which observes parity, and the program:

P
def= l := 2 ∗ h; while h do l := l + 2; h := h − 1 endw

with security typing: t = 〈h : H, l : L〉 and V
H = V

L = Z. We have [�]2 ∗ h(ρ1)

where ρ1 is the closure which is not able to distinguish even numbers, i.e., ρ1 =�
({2Z} ∪ { {n} ∣

∣n odd
}
). Therefore, by N3, we obtain [�]l := 2 ∗ h(ρ1) (note that

since there is only one low variable we ignore the condition Π(η) � Π(ρ)). Consider
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now the while-statement. We note that the operation l + 2 leaves unchanged the par-
ity of l, this means that if the input is even the the output is even, and similarly if it
is odd. Namely for each n such that Par(n) = Par(l) then Par(E [[l + 2]](h, n)) =
Par(n + 2) = Par(n) = Par(l). Therefore {Par} 〈l + 2, l〉 {Par} which implies

{Par} 〈l + 2, l〉 {Par}
{Par}L l := l + 2 {Par}L

h : H

{Par}L h := h + 1 {Par}L
Therefore, by I5, we have that {Par}L l := l + 2; h := h − 1 {Par}L. Now we can

apply rule N6 obtaining

{Par}L l := l + 2; h := h − 1 {Par}L
[Par ]while h do l := l + 2; h := h − 1 endw(Par)

Finally note that ρ1 � Par hence by N7 we have also that [�]l := 2 ∗ h(Par),
therefore we can apply rule N5 and we obtain that [�]P (Par).

Unfortunately the system N0 is not complete, and in particular N5 is the rule that
introduces incompleteness.

Example 3. Consider the property Par observing parity, and the following program P
with security typing: t = 〈h : H, l : L〉 and V

H = V
L = Z.

P
def= l := 4 ∗ h2 + 4; while h do l := l mod 4; h := 0 endw

Let us denote c
def= while h do l := l mod 4; h := 0 endw. We can prove that we

have |= [�]l := 4h2 + 4(ρ1), where ρ1 is defined in Example 2, and |= [�]P (ρ1). But
we can show that we have �|= [ρ1]c(ρ1) since ρ1(�c�(0, 5)L) = 5 �= ρ1(�c�(1, 5)L) = 1.
This means that ��N�{N1} [�]P (ρ1).

It is clear that rule N0 makes the proof system complete. This is a straight conse-
quence of Theorem 1.

Corollary 1. The proof-system N is complete.

We now introduce in Table 3 a proof-system for abstract non-interference, i.e., mod-
eling how (η)P (ρ) assertions compose inductively on program’s syntax. The rules A0
and A1 in Table 3 are similar to the ones in Table 2. The rule A2 differs from N2 since
abstract non-interference avoids deceptive flows. In rule A3 we consider the general-
ization of the notion of abstract non-interference to expressions as we made for the
narrow one. Moreover, as in N3, we consider here only abstractions of tuples that are
tuples of abstractions. A4 is straightforward.In order to understand the difference from
N4 consider the example used for explaining N4, i.e., h := h + 1 then in abstract non-
interference we compute the following sets: ρ(�h := h+1�(h, η(l1))L) = ρ(η(l1)) and
ρ(�h := h+1�(h, η(l2))L) = ρ(η(l2)), which are clearly the same when η(l1) = η(l2).
The major difference between narrow and abstract non-interference is in rules A5. In
this case we need to consider a narrow assertion for c2 involving disjunctive domains.
This is due to the fact that by definition abstract non-interference checks input prop-
erties on singletons while the output of the abstract non-interference assertion for c1
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Table 3. Axiomatic abstract non-interference

A0:
(η)�c�(id) � ρ

(η)c(ρ)
A1: (η)c(�) A2: (η)nil(ρ) A3:

(η)e(ρ), x : L

(η)x := e(ρ)

A4:
x : H

(η)x := e(ρ)
A5:

(η)c1(
�

(ρ)), [ρ]c2(
�

(β))

(η)c1; c2(
�

(β))
A6:

{ρ}L c {ρ}L, x : H

(ρ)while x do c endw(ρ)

A7:
(η)c(ρ), x : L

(η)while x do c endw(ρ)
A8:

(η)c(ρ′), ρ′� ρ

(η)c(ρ)
A9:

∀i∈I.(η)c(ρi)

(η)c(
⊔

i∈I ρi)
A10:

∀i∈I.(η)c(ρi)

(η)c(
�

i∈I ρi)

deals with properties of sets of values. In order to cope with this ‘type mismatch”, we
need to strengthen the natural counterpart of rule N5 for abstract non-interference. Next
example shows that by considering abstract non-interference for c2 is not sufficient to
achieve soundness.

Example 4. Consider Par and the program P in Example 3. We can prove that we
have (�)l := 4h2 + 4(Par) and (Par)c(ρ), where ρ

def= Par ∪ {0}. But we can show
that �|= (�)l := 4h2 + 4; c(ρ) since ρ(�l := 4h2 + 4; c�(0, Z)L) = ρ(4) = 2Z while we
have ρ(�l := 4h2 + 4; c�(1, Z)L) = ρ(0) = {0}, namely they are different.

Moreover note that A5 requires that for both c1 and c2 the output closures are addi-
tive maps, i.e., disjunctive abstract domains, as shown in the following example.

Example 5. Consider the following program P with security typing: t = 〈h : H, l : L〉
and V

H = V
L = Z

P
def= c1; c2 = l := (h mod 2)(2l mod 4) + (1 − (h mod 2))(l mod 2 + 1);

l := (l mod 2) ∗ 4h + (1 − (l mod 2)) ∗ (4h + 1)

Consider ρ = {Z, 4Z, 4Z + 1, 4Z + 2, 4Z + 3, ∅} (not additive), then (�)c1(ρ) since
∀h ∈ 2Z ρ(�c1�(h, Z)L) = ρ({1, 2}) = Z, and ∀h ∈ 2Z + 1 we have ρ(�c1�(h, Z)L) =
ρ({0, 2}) = Z. On the other hand it is simple to show that [ρ]c2(ρ) since this statement
leaves unchanged the abstraction of l. But if we consider the composition then we have
that �|= (�)P (ρ) because if h ∈ 2Z then ρ(�P �(h, Z)L) = ρ({4h, 4h+1}) = Z while if
h ∈ 2Z + 1 then ρ(�P �(h, Z)L) = ρ({4h + 1}) = 4Z + 1. Note that the first statement
is not secret if we consider the disjunctive completion of ρ in output.

Rule A6 is equal to N6, since also A5 requires narrow non-interference. Rule A7
is straightforward from the definition of abstract non-interference and was absent in
narrow one for the presence of deceptive flows. The last three rules (A8, A9 and A10)
change since in abstract non-interference we cannot concretize the input observation.
The proof-system in Table 3 is denoted A = N ∪{A0, . . . ,A10} and the proof system
without the semantic rules A0 is denoted as A0 = N0 ∪ {A1, . . . ,A10}. The follow-
ing theorem proves the soundness of the proof-system A0 with respect to the standard
semantics of IMP.
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Theorem 4. Let P ∈ IMP be a program and η, ρ ∈ uco(VL). If �A0 (η)P (ρ) then
|= (η)P (ρ).

Example 6. Consider Par and the program P in Example 3. We can prove that (�)l :=
4h2+4(Par) and [Par ]c(Par) therefore (�)l := 4h2+4; c(Par). Indeed if we consider
l1 = 4 and l2 = 8 then clearly 
(4) = 
(8) = 
 but Par(�l := 4h2 +4; c�(0,
)L) =
Par(�c�(0, 4h2 +4)L) = Par(4h2 +4) = 2Z, while Par(�l := 4h2 +4; c�(1,
)L) =
Par(�c�(1, 4h2 + 4)L) = Par(0) = 2Z, namely they are the same.

Example 7. Consider the program fragment

P
def= l := 2h; while h do l := 2 ∗ l; h := h − 1endw

with security typing: t = 〈h : H, l : L〉 and V
H = V

L = N. First of all we note that
(�)2h(ρ1), where ρ1

def=
�

({{2}N} ∪ {
n

∣
∣n /∈ {2}N

}
). This means that we can apply

A3, obtaining (�)l := 2h(ρ1). Consider now the while-statement that we denote by c
and the closure ρ2

def=
�

(
{

n{2}N

∣
∣n ∈ N odd

}
). We note that {ρ2} 〈2 ∗ l, l〉 {ρ2} and

therefore, by I4 we have {ρ2}L l := 2 ∗ l {ρ2}L. On the other hand, by I3 we have
{ρ2}L h := h−1{ρ2}L, and therefore by I5 we obtain {ρ2}L l := 2∗ l; h := h−1{ρ2}L.
Now we can apply A6 obtaining [ρ2]while h do l := 2 ∗ l; h := h − 1 endw(ρ2) and
therefore we use A5 obtaining (�)P (ρ2).

The following example shows that the proof-system A0 for abstract non interference
in Table 3 is not complete.

Example 8. Consider the closure ρ
def= {Z, 2Z, 4Z, ∅} and consider the program

P
def= while h do l := (l mod 4) ∗ (l ÷ 4); h := 0 endw

with security typing: t = 〈h : H, l : L〉 and V
H = V

L = Z. Note that (ρ)P (ρ) since,
for example, ρ(�P �(1, 2Z)L) = 2Z = ρ(�P �(0, 2Z)L). But we have that �|= {ρ}L P {ρ}L
since ρ(�P �(1, 2)L) = ρ(0) = 4Z �= ρ(2) = 2Z.

The example above shows that A6 is not complete, but it is not the only incom-
plete rule. In particular, by the same argument used in Example 3 for N5, A5 is also
incomplete. Even A7 is incomplete as shown in the following example.

Example 9. Consider ρ
def= {Z, {0}, 2Z0, 2Z + 1, ∅}, where 2Z0

def= 2Z � {0}, and

P
def= while l1 do l2 := iszero(l1) ∗ h2; l1 := 0 endw

with security typing: t = 〈h : H, l1, l2 : L〉 and iszero(x) = 1 if x = 0 and
iszero(x) = 0 otherwise. Then we show that �|= (ρ)l2 := iszero(l1) ∗h2; l1 := 0(ρ)

since, if we take the low input 〈0, 2Z0〉 then we have ρ(�l2 := iszero(l1) ∗ h2; l1 :=
0�(1, 〈0, 2Z0〉)L) = ρ(〈0, 1〉) = 〈0, 2Z + 1〉 �= 〈0, 2Z0〉 = ρ(�l2 := iszero(l1) ∗
h2; l1 := 0�(2, 〈0, 2Z0〉)L). But it is worth noting that (ρ)P (ρ) since for example
ρ(�P �(h, 〈0, 2Z0〉)L) = 〈0, 2Z0〉 and ρ(�P �(h, 〈2Z0, 2Z0〉)L) = 〈0, 0〉.

All the other rules are complete. As above, for the proof-system for narrow abstract
non-interference N , also for abstract non-interference, the semantic rule A0 makes A
complete. This is a straight consequence of Th. 1.
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Corollary 2. The proof-system A is complete.

Next result specifies a relation between derivations in the narrow and abstract non-
interference proof systems. This result is in accordance with the expected relation be-
tween narrow and abstract non-interference, the first being stronger.

Theorem 5. Let P ∈ IMP be a program and η, ρ ∈ uco(VL). If �N0 [η]P (ρ) then
�A0 (η)P (ρ).

Next example shows that A is strictly weaker than N . We show that if |= [η]P (ρ)

and �A0 (η)P (ρ), the fact that [η]P (ρ) ⇒ (η)P (ρ) does not imply that �N0 [η]P (ρ).

Example 10. Consider the property Par and the program: P
def= h := h+1; l := 2∗h,

with security typing: t = 〈h : H, l : L〉 and V
H = V

L = Z. Note that [Sign]P (Par) since
∀l ∈ V

L, h ∈ V
H we have Par(�P �(h, l)L) = Par(2 ∗ h) = 2Z. This means also that

|= (Sign)P (Par). But note that �|= [Sign]h := h + 1(Par) since Sign(2) = Sign(3) =
Z

+ and Par(�h := h + 1�(h, 2)L) = Par(2) = 2Z �= Par(�h := h + 1�(h, 3)L) =
Par(3) = 2Z + 1. This means that ��N0 [Sign]P (Par). On the other hand we have that
�A0 (Sign)h := h + 1(Par) and �N0 [Par ]l := 2 ∗ h(Par), therefore we can use A5
since Par is disjunctive, and therefore we infer (Sign)P (Par).

5 Discussion

We have introduced a sound proof-system for both narrow and abstract non-interference.
The advantage of a proof-system for abstract non-interference is that checking abstract
non-interference can be easily mechanized. Both N and A can benefit of standard ab-
stract interpretation methods for generating basic certificates for simple program frag-
ments (rules N0 and A0). The other rules allow us to combine certificates from program
fragments in a proof-theoretic derivation of harmless models of attackers, certifying
program secrecy. The interest in this technology is mostly related with its use in a la
proof carrying code (PCC) verification of abstract non-interference, when mobile code
is allowed. In this case in a PCC architecture, the code producer may create an ab-
stract non-interference certificate that attests to the fact that the code secrecy cannot be
violated by the corresponding model of the attacker. Then the code consumer may vali-
date the certificate to check that the foreign code is secure for the corresponding model
of attacker. The implementation of this technology requires an appropriate choice of
a logic for specifying abstractions and an adequate logical framework where the logic
can be manipulated. We believe that predicate abstraction [15, 21] is a fairly simple and
easily mechanizable way for reasoning about abstract domains. More appropriate log-
ics can be designed following the ideas in [2], even though a mechanizable logic for
reasoning about abstractions is currently a major challenge in this field and deserves
further investigations. The language we used is quite simple. Even though abstract non-
interference made secrecy a purely semantics problem, any extension of IMP and its
semantics with for example probabilistic choice, non terminating computations, and
concurrency, may require a redesign of the proof-systems for narrow and abstract non-
interference. It would be particularly interesting to extend IMP with concurrency. The
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main interest in this extension deals both with the chance to reduce protocol verifica-
tion to non-interference problems and with the possibility of modeling active attackers
as abstract interpretations in language-based security. The models of attackers devel-
oped in abstract non-interference are indeed passive [16]. Active attackers would be
particularly relevant in order to extend abstract non-interference as a language-based
tool for protocol validation.
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