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Abstract. We present a context-sensitive compositional analysis of in-
formation flow for full (mono-threaded) Java bytecode. Our idea con-
sists in transforming the Java bytecode into a control-flow graph of basic
blocks of code such that the complex features of the Java bytecode made
explicit. The analysis is based on modeling the information flow depen-
dencies with Boolean functions which leads to an accurate analysis and
efficient implementation which uses Binary Decision Diagrams to ma-
nipulate Boolean functions. To the best of our knowledge, it is the first
implementation of an analysis of information flow for the full Java byte-
code. The work is still in progress but it is already support a quite large
portion of the Java bytecode which includes exceptions and the subrou-
tine handling mechanism.

1 Introduction

Information flow analysis aims to infer (information) dependencies between the
program variables, and it is usually used to verify that a program is free of
undesired information flows, i.e that the program is secure with respect to a given
security policy. A security policy can be defined as a complete lattice of security
classes, where information is allowed to flow from variables of a specific security
class, to variables of higher security classes [7]. Static analysis techniques have
been used to check if programs meet their security policies. These techniques
range from data/control-flow [4,5,12,15,14] to type-inference [16,18,3,2, 11, §].
In data/control-flow approaches, the analysis usually infers a (super-) set of all
possible information flows, from which the security properties can be observed.
In typed-based approaches, given a classification of the program variables into
security classes, the analysis is designed in such a way that well-typed programs
do not leak secrets.

In this work we develop an information flow analysis for the full (mono-
threaded) Java bytecode. Type-Based information flow analysis for the Java
bytecode was previously studied in [3,2,11]. In order to achieve both preci-
sion and efficiency we build on two ideas: (1) Using Boolean function to model
information flow which allow us to use Binary Decision Diagrams; and (2) Trans-
forming the Java bytecode into a control-flow graph of basic blocks of code such
that the complex (control-flow) features of the Java bytecode made explicit in
the graph. The work still in progress, but it is already support some complex
feature of the Java bytecode such as exceptions and virtual method calls.



2 Modeling information flow with Boolean Functions

The idea of using Boolean functions to model information flow was introduced
in [8] and demonstrated on a simple while language. For a given program P,
the input/output information flow dependencies are described using a Boolean
function ¢ p such that its models describe the possible information flow scenarios
of P. In what follows we demonstrate how to construct this Boolean functions
for explicit and implicit flows.

Consider the single assignment C' = x := y + z. The information flow behav-
ior of C'is: (1) information may flow from y and z to x; and (2) the information
that flow to y and z remain the same as before the execution since they are
not updated. Now let &, § and 2 (&, ¢ and Z) be Boolean variables that corre-
spond to the input (output) states of the corresponding program variables. Using
these Boolean variables, the above information flow behavior can be expressed
as follows:
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The models of ¢, i.e. the assignments for which ¢ is satisfiable, describe all
possible information flow behaviors for C. For example, the model {g, %, 4} of
¢ describes a possible information flow from y to x and y itself (since it is not
updated). Similarly, the model {Z,Z, 2} describes a possible information flow
from z to both x and z. In general a model m of ¢ includes two sets of Boolean
variables: those that correspond to the input (e.g. §) and those that correspond
to the output (e.g. ), and it describes an information flow from the input to the
output of the corresponding program variables.

Let us consider another kind of information flow which stems from guards of
conditional statements. For example, in the following statement:

Cy = if (w=0) then z :=y else z :=y.

The information flow behavior of Cy consists of: (1) explicit information flow
that stems from the “then” or the “else” branches; and (2) implicit flow from
the guard’s variables, i.e. w, to all variables that might be updated during the
executions, i.e. x and z, because by watching the values of x and z we may
learn whether w = 0 or w # 0. Suppose we already have constructed Boolean
functions ¢1 and s that describe the information flow in the “then” and “else”
branches respectively, in order to construct a Boolean function that describes
the information flow of C; we need to add the implicit flows (from w to z and
2) to @1 V 2, one way for doing this is as follows:
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The idea is to define new output variables ' and 2’, that consider the old
information flows to & and 2 (of ¢1 V¢2) as well as the new information flow from
w. We could also eliminate the old output Boolean variables & and Z from 3 and




then rename 2’ and 2’ to & and 2 respectively in order to keep the representation
uniform. You can verify that the models of this ¢3, indeed represents all possible
information flow caused by C1.

3 Information Flow Analysis For the Java Bytecode

In this section we describe briefly how we translate a Java bytecode program into
a graph of basic blocks of code such that the complex (control-flow) features of
the Java bytecode made explicit, and how we translate this graph into an equa-
tions system of Boolean function such that its least solution approximates that
information flow of the corresponding program. At the moment, for simplicity,
we ignore implicit flows and later we describe how to handle it.

Block 1
Method void spin() iconst_0
. istore 1
0 iconst_0 —
1 istore_1
2 goto 8
5 iinc 1 1
8 iload_1
9 bipush 100
11 if_icmplt 5 (" Block3 [ Blbckd
14 return goon_ il icmplt goon il kcmpge
inc 1 1 tum

Fig. 1. A bytecode and its graph of basic blocks.

In order to generate the graph we use a technique already applied in [1]
to other languages. It consists in splitting the code into chunks of contiguous
bytecodes, called basic blocks. Jumps of control can only occur at the end of a
chunk and the target of a jump can only be the first bytecode of a chunk. Basic
blocks are linked through edges representing transfer of control. Consider for
instance the bytecode in Figure 1, taken from [13]. It is transformed into the
graph of basic blocks shown in the same figure. The two goon bytecodes are new
filter bytecodes which select the right branch of execution. The goto at line 2
has now become an arrow between blocks 1 and 2. Moreover, the loop from line
5 to 11 is apparent in Figure 1 since blocks 2 and 3 call each other.

The graph of basic blocks such as that in Figure 1 is used to compute the
meaning or denotation of a method through a fixpoint computation, local to
the method. For more details, see [17]. Here we just note that the bytecodes
contained in this graph are always state transformers i.e., their semantics is a
map from an input state to an output state.

A Java bytecode b can be seen as (denoted by) a state transfer function [b]
over states, where a state is a triple (I, s, i), where [ is an array of local variables
(indexed from 0), s an operand stack (whose deepest element is indexed with 0)



and p the memory or heap of the system. For instance,
[bipush i] = A, s, p).{l, s :: %, 1)
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Using the above transfer function, we can translate each rule an abstract rule
which capture the information flow in terms of a Boolean functions, for example
the abstract denotation for [aload n] which load the n'”* local variable into the
top of the stack can be defined as:

[aload n] = (I, < 510p) A ¥(lc) A E(top)
where the Boolean functions ¥ (lc) and £(top) express respectively the fact that
the local variables and the stack elements (except the top) keep their information
flow properties unchanged. Similarly we can translate all the transfer rules. Then
using this rules we can generate from the control flow graph an equations system
of Boolean function such that its least solution approximates the information
flows in the program.

In the above example we handled the stack element s;,, as it were a local
variables, this is possible due to an important feature (in this context) of the
Java bytecode which requires the hight of the stack at each program point to
be the same in all executions. Due to this feature information flow cannot stem
from observing the stack hight, and hence simplify the analysis.

Other commands of the Java bytecode are handled in a similar (but more
technical) way, and complex features of the Java bytecode such as exceptions and
virtual method calls are compiled into the control flow graph explicitly, namely
for a given virtual method call we have branches for all possible methods that
might be called at that point, this is obtained by applying a pre-analysis which
approximate the set of possible types (classes) for each program variables at each
program point. Currently fields are not supported by our analysis and they are
simply approximated by T.

In our graph representation, implicit flow arises every time there is a branch
in the graph of basic blocks, depending on the outcome of some test. Hence,
to spot the sources of implicit flows it is enough to look in the graph for those
blocks with more successor. In addition another two problems must be solved:
(1) we must compute the scopes of the choice points in the graph of basic blocks
so we know exactly which commands are affected by the implicit flows; and (2)
we must add to the Boolean functions of these scopes the implicit information
flow. The first problem is a classical graph theory problem and solved using
graph algorithms, the idea is to find the meeting point of all branches, and the
second problem is solved by introducing a context Boolean variables for each
basic block through which we add the implicit flows.
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