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THE PROBLEM: PROTECTI ONJ"

An attack typically goes through multiple phaes:

> The black box phase

The dynamic analysis phase
The static analysis phase

The editing phase

S
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The automation phase CONFIDENTIAL
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THE BLACK BOX PHASE

We feed the program with inputs and treat the program as an oracle

Record the input/output behaviour
Make a very first idea on the code behaviour

In Architecture independent'éode" (Java or C#) the black box phase can
be locally applied to code portions

Simple and obvious!!
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THE DYNAMIC ANALYSIS PHASE

Code cracking is almost like code debugging

There is indeed a difference:

Edit Source Locate Protection

Compile Alter binary

; ;

Test

conNFIDENTIAL

Locate the undesired behaviour (protection) then alter the behaviour
(make it clean) and finally test it!
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THE DYNAM IC ANALYSIS PHASE

Attacking protection mechanism and license check:

S

Locate protection: e.g., “Please enter your program-activation code”

s

In Windows: set a breakpoint in GetDIgltemint() that translates the
input code into an integer

Look up at the call stack to find the location of the user code that called
the function: likely this will be close to the validity check)

Deactivate the validity check

Test the cracked program
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THE STATIC ANALYSIS PHASE

Essential tool to understand code structure and internal functionality:

S

We need a disassembler
We can derive the CFG
We can derive information on live variables and their values

We can derive the structure of the memory at a given program point
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AN EXAMPLE: CRACKING A DRM SYSTEM

Essential tool to understand code structure and internal functionality:

y

decrypt

decode

player key

license check

tamper detect

CONEIL

violation response
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DRM PLAYER CODE

typedef unsigned int uint;
typedef uint * waddr_t;
uint player key = Oxbabeca75;
uint the key;

uint * key = &the_kéy;
FILE = audio;

Int activation_code = 666

void FIRST_FUN(){}

uint hash (waddr t addr, waddr_t last) {
uint h = *addr;
for (;addr <= last; addr++) h "=
return h; 3

Hiaeo [ &
} CONFIDENTIAL CONFIDENTIAL

void die (char * msg) {
fprintf(stderr,"%s\n",msQ);
key = NULL,;

}
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DRM PLAYER CODE

uint play(uint user_key, uint encrypted media[], int medi a len) {
int code;
printf{"Please enter activation code: ");
scanf("%i", &code);
if (code != activation_code) die("Wrong code");
*key = user_key ~ player_key;
int i;
for (i=0; i<=media_len; i++) {

uint decrypted = +key ~ encrypted_medialil;
asm volatile (
“imp L1 \n\t"
".align 4 \n\t"
nlong OxbOb5b0b5\n\t"
g il \nit"

);

if (time(0) > 1221011472) die ("expired");
float decoded = (float)decrypted;
fprintf(audio,"%f\n",decoded); fflush(audio)
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DRM PLAYER CODE

void LAST FUN(){}
uint player main (uint argc, char
uint user_key =
uint encrypted._media[100] =
uint media'_len':
uint hashVal = hash((waddr t)FIRST_FUN,(waddr_t)LAST F
if (hashVal = HASH) die (“tampered");
play(user_key, encrypted_media, media_len);
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ATTACKING THE DRM PLAYER

Learning about the executable by standard OS primitives:

> file player
player: ELF 64-bits LSB executable, dynamically linked

> objdump - T player
DYNAMIC SYMBOL TABLE
Oxad scanf

0x90  fprintf

0x12 time

> objdump - f player | grep start
start address 0x4006a0

} _‘...'r-.)'f-‘..- [ &
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Feeding the program with inputs:

> player Oxca7call5 1 2 3 4
Please enter activation code: 42
expired! |

segmentation fault

We know that the executable is stripped and dynamically linked!

library functions by name

check by-calling time()

... there should be some code like: if (time(0) > value) ...

e g_ ~set a breakpoint on time(0) , run the code and check who called it!
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ﬁ%’fmfNAﬂ’éKmG THE DRM PLAYER: DYNAMIC ANALYS(S

We use the gdb debugger:

> gdb -write -silent --args player Oxca7call5 1000 2000 3000
(gdb) break time_

Breakpoint 1 at 0x400680

(gdb) run

Please enter activation code: 42
Breakpoint 1, 0x400680 in time()
(gdb) where 2

#0 0x400680 in time

#1 0x4008b6 in ?7?

(gdb) up

#1 0x4008b6 in ??

(gdb) disassemble’ $pc -5 $pc+7
0x4008b1 callg 0x400680

0x4008b6 cmp  $0x48x72810, %rax
0x4008bc jle  0x4008c8
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We can patch the executable by replacing:

0x4008bc jle  0x4008c8

with:
0x4008bc jg 0x4008c8

The player does not say expired!  but still says: wrong code

> player Oxca7call5 1 2 3 4
tampered! B
Please enter activation code: 99
wrong code!

Segmentation fault

LIS ED
CONFIDENTIAL

ldea: Let us search for "wrong code " in the binary!!
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ATTACKING THE DRM PLAYER’“-:"'
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The code should look like:

addrl: .ascii "wrong code"

CONEIT

cmp read;\/ail,activation-code
| je somewhere
~ addr2: move addri,reg0
| call printf

gigaco gIiGeco
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ATTACKING THE DRM PLAYER

Search the data-segment of line addrl then search for an instruction that
contains that address:

(gdb) find 0x400ba8,+0x84,"wrong code"
0x400be2

(gdb) find 0x4006a0,+0x4f8,0x400be2
0x400862

(gdb) disassemble 0x40085d 0x400867
0x40085d cmp %eax,%edx
0x40085f je 0x40086b

0x400861 mov $0x400be2,%edi
0x400866 callg 0x4007e0

Bingo! we can replace the conditional jump:
0x40085f je 0x40086b

with an unconditional (always) jump:
0x40085f jmp 0x40086b
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ATTACKING THE DRI\/I PLAYER WATCHING MEM

|giaco
| CONF

Still crash due to access to illegal memory location (unix), e.g. dereferencing a
NULL pointer:

- > player Oxcarcall5 1 2 3 4
~ tampered!

P“F-‘i Please enter activation code: 55
fi Segmentation fault

- Look at what address is trying to load or write: Look into memory!

(gdb) run

Program received signal SIGSEGV

0x40087b in ?? ()

(gdb) disassemble 0x40086b 0x40087d

0x40086b mov  0x2009ce(%rip),%eax #0x601240
0x400872 mov - 0x2009c0(%rip),%edx #0x601238
~ 0x400878 xor -Ox14(%rbp),%edx

1 0x40087b mov %edx,(%rax)

The code tries to write to an address loaded from 0x601240 with failure!
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TTACKING THE DRM PLAYER: WATCHING MEM

Watchpoint on 0x601240

(gdb) watch  *0x601240

(gdb) run SNER

Hardware watchpomt 2: *0x601240
Old value = 6296176

New value = 0O

0x400811 in ?? ()

(gdb) disassemble 0x400806 0x400812
0x400806 movq $0x0,0x200a2f(%rip) #0x601240
0x400811 leaveq.

CONFIDENTIAL CONFIDENTIAL

Setting key = NULL indie() forces insctruction at location 0x400806 to the

location at 0x601240 to O.

.Q;".‘JCO T giaco , Q_H*E_ =
B | CONFIDENTIAL : CON JDENTJAL _i . _ = _' | CONFIDENTIAL

'-—_—.—.._

Ingegnerla e Suenze Informatiche — Verona p. 19/7



graco giaco giaco

CONFIDENTIAL | CONFIDENTIAL CONFIDENTIAL &

TTACKING THE DRM PLAYER: TAMPERING AGAIN

We bypass the key = NULL by overwriting NOP(x86 opcode 0x90 )
operations:

(gdb) set {unsigned char} 0x400806

(gdb) set {unsigned char} 0x400810

Test:
(gdb) disassemble 0x400806 0x400812
0x400806 nop

OX400810 I’lOp giaco giaco
CONFIDENTIAL CONFIDENTIAL

0x400811 leaveq
code cracked!!!
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e — 1S REVERSING L EGAL 2

see: E. Eilam. Reversing, Secrets of reverse engineering, Wiley 2005

"Rl P S L

Trial: SEGA vsS. ACCOLADE

Z In 1990 SEGA released the Genesis Console with‘secret'interface.
2 . == et
ACCOLADE reverse engineered the Genesis interface, for producing his
own games running on Genesis. )
2 . ;
In October 1991 SEGA put the question on court for copyright
L Infringement: The copies made by ACCOLADE during reverse
| engineering process (intermediate copying) violated copyright laws. J
2

The court- ruled in favor of ACCOLADE for:
The SW developed by AccoLADE did not contain code from SEGA.

The opening of Genesis Console to the market opens the market
itself.

Reverse Engineerin@f"ié&'lfeg-al for interoperability! ConFeNTIAL
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see: The Digital Millenium Copyright Act (DMCA) 1988

Interoperability

Encryption research: allows researchers to circumvent copyright
protection if protection interfere with the evaluation of the encryption
technology

Security Testing: copyright protection can be reversed and
circumvented for the evaluation and improving of the security of a
computer system

Educational institutions and public libraries: copyright protection
can be reversed and circumvented in order to evaluate if the
content can be published

Government investigation: ... of course!!

Regulation: protection technologies may be circumvented for
access regulation (minors etc.)

Privacy Protection: protection mechanisms can be violated if the
' protected code includes (stolen) personal information
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CODE ATTACK

An attack typically goes through multiple phaes:

o The black box phase

The dynamic analysis phase
The static analysis phase

The editing phase

S
£
o
S
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The automation phase CONFIDENTIAL
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STATIC ANATY Sl

High-level structural information: We know how to do it!
Typical static analysis include:

s CFG genertaion
Control Flow analysis

Data-flow analysis

Type based analysis

GO GIGC0
CONFIDENTIAL CONFIDENTIAL

Invariant generation by Abstract interpretation

Model checking
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DYNAMIC ANALYSI S"-

Static analysis: extract properties that hold for all inputs (or input
properties)

EINENTIA

Dynamic analysis: extract properties form the run of the program (under
some selected input)

Typical dynamic analysis include:
Debugging
PI‘OfI|Ing CON — CONFIDENTIAL

Tracing

Emulation = o P
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DEBUGGING 'SETTING BREAKPOINTS

We consider a small Linux x86 Debugger with HW and SW berakpoints, single
stepping, print register and continue commands.

Debugger £

D1 | D2

Debug Registers

x86 CPU

ecx | edx | esi | edi | esp

Registers

. allows a parent process to observe and control another

process: examine, modlfy regrsters data, and text segments giaco
CONFIDENTIAL ONFIDENTIAL | CONFIDENTIAL

Ilngegnerla e Suenze Informatiche — Verona — p.-é6/7



CON > CONFIDENTIAL i o
o DEBUGGING: USING p{ﬁé&‘r@”“

see: Linux Journal: Playing with ptrace, Part I, November 1st, 2002

#include <sys/ptrace.h>
#include <sys/types.h>
#include <sys/wait.h>
#include <unistd.h>
#include <linux/user.h> int main()
{ pid_t child;
long orig_eax;
child = fork();

A process forks a child and the child executes the process we want to trace.

gigco giaco
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EBUGGING:. USING P

Before running exec , the child calls ptrace with the first argument, equal to
PTRACE_TRACEME. This tells the kernel that the process is being traced, and when the
child executes the execve system call, it hands over control to its parent. The parent waits
for notification from the kernel with a wait()  call. Then the pareht cancheck the arguments
of the system call or do other things, such as looking into the registers.

if(child == 0) {
ptrace(PTRACE_TRACEME, O NULL NULL);
execl("/bin/Is", "Is", NULL);

}

else {
wait(NULL)'
orig__ eax- ptrace(PTRACE PEEKUSER, child, 4 o * ORIG_EAX,NULL);

(FIDENTIAL

printf(’ The “child made a system call %ld\n", orig eax)
ptrace(PTRACE_CONT, child, NULL, NULL);

}

return O;

.Q;".‘JCO giaco , giaco
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Tracing system calls

S

Fork a child process
Signal the kernel that the process will be traced PTRACETRACEME
Make the system call

Look into the register (eax) PTRACEPEEKUSER

Continue_”_ | PTRACECONT

CONFIDENTIAL Lo:‘u IDENTIAL
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THE DEBUGGER

Debug a debugee:

#include <sys/types.h>

#include <sys/ptrace.h>

#include <sys/wait.n>

#include <sys/reg.h>

#include <sys/user.h>

pid t debugee pid;

Int status;

char =+arg[] = {'debugee"};

debugee pid = fork();

if (debugee pid <0) error

else if (debugee_pid == 0 ) { :
int err=ptrace(PTRACE_TRACEME,O,NULL,NULL); /" debugee;.pid =0

execv("debugee”, args); /* Child process:
1 else { control and exec debugee

wait(&status); /* debugee _pid > 0
db | i [* Parent process:
el OOEO’ wait and debug

'gé co giaco | giaco
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void dbg_loop() {

char op;

uint32 arg;

while (1) { _
dbg_parse(&op,&arg);
switch (op) {
case ’'c’:dbg_continue();break;
case ’'b:dbg_setSWBreakpoint(arg);break;
case 'B:dbg_setHWBreakpoint(arg);break;
case 'r:dbg_printRegs();break;
case 's'.dbg_step(arg);break; }

if (status==1407) {
enum event e = dbg_getEvent();
if (e==swBPhit)" dbg_handleSWBreakpoint();
else if (e==hwBPhit)

dbg_handleHWBrealpoint();

dbg_setDbgReg(6,0x0);

}
.Eggcof oy =2 giaco
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THE DEBUGGE

[* ¢ continue

[*b arg set SW breakpoint
at address arg

[*B arg set HW breakpoint
at address arg

[* r print registers

[*s arg step arg

ISt OETiOnS

(}f'*:. 0
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THE DEBUGGE

void dbg_continue() {
err = ptrace(PTRACE_CONT,debugee pid,NULL,NULL);
wait(&status)]

} 0
/| * PTRACE_CONT: Restarts the stopped child process.

void dbg_step(int steps) {
for (i=1;i<=steps;i++) {

int err:ptrace(PTRACE_SINGLES‘TEP,debugee_pid,NULL,NU LL);
wait(&status);

}

}
|~ PTRACE_SINGLESTEP: Restarts the stopped child, but arrang es for the

child to be stopped’after execution of a single instruction. “~""“*"

The behaviour is largely hidden inside the ptrace system call!!

giﬂco giaco | (}ed;_o
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DEBUGGING SETTING HW-BREAKPOINTS

The x86 has 4 registers D0,D1,D2,D3 for breakpoint address and D7
for controlling the debugging registers:

D7=1 trigger when execution hits the byte in address DO
D7=0 turn off the breakpoint: back to single step

uint32 dbg_getDbgReg(int reg) { _ =
return ptrace(PTRACE PEEKUSER debugee pid,
offsetof(struct user,u_debugreg[reg]),NULL);

/ * PTRACE_PEEKUSR: Reads a word at offset addr in the child’s, US
which holds the registers and other information.

giaco giaco giaco
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DEBUGGING: SETTING HW-BREAKPOINTS

The x86 has 4 registers D0,D1,D2,D3 for breakpoint address and D7
for controlling the debugging registers:

D7=1 trigger when execution hits the byte in address DO
D7=0 turn off the breakpoint: back to single step

void dbg_setDbgReg(int reg, uint32 val) { .
int err=ptrace(PTRACE_POKEUSER,debugee_pid,
offsetof(struct user,u_debugreg[req]), val);

}

/ * PTRACE_POKEUSR: Copies the word data to offset addr in the ch
USER area.
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DEBUGGING: SETTING HW-BREAKPOINTS

S

The x86 has 4 registers D0,D1,D2,D3 for breakpoint address and D7
for controlling the debugging registers:

e D7=1 trigger when execution hits the byte in address DO

D7=0 turn off the breakpoint: back to single step

void dbg_setHWBreakpoint(uint32 addr) { ...
dbg_setDbReg(0, addr);
dbg_setDbReg(7, 0x1);

}

void dbg_handleHWBreakpoint(uint32 addr) {
dbg_setDbReg(7, 0x0);
dbg_step(1);
dbg_setDbReg(7, 0x1);

CONFIDENTIAL

}
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The x86 has only 4 registers D0,D1,D2,D3 for breakpoint address. So
we can only monitor 4 memory words:

void dbg_getRegé(struct user_regs_struct * regs) {

int err = ptrace(PTRACE_GETREGS, debugee pid, NULL, regs)
}
/| * PTRACE_GETREGS: Copies the Chl|dS general purpose to loca
data in the parent.

void dbg_setRegs(struct user_regs_struct * regs) {

int err = ptrace(PTRACE_SETREGS, debugee pid, NULL, regs)
} gIaco
| = PTRACE_SETREGS: Copies the child’s general purpose ‘regist
from location data in the parent.

giaco €00 giaco
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CONFIDENTI ‘
bEBUGGING SETTING MEMORY-WATCHPOINTS

The x86 has only 4 registers D0,D1,D2,D3 for breakpoint address. so
we can only monitor 4 memory words:

void dbg_printRegs() {
struct user_regs_struct regs;
dbg getRegs(&regs);
printf("edp=0x%x,esp=0x%x,eax=0x%x,ebx=0x%x,ecx=0x% x,edx=0x%x\n",
regs.edp,regs.esp,regs.eax,regs.ebx,regs.ecx,regs.e dx);

o FLA LS Frya LS
CONFIDENTIAL CONFIDENTIAL

.Q;".‘JCO giaco , giaco
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DEBUGGING: SETTING SW-BREAKPOINTS
H % ldea: replace the instructions at the breakpoint address with one that will
o generate a signal giving control back to the debugger
ki '

Paf.:i uint32 dbg_readText(uint32 addr) {
return ptrace(PTRACE_PEEKTEXT,debugee pid,addr,NULL) :
i
gl

- void dbg_writeText(uint32 addr, uint32 instr) {

return ptrace(PTRACE_POKETEXT,debugee pid,addr,NULL) :
}
uint32 origlnstr, traplnstr swBPAddr;
void dbg_setSWBreakpoint(uint32 addr) {

swBPAddr = _addr;

traplnstr = origlnstr =" dbg_readText(swBPAddr);

1 1 }:
¢l ((char =*) &traplnstr[0] = OxCC; / intoa :
:ﬂ ! dbg_writeText(swBPAddr,trapinstr);

N

giaco giaco giaco N
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DEBUGGING: SETTING SW- BREAKPOINTS’}

Idea: when the breakpoint is hit: restore the original instruction, single
step on it and restore the breakpoint for future use.

int dbg_handleSWBreakpoint() {
struct user_reg_struct regs;
dbg getRegs(&regs);
dbg_writeText(swBPAddr, orlglnstr)
regs.eip--;
dbg_setRegs(&regs);
dbg_step(1);
dbg_writeText(swBPAddr, traplnstr);

(S A Ts O Friajegs
CONFIDENTIAL CONFIDENTIAL

.Q;".‘JCO giaco , giaco
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REVERSE DEBUGGING“’-

Run the program

EINENTIA

Removing a license check
Craked -
CODE!! ... and tamperproofing

Time consuming!!
Look-up the call ...we need backward execution!

stack

v

~ Seta
gfsco  breakpoint in the GIGCO
_\ //code near the pointer CONFIDENTIAL
setting

Can we run backward until we find the location
that has affected the value of variable X?
Idea: Backward watchpoint L i

'giﬂco giaco | giaco
.| CONFIDENTIAL | - __CO&'@DEN_TJ@L | _ = ' : CONFJDENTIAL

]
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REVERSE DEBUGGING

see: B. Boothe. Efficient algorithm for bidirectional debugging, ACM PLDI 2000.

long step _cnt = 0O;
lont sc_stop val = =

The algorithm is counter based!

void step() {
step_cnt++;
if (step_cnt == sc_stop_val)

Counter step _cnt for every
source line executed

trap to the debugger

}
int call_depth = O;

Keep track of the depth of
call-stack:
enter and leave inc/dec

void enter() {call_depth++;} cal _deLEth DENTIAL

void leave() {call _depth--;}

.giﬂco graco | J_‘”E’_ = -
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Ingegnerla e SClenze lnformanche Verona p. 41/7



giaco | giaco giaco
CONFIDENTIAL | CONFIDENTIAL ONFIDENTIAL

REVERSE DEBUGGING“’}

Example: execute proc(2)

int proc(int x). {

enter(); LOREIDENTIANt R, L ;
STEP[2](); int k=0;
STEP[3](); while (k < x) {
STEP[4](); R = foo(k)
STEP[5]():; L = L+R:
STEP[6](); k++; }
STEP[7]();leave(); return L;

}

step _cnt line call _depth
CONFIDENSTIAL

1

1

4 1
12 2
13 3
5 1
6 1
1

7

2

1

1

© 0O ~NO O &~ WDN P+ O

int foo(int W) {0

enter(); int R;
STEP[12](); R =2 *W,
STEP[13]();leave();return R

14 }

CONFID EVIAL
13
5
6

giaco giaco ; ; _g_]%—_— |
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REVERSE DEBUGGING

Example: setting a breakpoint at line n

int brkpt_cnt = O;
long bc_stop_val = -1;

void brkpt() {
step_cnt++;

; Replace the call to step() atline n
brkpt_cnt++; giaco with a call to brkpt()

If (brkpt _cnt == bc_stop val ||
step_cnt == sc_stop_val)
trap to the debugger

}
void dbg_set breakpomt(lnt line) {STEP[line] = brkpt;}

void dbg_clear breakpomt(lnt line) {STEP[line] = step;}
void dbg_continue(int n) {bc_stop_val = brkpt_cnt + n;}
void dbg_bcontinue(int n) {bc_stop val = brkpt cnt - n;}

R FE I R A
U1-a.l':.r,.1f_.|“.' I l.-”l_
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REVERSE DEBUGGING

Example: continue e bcontinue

int brkpt_cnt = O;
long bc_stop_val = -1;

void brkpt() {
step_cnt++; In  bcontinue re-execute the

brkpt_cnt++; _ program: it will stop at n‘* previous
if (brkpt_cnt == bc_stop_val || covioevar breakpoint

step_cnt == sc_stop_val)
trap to the debugger

}
void dbg_set breakpomt(lnt line) {STEPJline] = brkpt;}

void dbg_clear breakpomt(lnt line) {STEP[line] = step;}
void dbg_continue(int n) {bc_stop_val = brkpt_cnt + n;}
void dbg_bcontinue(int n) {bc_stop val = brkpt cnt - n;}

CONFIDENTIAL

.giﬂco F giaco , giaco
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PROFI HNGS

?154 The profine of the execution of a program P is a record of the number of times
~Its different parts have executed.

J

B o | .

G Frequency spectrum analysis: execution count for program parts (e.g.,

’;,.‘ functions, slices, eges in CFG etc.): function foo() Is called 2345 times

a as well as function baz()

R o _
ldea: Instrument the code, i.e., add code that allows us to count the use
of relevant structures: 7 : Program — Program
1. Input P;
2. Choose program input T, _ :
3. Run ‘theinstrumented code Z(P)(z)}CONFIDENTIA )
4. Collect count-log for z and P in  Cy;
5. goto 2 until ¢ is satisfied |
6. Make statistics out of {Cziyee o, Cr )

%g;;mfamm }Eji;:“'v"lhﬂfr‘v‘ TIAL EES;;quLr\fr:AL h .
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TRACING

Tracing a program P is collecting blocks (and instructions) truly executed.

Problem: Huge size of traces!

Idea: Compress traces of P into a CFG G: the Directed Acyclic Graph
(DAG) of G is called Whole-Program Path, WPP of P.

Consider the trace: 1424252525252523:

.Q;".‘JCO graco |
8 | CONFIDENTIAL :  CONFIDENTIAL | S s CONFIDENTIAL
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TRACING

Tracing a program P is collecting blocks (and instructions) truly executed.

Problem: Huge size of traces!

Idea: Compress traces of P into a CFG G: the Directed Acyclic Graph
(DAG) of G is called Whole-Program Path, WPP of P.

Consider the trace: 1424252525252523:

.Q;".‘JCO graco |
8 | CONFIDENTIAL :  CONFIDENTIAL | S s CONFIDENTIAL
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TRACING

Algorithm SEQUITUR: C.G. Nevill-Manning & I.H. Witter, 1997. http://sequitur.info/

input: Trace T; =
Create a CFG grammar with Start .= S — ¢ and G — (Start):
c:=hd(T);
Start := Start = ¢
If P € G and digram DD is twicein P: G = GIDD/R] U{R — DD}, (m)
If R — vy € G and Risonly used once in G: G := G[R/v] \{R — v}; (m12)
goto 4 until 7ty A 7t hold;
goto 2 untlr T —s@

return: CFG G

Invariant:
71 . no digram (pair of adjacent symbols) appears more than once
5. every rule is useful

.giﬂco giaco , giaco
_CONFIDENTIAL : CON 1DENTJAL j g - : CONFJDENTML
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RACING

Compressing trace T = ababababababa

Result: |
Rule CONFIDEN covrevEXpansion
0. > 1 1 1 a \n

abab
ab

giaco i_},l"-j‘,_fj, o

CONFIDENTIAL CONFIDENTIAL

- |
| giaco | graco I giaco
I

CONF:’DENTIHI’. .‘- L=  CONFIDENTIAL ,‘. I COHFIDENTIAL

—=—— ===} : e R T s G TSR a\'-'-".';‘“-"'-" » ; : - ;
Ingegnerla e Scienze Informanche Velona p.49/[7

s 2 Sy




‘gfaco giaco giaco

CONFIDENTIAL | CONFIDENTIAL CONFIDENTIAL

RECONSTRUCTING SOURCE

The typical development cycle:

p.o

header
.data
dext
symbol table
relocation

p

header
.data
text
symbol table
relocation

and its inverse:

18 pll pl
header

.data ; header

ex editor
text Jﬁ' .data

symbol table text

relocation

r!)"’p‘ -C
CONFIDENTIAL Oi‘-. IDENTIAL

Edit p"-ism Link
-

CFG

J o I

l disassembler

giaco giaco - ;_}_.izfm
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DISASSEMBLY

The disassembled is a kind of compiler: Let us see how translation of an 1A-32
instruction works!

Opcode MOD/RM -Byte. ‘Displacement

8B 79 04

Opcode translation table | oo MOD/RM Byte:

MOV Opcode: a register and memory addr
MOV Register,
register/Memory MOD REG -
! (2bits) | (3bits) R (ST
Format translation table >

/

Displacement
byte

S T
-,

/7 N\
4 A\ Register for

Code-symbol converter ( etomatot L/ | [\ theaddess

address /
/

DWORD PTR

.Qi'ﬂr:‘o T graco | _J‘“"'- °0
 CONFIDENTIAL |  CONFIDENTIAL | -  CONFIDENTIAL
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D] SASSEM BLY OPCODE TRANSLATI ON
Opcode | Mnemonic | Operands Semantics
0 call addr function call to addr
1 calli reg function call to address in reg
2 brg offset branch to pc + offset if flag for > is set
3 inc reg increment reg
4 bra offset branch to pc + offset
5 jmpi reg jump to address in reg
6 prologue beginning of a function
7 ret return from function
8 load reg1, (regx) | the content pointed to reg, goes into reg;
9 loadi Teg, LMM the value smm goes into reg
10 cmpi reg, imm compare reg and ¢mm and set flag
11 add regl, rego the sum of reg; and reg, goes into reg;
12 brge offset branch to pc + offset if flag >
13 breq offset branch to pc + offset if flag =
Ak store (regq ), regy | theivalue in reg, is stored in address in'l"éé;‘;;f"uf,ﬁ“m,'_ {

LJNHC‘E Y TTAL

A YA

Sfedey S =i\ il

RIS PRI AT LD s St o

T ”14

NTIAL ‘
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DISASSEMBLY: OPCODE TRANSLATION .

Address Mnemonic
0: [9,0,12]
3 [9,1,4]
6: [14,0,1] store (r0),r1
9 [11,1,1] add rl,rl
11: [3,4] ~inc r4
14: [4,-5] | CONBRNT 5
15: [7] ret

Operands
r0,12
rl1,4

Binary
loadi
loadi

LHF.-flt

Code and data are mixed!!!

giaco

Conde may change

B CONFIDENTIAL

loadi r0,12
loadi r1,4
store(xr0),rl

v

r4
-5

ret
iFi=Fatul

. CONFIDENTIAL |

LIS ED
CONFIDENTIAL

q

loadi r0,12
loadi r1,4
store(r0),rl

CONFJDENTIAL

"-—_—.—
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DISASSEM BLY

Some good disassemblers (for Microsoft platforms):

= Most debuggers include a disassembler, OllyDbg:

http://www.ollydbg.de/

PVDasm: Is a Free, Interactive, Multi-CPU disassembler:
http://pvdasm.reverse-engineering.net/

IDA-Pro: Interactive disassembler by www.datarescue.com  works for:
IA-32, 1A-64 (Itanium), AMDG64 etc. and supports: PE (windows), ELF
(Linux), and XBE (XBOX)

A
e il

ILDasm: for Microsoft intermediate language (MSL)

_l.-;F-fJCG’ giaco E;_ﬁ;_‘,r_r_‘..-j
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DISASSEMBLY AND DEBUGGER"

The two work together (interactively!): IDA-Pro

T4 {IDA - C:\IDA\REVERSING) putty.exe =101 x|
File Edit Jump Search VYiew Debugger Options Windows Help

(D i W EREN D Bk @ X == _{of x|
(3] DA ViewEsP [Z] IDA ViewEIP I 8 Thieads|  General registers | EQE Seardh

Thread
Debugger: Library loaded: C:SNWINNTASYStem32\NTOLL.DLL = l
pebugger: Library loaded: C:\WINNTASySstem3z\ADVAPIZZ2.d11 é_il] 00000350
pDebugger: Library loaded: C:N\WINNTASwStem32\KERNEL32.DLL
|Line 1 of 1 7

lau: idie Down |Disk: 103GB 00031219 [00431219: WinMain(x,x,x,x)+35

~lalx] -lojx]
* _text:804312087 call ds: InitConmonControls | BO12FF38 var_4 dd 65h il

.text:08043120D call sub_4306A1 = 8012FF34 dd 12FFC8h ; Stack[ 80648

-text:068431212 call sub_437687 8012FF38 retaddr dd 53CC53h ; sta

.text:00431217 test eax, eax A012FF3C hInstance dd offset unk_468

B812FF 48 hMenu dd 6

-text:00843121B push ds:1pSteax=008686061 0612FF44 ulDEvent dd offset unk_132D

-text:80431221 push offset aSFatalError B012FF48 nCmdShow dd BAh

.text:00431226 call sub_%406B86 8812FF48 ; [END OF STACK FRAME _WinH

-text:086043122B pop ecx G812FF4C dd 12D9C4h ; Stack PAGE_

-text:08043122C mov esi, eax 8812FF58 dd 286h

-text:8843122E pop ecx B8012FF54 dd 7FFDFBABH i1

»

.text:00843122F push 36h <
-text:80431231 push esi -
.text:88431232 push  offset Text n«General registers =10l x|
-text:00431237 push 8 Esx| 988808001 I"I CF@

text:00431239 call  ds:MessageBoxA
.text:0043123F push  esi EBX|7FFDF 000/ Ly|debug 013 :7FFDF 000 PF 11|

.text:0684312408 call sub_406E7E ECX 00600065| L, AF[]
-text:068431245 pop ecx EDX|77FDO1708/ L |[NTDLL .DLL =77FDB176 ZF[E]

.text:00431246 push 1
.text:80431248 pop eax ES| (00000000 L, | SF |0

-text:008431249 jmp loc_43204E EDI |8812D9C4 Ly {Stack PAGE GUARD[ 6666835 TF@
-text:8043124E ; EBP|0012FF34|Ly[Stack[ 668686350] : 8812FF34 IFE]

-text:0043124E :
.text:0043124E loc_43124E: ESP[0812FF34|Ly[Stack[ 80008350 : 0912FF34 |DF6)

.text:8043124E mov eax, dword 45A1CY4 (| |EP |88431219| L [yinMain(x,x,x,x)+35 OF | 8|
3l

.
.
.
EIP =23
.
.
.
.
.
.
.
>
-
.
L d
.
.
Ll
.
>
*

: EFL (08888286 e
giaco ] giaco
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DI SASSEMBLY AND DEBUGG

The two work together (interactively!):

3 7 =
¥ Revision Project X The Mini Engine (by Uzeih 25| 2% Created proce
DOODOE60

. Copy memory

Opcodes Information —| O00000LLO-MP3Player . exe
L

7COBEES4 ret [ ——
7COBERSS 5 lea esp, [esp+HO0BG202] = | Mkl IR o S“"“,U‘-
7C9BEBSC lea esp, [esp+BB]
7COBEEAG nop { —
7COPEBAL nop > ¥ | A 4 |y Bytes ~||oouooon | )
7COBEBAZ nop — p—
7COBEBA3 nop Sreninien |[Exact ¥alue - [auuunuu] m
7COBEBA4 nop LI e Rt
TCRBEBRS | lea edz, [esp+B8] Register Information | IFrozen-I ~Description Ikddressl Type ] Malue
7COBEBAS int 2e I CRC Bypass

7COPEEAE ret ERX: 00000001 L S
7CIBEBAC push ebp EBX: 90608068 [[: Wo=Breath P->B82D9BI Bytesz# [ ]
7CSBEBRD mov ebp,esp ECX: 8012FF24 | | Unlimited Attack P->82D9BIM Bytes?7
7COBEBAF pushfd i

7COBEEES sub esp, BB6662d0 EDX: 7COPEES4 [0l doehivag

7COBEBEE | mov [ebp-G000082241, cax ESI: 99379034 [] Super Tubi

7COBEBEC mou [ebp-@88862281, ecx EDI: 80310836 | [ | Swear

_?C%EBCQ il i EBP: 8012FF54 [NGodnasle

7COBEBCS mou [«

7COBEECE | lea e K

7C9BEBD1 | mov [ 7c90ebel - 83 b8 9c 0000 00 - mov [eax+0000009c].edi t
7CI0EBD? | mov [¢ 7c90ebab - 8d 54 24 08 - lea edx [esp+08] nealeotedt Memory Viewer - Currently debugging thread 00000508
7C9BEBDD | mov [ 7c90ebcS - 8b 4d 04 - mov ecx, [ebp+04] ’

7COBEBES mou L4

FCBeEBES ] mov [¢ [153i]
7COBEBEF lea e CopEES4
VYC9BEBF2 mov [¢ 7C9BEBSS
7COBEEFS mou e 7COBEEIC
7C9BEBFB mou [{ | 7C9BEERG

{ vCI9BEBA1L
VCOBECH1 Moy e - 7C9BEBCS
vC9BECAa4 mow L4 ZCooEnAs

: 7COPEBAS noi
7C9BECHA mou [o i prez=19851 PrORAFRA4 RES
7CoPEC1A | mou [e3x+B0009092],ds 4-byte: —197 P = P
7COPEC1E | mov [ea2:+000800941,es P e {‘;}AU‘O‘“*'“"'? lea eds, [esp+B8]
7C9BECIC | mou [ean+B08980981, f< File Template Syntax Intize
7CoPEC22 | mou [eax+BP0OBSC],as _FS_TE‘*;" i, ot &
7C9PEC28  8c mou [ean+B0000BcS], s €H?18,* &[Fu11 Item Vac

7C9BEC2E 7 mov [Ceaxd, 00010007 - mov ebp,esp
FraRcroA iy PO e 1 ‘[ENABLE] - pushfd

i alloc(code. 1024) return to calling procedure
fimVisSettings 1 |zect=Exec C ocat i

L | code: AT ‘eg\%t Execute (Alrelge O%“E Al locat r.cmla
4

Debugger Utils | H

Demi v
>

0]
(=]

To Address pcapeequ | (V) Visibility [V]
ret i
lea esp, [esp+3000B600]

lea esp, [esp+83]

nop

nop

nop

n
—
o

-~

m
(]

<=0
ag
a8
a8
BE
7a

S
]
=
[
£l

| pushad

clCream v | B chwindowText 'mov ecx. [ebp+8]

[ T - = T T T T mnvebx ebp-24
00000000 2l sbb/d ||inc | |push | pop| [HEEH | i [ecx][, el 1

15 | [int |[mo |[and| or||xor |[ecx||cl||c ||c |[esp]| ebx|[b |[b1]|b |[edx||d |[di][d ][0 "“°"le°""‘”'°a"

; mov ecx, eax
1

fra RN
DEOOROEEOV-OMINDEOD:

(line |[inz |2 |ia] [iee | [ibe |l |[int"|[inge [ia][ige |[in][inp | | mev a%- ob

®h
il >20EE0DEDDERWORREE,

BORORDOEA-DE

lea edx, [eax-19]
| mov [ebp-34]. edx
lea edx. [ecx-32]

),
9&&!\)0&&&'—“&&&0[\)"1&9&&8

DROUEEERWROANODERHE),
D&&Q@Q&&QG\\QOO\?\H

)
JRERAHEDEHAVHATE0 TR
DEEEEEEEE0mO00

|| 22OO~0RNONODNONDEEEE)
M A S :
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DISASSEM BLY

| CONFIDENTI

% We consider disassembly stripped binary (the harder problem):
- see: DIABLO, http://diablo.elis.ugent.be/

S

7 Static Disassembly: the file is examined by the disassembler but it is not
if executed

: v Advantage: processes the entire file at once
| ¥ Time is proportional to the 'size of the program

v
"j"*' i Dynamic Disassembly: monitor the execution of the file on some inputs
'3

f.:g-g In order to disassemble only the instructions that are executed

v Disassembles a slice of the program ) |
ﬁ ¥ Time is proportional to the number of executed instructions (much
Wi )
il bigger) :

giaco

CONFIDENTIAL CONFIDENTIAL CONFIDENTIAL h

J
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e CONFIDENTIAL | CONFIDENTIAL DiSA SSE;ﬁ'{é NEAJY T
‘ We consider disassembly stripped binary (the harder problem):
Hlil see: DIABLO, http://diablo.elis.ugent.be/
%
. Static Disassembly: why so hard?
I “ In variable length instruction sets, instructions may overlap
:.: ¥ Data is commonly mixed with instructions
'i ¥ Hard to determine the target of ijps
_._'» ¥ Hard to find the beginning of functions with indirect call
‘!.{'"_' ¥ Hard to find the end of a function without return
'|l""' L Hand-written assembly may be different from standard complle -time generated
4 assembly Tl [FIDENTIAL
f ;L; ¥ Aggressive code compression may destroy code structure (overlapping :
:L'IUH functions) i
e v Extremely hard for self-modifying code.
%Forﬁsimfwm | .%SCN?!DEF\-’HAL : LEE.J‘J;;:DENTM_L_
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DISASSEMBLY

Two main algorithmic approaches

Linear Sweep: begins the disassemply at the inputaAZs program entry
point and sweeps through the entire text section

¥ Main weakeness: miss-interpretation of data embedded in the
Instruction stream

Recursive Traversal: takes into account the control flow of the file to
disassemble by determining the control flow successors of each branch

Instruction (not always possible/easy)

A
e il

giaco giaco | giaco
CONFIDENTIAL . : CUNHDENT.’AL | , lthNfJPfNﬂﬂL

-
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DISASSEMBLY. LINEAR SWEA

The problem is that data in the text segment will be interpreted as code
(wrong!!)

uint32 startAddr, endAddr;

void DisLinear(uint32 addr) {
while (startAddr <= addr <= endAddr) {
| = decode instruction at addr;
addr = addr + length(l);:

1}

void main()

ep = program entry point;
Size = text section size;
startAddr = ep;

endAddr = ep + size;
DisLinear(ep);

gl s

.giﬂco giaco ! gizco
. CONFIDENTIAL : COH‘:IDEN_TIAL | g - | CONFIDENTIAL
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DI SASSEM BLY RECURSIVE TRAVERSAL

recursively follows the branches: you need to correctly catch the targets!!!

uint32 startAddr, endAddr;

void DisRecursive(uint32 addr) {

while (startAddr <= addr <= endAddr) {
if (addr has been visited already) return;
| = decode instruction @ addr;
mark addr as visited, _
if (I is a branch instruction)

for each possible target t of | do
DisRecursive(t);
~ return

else_addr = addr + length(l);

giaco giaco | giaco

CONFIDENTIAL _  CONFIDENTIAL | _ | CONFIDENTIAL
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DECOMPILATIGN

The decompiler translates the CFG into an Abstract Syntax Tree (AST)
iIsomorphic to a high-level language structured (if, while, for, repeat
of sequences of assignements:

Basic blocks: sequences of assignements

CFG structure: basic iteration and conditional structures

Typically includes its own disassembler (with its own problems!)

.giﬂco graco | __,'_";;_ i
._ CONFIDENTIAL : ‘__CON IDENTIAL .: g - CONFJDENTIAL
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DECOMPILATION

What is hard in decompilation?

Mismatch between legal assembly code and high-level control structures:
(es goto in JavaBytecode but not in Java)

Identify the call to library functions

Identify idioms of different compilers

Remove machine dependent artifacts

gisco gisgco

Undo compiler:optimizations (e.g., loop unrolling) CONFIDENTIAL

'giﬂco giaco : _g_.fzfm
| CONFIDENTIAL : ___COE@DEN_TJ&L | _ = _ = . CONFJDENTIAL
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DECOMPILATION

Example:

prolog

loadi r0,100
loadi r1,1
store(r0),rl

s

i r0,100
i rl,100
rl,10

B6

Y

if (x>=10) B6

B6 1z (X>=5) B4

B3

loadi r0,100 B4 return
loadi rl, (xr0)
inc rl ¢
store (r0),rl

loadi r0,100
loadi rl,(x0)
inc rl

CONFIDENT|ALe | 1 CONFI
store (r0),rl
bra B5

— / call printf

call 0x459F8
bra Bl goto Bl

gigco iGco

giaco giaco ;_}_.izfm
CONFIDENTIAL _ CQNFIDENTJAL | _ : s == : CONFJDEHTIAL

. - . =
e - 4 -y - — e - .n...,.

lngegnerla e Scienze Informatiche — Velona p 64/7



giaco gleco giaco

CONFIDENTIAL | CONFIDENTIAL CONFIDENT: ‘M} |

DECOMPILATION

Example:

function

foo body

v

| return void foo() {
X=E
while (x<=10) {
if (x<b)
X ++;
else
X+=2;
oo printf();

lO* F”’Lmlllf

'giﬂco giaco : _g_.fzfm
| CONFIDENTIAL : ___COE@DEN_TJ&L | _ = _ = . CONFJDENTIAL
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“mbECOM PILATION: RECOVERING CONTROL EFLOW

e —
r f y ---

"v IDENTIAL ‘

C. Cifuentes and K.J. Gough. Decompilation of binary programs, 1995

Use of a
database of
signature for

compilers
2

Use of Data-flow
analysis: . reach-

e ing definitions”

o

lj i

A

giaco

CONFIDENTIAL

Input: X stripped executable

BEESTANG N - S

711 ri_\""j:”f "",' ‘a* t'.‘ T

Parse X distinguishing between code-text and data
Determine the compiler by checking signatures
Disassemble the text
Remove from G functions that match the signaures
Re'place known idioms with high-level costructs
Optimize G by removing jump-to-jumps
RECOVERSTATEMENTS(G)

Classify nodes by RESTRUCTURE.0OPHG) and
RESTRUCTURHFS(G) L

Traverse GG and build the AST: for each block which is
head of control structure traverse his body depth-first
until the next node

Traverse the AST and emit the source code

giaco
CONFIDENTIAL

;-\ S

PSRN PO

and generate a call graph G

| CONEIDENTIAL L

i, et ~,
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DECOMPILATION: RECOVERSTATEMEN “l”é(’G“)

For each Basic Block in G:

4

.giﬂco F
. CONFIDENTIAL

Perform reaching definitions on condition code and replace machine code tests
and branches with if-goto ENTI!

t: cmpli 7, imm
i . if > 4mm goto lab
brg lab

Perform reaching definitions live interprocedural register analysis and replace
temporary registers tmp with its symbolic contents where used:

¢ add tmp, v

a0

CONFIDENTIAL | | —>iart) CmplutmpH*-"z), mmm
j . cmpi  tmp,imm

Replace calls to library functions with corresponding symbolic calls:

¢ call eecdddr = call name ,
a ! giaco
CON FIDENTIAL | —~ . CONFJDENTML
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DECOM PILATION: RESTRUCTURING_O é(‘G‘

S. Muchnick. Advanced compiler design and implementation, 1997

S

I(h)is an interval graph of G if it is the maximal single-entry subgraph of G having A
as the only entry node and where all closed paths include A.:

2
Input CFG G:

1. Derive the Interval Graphs {1 (h1),..., In(hn)}of G;
2. Determine loop-type: pre-tested; post-tested, endless

v forall I(h) find the latching node in
¥ match the loop against

Pre-tested: while Post-tested: repeat Endless: loop

Y mark h with loop type
3. Repeat from 2 until all intervals in G are collapsed into one (loop) node

giaco giaco | giaco

CONFIDENTIAL _  CONFIDENTIAL | | CONFIDENTIAL
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DECOMPILATION: DISCOVERING LOOPS’;

CONFIDENTIAL Lo:‘u IDENTIAL

Header

- Latching

' Follow B10 =

giaco ' : graco : gizco [
| CONFIDENTIAL . . (CONFIDENTIAL | st CONFIDENTIAL -

- -
g™,y dly . - ==
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DECOMPILATION: DISCOVERING LOOPS*;

CONFIDENTIAI LOJ‘u IDENTIAL

repeat

Header

. Latching

. Follow

‘until ...

giaco . : b giaco [
| CONFIDENTIAL . . |CONFIDENTIAL | o eso | CONFIDENTIAL ]

el T = -
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DECOMPILATION: DISCOVERING LOOPS

giaco while ... diaco
CONFIDENTIA 2 repeat | CONFIDENTIAL
Header :

R NS

. E }
. Latching

giaco g e giaco [
.| CONFIDENTIAL . .| CONFIDENTIAL R S| CONFIDENTIAL S
| e e leriaeSc : on?p.?l/?
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Input CFG G:

1. Number the nodes of G in reverse postorder;

2. Determine unresolved
unresolved ;= %)

nodes:

EJ\H”\ NTIAL

DECOMPILATION:

[ giace

RESTRUCTURING if’é(’@

forall node m by descending reverse postorder do
if m is 2-way and not loop header then

f 3n: n=max| z’ idom (i) = m AlinEdge (i) >2 }

then follow( S
foreach  z eunresolved do
follow( =x) :
else unresolved :

Match the if type against:

CONFIDENTIAL

v

b

¥

.giﬂco
. CONFIDENTIAL

CON FIDENTIAL

n; unresolved:=unresolved - {x}
unresolved

U{m}

_J_p;_ =
CONFJDENTIAL
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DECOMPILATION: DISCOVERING IFS

gigco

E hile ... |gaeo
CONFIDENTIAL et CONFIDENTIAL

repeat

Header

. Latching

giaco ' : . giaco giaco
CONFIDENTIAL | i | @CUNHDENN&L

= iy L - ey e TR W s g el

until ...

}




gioco | giaco | giaco 5;
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DECOMPILATION: DISCOVERING IFS

while ..

repeat tONf -IDENTIAL

O H IDENTIAL

Header

. Latching

. Follow 8

giaco : giaco giaco
: CONFIDENTIAL | s CONFIDENTML - e L CONFIDENML

e r——— _— — =
-1'-‘ T' == = - 1 =

until .

}
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