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ABSTRACT INTERPRETATION

[Cousot & Cousot '79]
4 A program P
A domain of computation for P: C typically a complete lattice

Semantic specification (interpreter): [P]: C — C

(Approximate) observable properties: p € ucq C)

2y
S
S
S

DERIVE A SOUND APPROXIMATE SPECIFICATION]P]*

o([P](z) < [P]F(=)

THE LIMIT CASE: COMPLETENESS

p([P](=)) = [PI*(2) iff p([P1(2)) = p([PT(p(2)))

j——




BACKWARD SOUNDNESS NO INFORMATION IS LOST BY APPROXIMATING
THE INPUT/OUTPUT

pof < pofop

, " Abstract




BACKWARD COMPLETENESS NO LOSS OF PRECISION IS ACCUMULATED BY
APPROXIMATING THE INPUT

B0 = pOfop

Abstract




FORWARD COMPLETENESS NO INFORMATION IS LOST BY APPROXIMATING
=0 UTPUT

fop <pofop

Abstract




FORWARD COMPLETENESS NO INFORMATION IS LOST BY APPROXIMATING
=0 UTPUT

R0 —pofop

Abstract
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COMPLETENESS IN ABSTRACT INTERPRETATION |

Language-Based Security

Comparative Semang"csI Bisimulation

liasing -calculu: Logic

Groundness & strictness

Giacobazzi |
Ranzato
Scozzari '00

Mycroft '92

il .

Steffen '89

Cousot &
Cousot '79




A simple domain of intervals
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IN NUMERICAL DOMAINS

A SIMPLE EXAMPLE IN INTERVAL ANALYSIS

A simple domain of intervals
2
sq(X)z{le x e X }

= {Z,10,+0], [0,10]} is Forward but

not Backward complete
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IN NUMERICAL DOMAINS
A SIMPLE EXAMPLE IN INTERVAL ANALYSIS

2

A simple domain of intervals

sq(X):{azz) x € X }

{Z, 10, +0], [0, 10]} is Forward but
not Backward complete

{Z,10,2],10,0]} is Backward but not
Forward complete
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IN GROUNDNESS: HEYTING COMPLETION

GROUNDNESS ANALYSIS DETERMINES WHETHER A VARIABLE IS DEFINTIVELY
INSTANTIATED

% (p(Subst)}, N) is a complete Heyting Algebra

2 :
©1N6; <03 — @2§@1—H@3=U{@‘ ©1NO < O3 }

S

A—%BZ{@h—%@g' Q€A 0,€8B }

Subst
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IN GROUNDNESS: HEYTING COMPLETION

GROUNDNESS ANALYSIS DETERMINES WHETHER A VARIABLE IS DEFINTIVELY
INSTANTIATED

% (p(Subst)}, N) is a complete Heyting Algebra

2 :
©1N6; <03 — @2§@1—H@3=U{@‘ ©1NO < O3 }

2 A—%BZ{@1—%@3|@1€A,@2€B}

= e e

— A COMPLETENESS PROBLEM

(Glacobazzi & Scozzari 98]




-
==
=

IN COMPARATIVE SEMANTICS

CONDENSING GENERALISES THE LIFTING LEMMA FROMSLD-RESOLUTION TO
ARBITRARY SEMANTICS [Giacobazzi et al. '05]

[a ® b] = a ® [b]

Progbpam P := @& |p(z)« A|P.P
Agent A == 0O|p(z)| A A| V1A

® IS a tensor operator (e.g. unification)

LR = bga—oc:\/{bEC’l a®b<c }

A&B:{a—obe(]‘ ac A, beB }

X is condensing iff X = X 1 (X -2 X) iff X is complete for

Fyx = { Ay ®y ‘ re X } = A COMPLETENESS PROBLEI\*
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IN COMPARATIVE SEMANTICS

[P1; P21 = [P1]4e [P2]4

Forward termination: Pot™*(X) = { G‘ R, S = }
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IN COMPARATIVE SEMANTICS

[P1; P21 = [P1]4e [P2]4

Backward termination: Pot™’(X) = { G) e XT Ao =61 }
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IN COMPARATIVE SEMANTICS

[P1; P21 = [P1]4e [P2]4

> X = Pot~* 1 (X = X) and the solution: Pot™* «—Pot™* = [-].




=

IN COMPARATIVE SEMANTICS

[P1; P21 = [P1]4e [P2]4

> X = Pot™ 7 1 (X = X) and the solution: Pot™? —5 Pot™* = Wip.

= A COMPLETENESS PROBLEM

[Giacobazzi & Mastroeni '05]
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IN MODEL CHECKING

Complete Abstract Model Checking: M4 = ® «— M =@

|F 7t IS SPURIOUS THEN THE ABSTRACTION IS INCOMPLETE FORost
[Giacobazzi & Quintarelli ‘01, Ranzato & Tapparo '06, Cousot et al ‘07, Schmidt '08]
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IN MODEL CHECKING

[Cousot & Cousot '00]

Let @ € p-calculus: [@]°%¢ ¢ «State([@] Trace)

Complete Abstractions 3 \\[SAS02]

State-based Model Checking

Traces

STATE-BASED MODEL CHECKING IS INTRINSICALLY
INCOMPLETE FOR PROPERTIES OF TRACEHESL

S B » & Y - o e R




Secret H: Public L:
Finantial investment Investment data

Public L: Log files




Secret H: Public L:
Finantial investment Investment data

IS It secure?

_ | > External observer
Public L: Log files |
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IN SECURITY. NON-INTERFERENCE

Secret H: Public L:
Finantial investment Investment data

Is It secure? NO

Secret H
e s e > > External observer

Public L: Log files




Public Input Private Input

\ Public Output

Vi:L,Yhy, hy : H [P](hy, )" = [P](hy, D"

s e - il i N T T B — .
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Public Input Private Input

/

Public Output

Vi:L,Yhy, hy : H [P](hy, )" = [P](hy, D"

s e - il i N T T B — .




Public Input Private Input
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Public Output

Vi:L,Yhy, hy : H [P](hy, )" = [P](hy, D"
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Public Input Private Input

/

Public Output

Vi:L,Yhy, hy : H [P](hy, )" = [P](hy, D"

s e - il i N T T B — .




NI: A COMPLETENESS PROBL EM-'L_"-‘

Recall that [Joshi & Leino’00]

Pis-secure - iff - HE=E-HS=GETaE




NI: A COMPLETENESS PROBL EM-:E""

Recall that [Joshi & Leino’00]

Pis-secure - iff - HE=E-HS=GETaE

Let X = (x" x4 = #(xX) % XYY € uedp(V))
DR o SRS e T

Ho[P]oH Ho[P]




NI: A COMPLETENESS PROBLEM

Recall that [Joshi & Leino’00]

Pis-secure - iff - HE=E-HS=GETaE

Let X = (x" x5 = #(x)LNTH XYY € ucdp(V))
DR o SRS e T

Ho[P]oH Ho[P]

= A COMPLETENESS PROBLEM
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Abstract

Concrete

IcoO— REFINEMENT

=
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Abstract

Concrete

uco— SIMPLIFICATION
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THE GEOMETRY OF Al TRANSFORMERS

Can we use abstract interpretation for transforming abstract interpretations?

Refinements: X C R(X) (improving precision — lower closure)

Simplification: S(X) € X (reducing precision — upper closure)
[Janowitz '67]

O e

(1) neucdC) & nt eleo(C) & { £
non=n

NH====1
Tz OIS

(2) neucdC) & n €leco(C) & {
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THE GEOMETRY OF Al TRANSFORMERS

Can we use abstract interpretation for transforming abstract interpretations?

Refinements: X C R(X) (improving precision — lower closure)

Simplification: S(X) € X (reducing precision — upper closure)
[Janowitz '67]

SOST =52

1) S simplification ST refinement

Shell/Core of a given property

SoS5==_5
SF OS5 =357
Expander/Compressor for a given property

(2) S simplification & S refinement & {
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THE GEOMETRY OF DOMAIN TRANSFORM ERS--

> Expander

+V
Shell = >+ Compressor

Shell/Core minimally transform domains in order to achieve a given
property

Expander/Compressor maximally transform domains in order to achieve
a given property

WHAT IS THE MEANING OF SHELL/CORE AND EXPANDER/COMPRESSORFOR THE
COMPLETENESS PROPERTY
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THE GEOMETRY OF DOMAIN TRANSFORMERS

Basic abstract domain transformers

Core: + = Expander:
Minimal complete Cr = » &f Maximal incomplete
simplification —4 refinement

Shell: =3 4 Compressor:
Minimal complete Ry « :_ Kr Maximal incomplete
refinement simplification

[Glacobazzi et al.00] [SAS’08]
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SHEL L/CORE'

-
-

Let P be completeness

P holds: Shell of A

P doesn’t hold /
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SHELL/CORE

Let P be completeness

P holds: Shell of A

P doesn’t hold P doesn't hold P holds: Core of A
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DOMAIN COMPLETENESS: SHELL/CORE

()

BACKWARD COMPLETENESS nofop =nof
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DOMAIN COMPLETENESS: SHELL/CORE

()

BACKWARD IN-COMPLETENESS nofop > nof




DOMAIN COMPLETENESS: SHELL/CORE




DOMAIN COMPLETENESS: SHELL/CORE
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DOMAIN COMPLETENESS: SHELL/CORE

FORWARD COMPLETENESSTMOfOp = fOp
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DOMAIN COMPLETENESS: SHELL/CORE

FORWARD IN-COMPLETENESS nofop > fop




DOMAIN COMPLETENESS: SHELL/CORE




DOMAIN COMPLETENESS: SHELL/CORE
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BACKWARD VS FORWARD

A domain is backward complete wrt f iff it is forward complete wrt

U v| rrcx )

A (not trivial) partition is backward stable wrt f iff it is forward stable wrt

o :AX.{y| fyex

If f Is injective, a (not trivial) partition is forward stable wrt f iff it is
backward stable wrt £~ ';




BACKWARD VS FORWARD

A domain is backward complete wrt f iff it is forward complete wrt

U v| rrcx )

A (not trivial) partition is backward stable wrt f iff it is forward stable wrt

o :AX.{y' fyex

If f Is injective, a (not trivial) partition is forward stable wrt f iff it is
backward stable wrt £~ ';

A backward problem can always be transformed in a forward one,
but the viceversa is not always possible!




Secret H

NEW PERSPECTIVES IN LANGUAGE-BASED

>

Public L

Observable: ¢

SECURITY
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ABSTRACT NON-INTERFERENCE (NARROW)

Public Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output

=n(k) = p([[P]](hhh =0 [[P]] hz,lz o =
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ABSTRACT NON-INTERFERENCE (NARROW)

Public Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output

=n(k) = p([[P]](hhh =0 [[P]] hz,lz o =




ABSTRACT NON-INTERFERENCE (ANI)

Public Input Private Input

[Giacobazzi & Mastroeni '04]




ABSTRACT NON-INTERFERENCE (ANI)

Public Input Private Input

[Giacobazzi & Mastroeni '04]

+.'\ V") Public Output




Private Input

[Giacobazzi & Mastroeni '04]




ABSTRACT NON-INTERFERENCE (ANI)

Public Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output




ABSTRACT NON-INTERFERENCE (ANI)

Public Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output




EXAMPLE I:

whilehdo(l:=1+2; h:=h—1).

Standard Non-Interference = [id]| P(id)

fr=o0 5 | ===
his. 2 ==lcRarata
e A S = =2 =T

EXAMPLES

-
-
x




EXAMPLE I:

whilehdo(l:=1+2; h:=h—1).

Standard Non-Interference = [id]| P(id)

his. 2 ==lcRarata
e A S = =2 =T

U

lid] P( Par)

k= O == AasEarl==Sp et
h=1, I =l==5=Paill =add
he=cpis et s AP gt —add

= e T T Y

EXAMPLES
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EXAMPLES

EXAMPLE II:
P= [ —=2%Frhs

[Pat P (Sign)

h=1, 1=4(Parf4) =even) ~ Sign(l) =+

h=1, l=-4(Paf—4) = even] ~ Sign(il) ==

DECEPTIVEFLOW




EXAMPLES

EXAMPLE II:
P= [ —=2%Frhs

[Pat P(Sign)

he—21, 1 =4 (Par4) =even) ~o=Sigmni ="t
h=1, l=-4(Paf—4) = even] ~ Sign(il) ==

DECEPTIVEFLOW

\

(Pan P(Sign)

h = -3, Parfl) = even ~ Sign(l) = | don’t know
h =1, Pafl) = even ~ Sign(l) = | don’'t know
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EXAMPLES

EXAMPLE Il
P.= I =iEEha

(1d) P(Pan

h=2 1=1 ~ Pall) =even
=3l =J - Paltli==0f
=l = == Raitl =P aitas




DECLASSIFIED ANI VIA BLOCKING-::;

Public Input

Private Input

[Giacobazzi & Mastroeni '04]

Public Output

p,m € ucdp(Vh)), ¢ € ucdp(V7)): ()P (d> ~p):
()=




DECLASSIFIED ANI VIA BLOCKING-::;

Public Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output

p,m € ucdp(Vh)), ¢ € ucdp(V7)): ()P (d> ~p):




DECLASSIFIED ANI VIA BLOCKING-::;

Public Input

Private Input

[Giacobazzi & Mastroeni '04]

Public Output

nih)=




DECLASSIFIED ANI VIA BLOCKING-::;

F”UP”C Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output




DECLASSIFIED ANI VIA BLOCKING-::;

F”UP”C Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output

p,m € ucdp(Vh)), ¢ € ucdp(V7)): ()P (d> ~p):




DECLASSIFIED ANI VIA BLOCKING-::;

Private Input

Public Input

[Giacobazzi & Mastroeni '04]

Public Output




EXAMPLE:

P = |=if#pa

(1d) P(Pan

h=2 1=1 ~ Pall) =even
=3l =J - Paltli==0f
=l = == Raitl =P aitas

U

(id) P(Sign ~ Pan

Sign(h) =+, I =1 ~ Palfl) = | don’t know
Sign(h) =—, =1 ~» Palfl) = | don’'t know

EXAMPLE




DECLASSIFIED ANI (VIA ALLOWING)

Public Input

Private Input

[Giacobazzi & Mastroeni '04]

Public Output




DECLASSIFIED ANI (VIA ALLOWING)

Public Input

Private Input

[Giacobazzi & Mastroeni '04]

Public Output




DECLASSIFIED ANI (VIA ALLOWING)

Public Input

Private Input

[Giacobazzi & Mastroeni '04]

Public Output




OBSERVER VS OBSERVABLE

MODELLING ATTACKERS ASDOMAIN TRANSFORMERS

Consider = () P(d ~|p): In order to preserve non-interference...




OBSERVER VS OBSERVABLE

MODELLING ATTACKERS ASDOMAIN TRANSFORMERS

Consider = () P(d ~|p): In order to preserve non-interference...

More abstract

More concrete

ucd (V"))

=
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OBSERVER VS OBSERVABLE

MODELLING ATTACKERS ASDOMAIN TRANSFORMERS

Consider = () P(d ~|p): In order to preserve non-interference...

More abstract More abstract

More concrete More concrete

uco(p(Vh)) uco(p(VH))

S




ANI| AS COMPLETENESS

Let p € ucdp(Vh)) = Ho(X)BTH p(xXL)) € ucdp(V))

Narrow abstract non-interference: Hyo[P]oHn = Hp o[ P];

Abstract non-interference: H, o [P]"® oHy = Hpo [P]M®




ANI| AS COMPLETENESS

def

Let p € ucdp(V")) = Ho(X) = (T p(X")) € ucdp(V))

Narrow abstract non-interference: Hyo[P]oHn = Hp o[ P];

Abstract non-interference: H, o [P]"® oHy = Hpo [P]M®

J

PUBLIC OBSERVER AS COMPLETENESS CORE

m)P(& ~ACT, o (1))




ANI| AS COMPLETENESS

def

Let p € ucdp(V")) = Ho(X) = (T p(X")) € ucdp(V))

Narrow abstract non-interference: Hyo[P]oHn = Hp o[ P];

Abstract non-interference: H, o [P]"® oHy = Hpo [P]M®

J

PUBLIC OBSERVER AS FORWARD COMPLETENESS CORE

m)P($ ~ACT, o (H))

Strongest harmless attacker

PRIVATE OBSERVABLE AS FORWARD COMPLETENESS SHELL

(M) P( Ef;ﬂ g(Hn) = 0)

MaX|maI mformatlon released —




ANI ASCOMPLETENES

ADJOINING ATTACKERS AND DECLASSIFICATION BY COMPLETENESS

Declassification

' The most abstract observable

—&
id The most concrete observer
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DECLASSIFICATION

[Banerjee, Giacobazzi and Mastroeni '07]

By exploiting the strong relation between completeness and
non-iterference we can obtain the following results:

Model declassification as a forward completeness problem for the
weakest precondition semantics;

Derive counterexamples to a given declassification policy;
Refine a given declassification policy (Shell);
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DNI: A COMPLETENESS PROBLEM

Let 1% the abstract domain declassifying the property ¢ of the private input:

Ho[PJoH® = Ho[P] & HPoWIppoH = WippoH

\

To release ¢ means to distinguish between elements in ¢!




=

DNI: A COMPLETENESS PROBLEM

Let 1% the abstract domain declassifying the property ¢ of the private input:

Ho[PJoH® = Ho[P] & HPoWIppoH = WippoH




=
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Ho[PJoH® = Ho[P] & HPoWIppoH = WippoH

Wlpp
Counterexample




=

DNI: A COMPLETENESS PROBLEM

Let 1% the abstract domain declassifying the property ¢ of the private input:

Ho[PJoH® = Ho[P] & HPoWIppoH = WippoH

Wlpp
Counterexample

Leakeage
Qut put
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DNI: A COMPLETENESS PROBLEM

Let 1% the abstract domain declassifying the property ¢ of the private input:

Ho[PJoH® = Ho[P] & HPoWIppoH = WippoH

Refinement
(¢ (Xf') i




Consider p =Parityd=ef{T, Even Odd @}, as the information observed by the

attacker.

P:[ l::l*hz;




SHELL:THE MAXIMAL RELEASED INFORMATION

Consider p =Parityd=ef{T, Even Odd @}, as the information observed by the

attacker.

(le EvenV (Il € Odd h € Even) (le Odd N\ h € Odd
l::l*hz; OR l::l*hz;
(l € Even (Il € Odd

Llet! =3, h =2 € Even
HpadP1((2,3)) = (T,Even # (T, T) =HpadPI((T,3)) = HpadPI(H((2,3)))

-_E—\.
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SHELL:THE MAXIMAL RELEASED INFORMATION

Consider p =Parityd=ef{T, Even Odd @}, as the information observed by the

attacker.

(le EvenV (Il € Odd h € Even) (le Odd N\ h € Odd
l::l*hz; OR l::l*hz;
(l € Even (Il € Odd

Llet! =3, h =2 € Even
HpadP1((2,3)) = (T,Even # (T, T) =HpadPI((T,3)) = HpadPI(H((2,3)))

WE RELEASE SOMETHING ABOUT THE PRIVATE INPUT
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SHELL:THE MAXIMAL RELEASED INFORMATION

Consider p =Parityd=ef{T, Even Odd @}, as the information observed by the

attacker.

(le EvenV (Il € Odd h € Even) (le Odd N\ h € Odd
l::l*hz; OR l::l*hz;
(l € Even (Il € Odd

Let us compute the shell of the input domain H:

H'€'R FI(3) = 11 (T, Even U (Even Odd), (Odd Odd), (Odd Even))




SHELL:THE MAXIMAL RELEASED INFORMATION-'

Consider p =Parityd=ef{T, Even Odd @}, as the information observed by the

attacker.

(le EvenV (Il € Odd h € Even) (le Odd N\ h € Odd
iy 2 OR . I=1%h%
(l € Even (Il € Odd

Let us compute the shell of the input domain H:

H'€'R FI(3) = 11 (T, Even U (Even Odd), (Odd Odd), (Odd Even))
Hence (NB: By reduced product in H’ we have the elements (Even 1))
Letl =3, h=2¢€ Even
HpaAP1((2,3)) = (T, Eveny = HpaP]({(Even3)) = HpgIP](H'((2,3)))




CORE: THE MOST POWERFUL ATTACKEF\’-&T‘

e [ while (h # 0) do (h := 0: 1 := 21) endw




((l e Evenh =0) V (h #0)) =207
while (A # 0) do (h :=0;1:= 21) endw; OR while (h #0) do (h := 0;1 := 21) endw
(Il € Even (I € Odd

lratil= 5. .d1—=3%
H[[P]](<3)5>) = <T) ]O> + <T>T> = H[[P]](<T>5>) = H[[P]](H(<3)5>))
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CORE:THE MOST POWERFUL ATTACKER

((l e Evenh =0) V (h #0)) =207
while (A # 0) do (h :=0;1:= 21) endw; OR while (h #0) do (h := 0;1 := 21) endw
(Il € Even (I € Odd

lratil= 5. .d1—=3%
H[[P]](<3)5>) = <T> ]O> + <T>T> = H[[P]](<T>5>) = H[[P]](H(<3)5>))

WE RELEASE SOMETHING ABOUT THE PRIVATE INPUT
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CORE:THE MOST POWERFUL ATTACKER

((l e Evenh =0) V (h #0)) =207
while (A # 0) do (h :=0;1:= 21) endw; OR while (h #0) do (h := 0;1 := 21) endw
(Il € Even (I € Odd

Let us compute the core of the output domain :

rdef

HE ey ) ={(T,1)| vieT.iers2er =Y ({n2"| neodd })




CORE: THE MOST POWERFUL ATTACKER.:-:

((l e Evenh =0) V (h #0)) =207
while (A # 0) do (h :=0;1:= 21) endw; OR while (h #0) do (h := 0;1 := 21) endw
(Il € Even (I € Odd

Let us compute the core of the output domain :

HEC ) ={ (T 0| vieT.iereuer =Y ({n2"| neoad })

Hence
Let! =5, h =3 € Even
H'[P]((3,5)) = H'((T,10)) = (T, 521y = ®'({5,10}) = H'[P]((T,5)) =
H'[P)(H((3,5)))
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'CAN WE EXPAND AND COMPRESS
DOMAINS?
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THE GEOMETRY OF DOMAIN TRANSFORMERS

e

=
@v(}‘ Ny

7/
7/

Maximal Compression of A

Maximal Expansion of A
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THE GEOMETRY OF DOMAIN TRANSFORMERS

DISJUNCTIVE COMPLETION

Refinement: Forward Completeness for disjunction

R(X):{\/Y) | B IS¢ } one step

Theleast X =Y (4): X = ANR(X) Disjunctive Completion

Z
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THE GEOMETRY OF DOMAIN TRANSFORMERS

DISJUNCTIVE COMPLETION

Compressor: The domain of Join-Irreducible elements of X
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THE EXPANDER IN ANI

 Let/:=2hand £(X) :|—|{ Y‘ C(X) = C(¥) }

|:1

.,r % The most powerful harmless attacker for P is: H' =Y ((Even{1},{3},...})
§ 2 S .

Suppose the initial observeris p = {T, Even- {0},{0}, Odd @}, then the

t most powerful harmless attacker more abstract than p is Par=H' U p.

1)

SRS .

8 The expander provides the most powerful attacker such that the

';,:_1: harmless simplification is Par. Y ({Odd {0},{2},{4},...});

l'-_ Qﬂ

o WE OBTAIN THE MOST POWERFUL MALICIOUSATTACKER, I.E., THE ONE

¢ THAT IS ABLE TO EXPLOIT AS MUCH AS POSSIBLE THE FAILURE OF
0= NON-INTERFERENCH

Any more abstract (less powerful) attacker has to confuse some even
Inputs, for instance if it confuses [ = 0 with [ = 2 then it can not
distinguish when h =0 and h = 1.
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THE COMPRESSOR IN ANI

Let if h = 0 then 1 := 0 dse 1 := |I|(k/|h]) and &( ):|_|{ Y‘ R(X)

2 Suppose we letto flow & ={T,>0,< 0,2};

S

The maximal information released by P, is the shell of ¢:
=N 0,=£0,<0,< 0,> 0,0, 2}

THE COMPRESSOR PROVIDES THE MOST ABSTRACT DECLASSIFICATION
POLICY WHICH CANNOT CAPTURE WHAT IS RELEASED BY AN ATTACKER

The compressoris AX. T

This means that each policy between ¢’ and AX. T is not able to protect
the program.




THE COMPRESSOR IN ANI

Letif h = 0 then 1 := 0 dse I := |I|(h/|h]) and E(X) = |_|{ 14 ‘ R(X)
Suppose we letto flow ¢ ={T,> 0,< 0, T};

The maximal information released by P, is the shell of ¢:
=N 0,=£0,<0,< 0,> 0,0, 2}

THE COMPRESSOR PROVIDES THE MOST ABSTRACT DECLASSIFICATION
POLICY WHICH CANNOT CAPTURE WHAT IS RELEASED BY AN ATTACKER

22 I Unsecure Policy

£ 5

Concrete
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-*CAN WE MAKE COMPLETENESS BY

"TRANSFORMING SEMANTICS?
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THE GEOMETRY OF SEMANTICS TRANSFORMERS

MAKING SEMANTICS COMPLETE(FROM ABOVE AND BELOW):

Fl,o(f) ={h: C— C|fCh, pohon=nhon}
Fh,o(f) =Hh: C— C|f Dk, pohon=hon)

Fl, ,(f) and F}, ,(f) are (Forward) complete

MAKING SEMANTICS MAXIMALLY IN -COMPLETE(FROI\/I ABOVE AND BELOW)Z

0! J(f)=Ug: C— C|Fs o(g) =Ff o ()
Ot o(f) =[g: C— C | F o(g) =Ff ()

@%,p(f) and @%,p(f) are generally in-complete
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THE GEOMETRY OF SEMANTICS TRANSFORMERS

Minimal complete s T Maximal incomplete
transformation trans formation

from above -4 from below

Minimal complete +V : :
o Pl < 1 Maximal 1ncomplete
£ e = + transformation

rom below

from above
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THE GEOMETRY OF SEMANTICS TRANSFORMERS

Making FORWARD COMPLETENESS Transforming the semantics upwards

pof(z) ifzen(C)
f(x) otherwise

Fl , = 7\f.}\x.{




= \/{p(v) | ply) < f(2)}

Making FORWARD COMPLETENESS Transforming the semantics downwards

o of(z) ifzen(C)
A otherwise

Fy , = Af.Az. {




Making FORWARD IN-COMPLETENESS Transforming the semantics upwards

() (@) =V{y| o" () =0t () } ifaen

£z otherwise

0! o(f)(z) = {




Making FORWARD IN-COMPLETENESS Transforming the semantics downwards

o~ (f(@)) = A{ | oly) =p(f(2)) | Haen

f(x) otherwise

01 ,(f)(x) = {




MAKING SEMANTICS COMPLETE: AN EXAMPLE

while (h > 0)do (h:= h —1;1:= h) endw




MAKING SEMANTICS COMPLETE: AN EXAM PLE

e 0= V-G =003
while (h > 0)do (h:=h — 1;1:= h) endw;
(1 =0)
OR
(h=0)
while (h > 0)do (h:=h —1:;1:= h) endw
(1 #0)




MAKING SEMANTICS COMPLETE: AN EXAM PLE

(h > 0)
while (h > 0)do (h:=h — 1;1:= h) endw;
(1 =0)
OR
(h=0)
while (h > 0)do (h:=h —1:;1:= h) endw
(1 #0)

Eeti="5:F =3, hy

=*0u
= H[P]((0,5))

35
H[PI((3,5)) = (T,0) # (T,5

WE RELEASE SOMETHING(THE EQUALITY WITH 0) ABOUT THE PRIVATE INPUT!
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MAKING SEMANTICS COMPLETE: AN EXAMPLE

(h > 0)
while (h > 0)do (h:=h — 1;1:= h) endw;
(1 =0)
OR
(h=0)
while (h > 0)do (h:=h —1:;1:= h) endw
(1 #0)

The upward transformation inducing completeness of Wipp is:

F'(Wipp): {I=0— heZandl#0— h € Z)
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MAKING SEMANTICS COMPLETE. AN EXAMPL

(h > 0)
while (h > 0)do (h:=h — 1;1:= h) endw;
(1 =0)
OR
(h=0)
while (h > 0)do (h:=h —1:;1:= h) endw
(1 #0)

The upward transformation inducing completeness of Wipp is:

F'(Wipp): {I=0— heZandl#0— h € Z)

This is, for example, the semantics of the program

()t =i R =
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DISCUSSION

| % Encoding Al problems as completeness problems:
) v Systematic transformations for optimal models
) v Better understanding of the limits of abstractions

2
( Adequacy of the theory
| v Abstract interpretation is perfectly adequate to reason about itself
v A calculational design of domain and code transformations can be

é}] done in abstract interpretation

-‘ﬁ v Completeness is a driving force for understanding domain and code
:' ':i transformers

¥ From semantics transformers to code transformations (and

1=t deformations) by Al [Cousot & Cousot '02]
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3 FUTURE DIRECTIONS

Code obfuscation and sw watermarking
Completeness corresponds to maximal precision

Obfuscating P corresponds to make P maximally incomplete
against a given attack (0?)

Watermarks and fingerprints can be hidden in completeness holes

Language-based security
IF provides code protection against information release!
Can we design a monitor M such that F([P]) = [M; P]?

Models for active attackers as code transformations (code
deformations)... and the corresponding completeness problem?

.I I||‘-|'|'|' =

Abstract Model Checking

|solate temporal sub-logics which are complete for a given abstract
system to analyse.
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