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anattheend (MATE) attacks are an un
derstudied branch of computer security.

These attacks involve an adversary gaining an ad
vantage by violating software or hardware under

their control, directly or via a remote connection.
On an individual scale, MATE attacks could vio
late the privacy and integrity of medical records
and other sensitive personal data, and on a larger
scale, they could cripple a national infrastruc
ture (such as a power grid and the Internet itself).
The goal of software protection (SP) research is to
make software safe from such MATE attacks by
preventing adversaries from tampering, reverse en
gineering, and illegally redistributing software.
In July 2011, the Digital Asset Protection Asso
ciation (DAPA) was launched to address the chal
lenges specific to MATE attacks and SP research
in general. As DAPA activities and efforts get
under way, the ultimate goal is to establish stan
dards and baseline defi nitions for SP research and
to promote coordinated, open efforts among aca
demia and industry.

Threats to Digital Assets
In everyday life, whether for business or personal
use, untrusted environments are ubiquitious—
from home networks to consumer devices, the
public Internet, the cloud, and the Internet of
Things—where traditional computer and network
security are inadequate to address MATE attacks.
Techniques for software protection originated
with the need to protect licensechecking code in
software, particularly in games. Sophisticated tech
niques, such as whitebox cryptography, were de
veloped to prevent adversaries from circumventing
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media antipiracy protection in Digital Rights
Management (DRM) systems. However, it has be
come increasingly clear that software protection is
no longer just needed for intellectual property pro
tection in the entertainment world; it is now also
necessary in more sensitive scenarios, including
protecting individuals’ privacy and protecting the
integrity of our national infrastructure.
In this context, insider attacks are a particu
larly insidious form of MATE attack. Here, the
attacker is a trusted individual within an organi
zation authorized to perform certain actions. For
example, a system administrator might be autho
rized to perform system upgrades, add users, and
run backups but is not allowed to modify database
entries or read individual users’ email. Malicious
insiders will use their credentials to perform unau
thorized actions. For example, a disgruntled sys
tem administrator could modify a backup script
(something he or she is authorized to do) to in
clude a logic bomb that, were he or she to get fi red,
would destroy important user fi les. Such insiders
are partially trusted and might have the ability to
cover up their tracks (for example, by modifying
log fi les), which makes such attacks particularly
difficult to counter.
Because of the powerful attacks an adversary
can launch in a MATE scenario, we typically do
not expect any SP technique to fend off an attack
indefi nitely. Rather, we use techniques such as di
versity (generating multiple unique instances of
the same program), renewability (frequently updat
ing our defenses), and defenseindepth (layering
multiple levels of defenses) to construct defense
perimeters that will last for as long as possible.
SP primitives are categorized as tamperproofi ng
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Protected application

(protecting the integrity of a piece of
software, for example, by preventing
or detecting unauthorized modifica
tion of code), watermarking (ensur
ing that unauthorized copies can be
traced by embedding unique identi
fiers in a piece of software), obfus
cation (protecting the intellectual
property in software by making it dif
ficult to reverse engineer), and birth
marking (detecting illegal reuse of
software by evaluating the similarity
of two pieces of code).
With the realization that MATE
attacks present a real threat both to
important aspects of our lives as in
dividuals and to the security of com
mercial and government institutions,
we must become better at building,
deploying, and evaluating SP tech
niques. Developing effective proce
dures for software protection algo
rithm evaluation, in particular, has
been a serious concern for the SP
community for some time. Addition
ally, the community is still lacking
a universally accepted set of attack
models, without which it becomes
difficult to develop and evaluate novel
defense strategies. Negative results on
the impossibility of perfect and uni
versal obscurity1 did not dishearten
researchers from developing methods
and algorithms for hiding sensitive
information in programs. As well as
Rice’s theorem represented the great
est challenge for the development of
automatic program analysis and veri
fication tools in the last 30 years, the
impossibility of obfuscation against
malicious attacks is a major challenge
for developing robust, concrete tech
niques that sufficiently delay attacker
attempts to defeat them.
SP attacks and defenses are diffi
cult to analyze, model, and evaluate
for three fundamental reasons. First,
the attacker is human and thus uti
lizes creativity, motivation, and inge
nuity in circumventing SP defenses.
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Figure 1. Modeling dynamic software protection algorithms. The protected
application contains an asset under attack from a man-at-the-end (MATE) adversary.
Sensors monitor the asset so an intelligent control system can determine whether
an attack is underway.

Second, the attacker has unlimited
access to the attack target. Third, all
defenses will only stand up to a de
termined attacker for some certain
period of time. Therefore, any suc
cessful model of attacks and defenses
must account for the capabilities of a
human attacker, and the result of an
evaluation procedure must express
the length of time that a particular
defensive algorithm will stand up
against such an attacker.
Formal methods on their own are
powerful tools for modeling auto
matic systems that can be used by a
human attacker, but they are inad
equate for providing a comprehen
sive model of a human-based MATE
attack. Such a model is therefore
naturally interdisciplinary, involving
many areas of computer science. In
particular, intelligent systems, in con
junction with software design, devel
opment and evaluation technologies,
formal methods for program analysis
and understanding, and program syn
thesis, will play a key role in building
models of human malicious reverseengineering abilities.
As an example, consider how intel
ligent systems can be used to model
www.computer.org/intelligent

dynamic SP algorithms (see Figure 1).
These algorithms continuously gener
ate or update MATE defenses at run
time. In the figure, the protected ap
plication contains an asset (such as a
proprietary algorithm, digital media,
cryptographic keys, or other data re
sources) under attack from a MATE
adversary. At runtime, sensors moni
tor the health of the application, the
assets, and the defense perimeter. An
intelligent control system reads the
sensor and, if it determines that an
attack is underway, instructs the de
fense generator/updater to modify or
strengthen the defense perimeter.

Software Protection
Evaluation Procedures
In July 2011, the First Software, Se
curity, and Protection Workshop
(http://www.ieeeisi.org/ssp.html) was
held in Beijing, in conjunction with
the IEEE International Intelligence
and Security Informatics Conference.
The workshop’s goal was to bring
together researchers and practitio
ners to make inroads into what has,
arguably, been the main stumbling
block for significant progress in the
field: the lack of universally accepted
9

evaluation standards and benchmarks
that would allow uniform comparison
of different protection algorithms.
A successful evaluation procedure
will be able to determine mecha
nistically the effectiveness of a SP
algorithm. Specifically, the evalua
tion should yield a set of properties
about the algorithm, such as how it
handles the tradeoff between pro
tection and performance, how much
information it leaks (stealth), and
how difficult it is for an adversary
to disable (resilience). An important
fi rst step toward evaluation proce
dures must be the development of a
set of benchmark programs, similar
to those found in other fields (such
as Standard Performance Evaluation
Corporation [SPEC] benchmarks for
system software performance evalu
ation or Transaction Processing Per
formance Council [TPC] for database
evaluation).
Both synthetic and real bench
marks will be needed. Synthetic
benchmarks should be small, should
contain a clearly identified asset that
needs to be protected, and should al
low qualitative analysis of the nature
of the protection to be added to the
code. Real benchmarks should be
open source, should implement an
application similar to common uses
of software protection (DRM, com
puter games, SCADA systems for in
frastructure protection, and so on),
and be close enough to realworld
implementations to allow meaningful
quantitative analysis of an algorithm,
in particular its protection and per
formance tradeoff.
Because evaluation procedures
must be designed with respect to
some class of attacks, the workshop
discussions also centered on how to
develop universally accepted attack
models for SP research. Such mod
els must take into account the power
of reverseengineering tools and the
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strategies commonly employed by ad
versaries. From a practical perspec
tive, an understanding of the power
of currently available tools is impor
tant when we implement particu
lar protection algorithms because it
lets us select a particular tradeoff
between security and performance.
From a research perspective, how
ever, we need to formalize the notion
of a reverseengineering tool and ab
stract the capabilities and limitations
of such tools.
Attack models must further defi ne
what it means for an attack to be suc
cessful. Success in a SP scenario is
much harder to defi ne than in, say,
cryptography or network security.

Can we learn from
cryptography and try
to emulate this success
in the area of software
protection?
For example, consider an attacker
who wants to discover the important
algorithms contained in our applica
tion. A fi rst step might be trying to
reconstitute as much of the source as
possible, by disassembling and/or de
compiling the binary executable. The
situation is more complicated when
the executable has been obfuscated
to prevent disassembly. But attack
ers might not need to recover all the
code to accomplish their goals; only
recovering the parts that relate to im
portant algorithms might suffice. Or,
maybe all they need is a dynamic dis
assembly that gives accurate instruc
tions for an executed path through
the program, rather than a static one
www.computer.org/intelligent

of the complete program. The attack
ers might be so accomplished that they
are comfortable reading raw machine
code and do not need to disassemble
or decompile it at all. Given these am
biguities, how do we define a success
ful attack or defense?

SP Primitives and Criteria:
Lessons from Crypto?
Defining security requirements is
challenging because attackers will
often try to exploit subtle differ
ences between the real requirements
and our defi nitions and benchmarks.
Furthermore, it can be challenging
to defi ne and measure the attacker’s
capabilities as well as exact criteria
for successful attacks. In fact, prac
titioners do not always use consis
tent, welldefi ned terminology to de
scribe the functionality of security
mechanisms.
For example, consider commonly
mentioned, basic SP goals such as
tamper resistance and obfuscation.
What is really required here? Both
requirements are often mentioned
as “defense against reverse engineer
ing,” but what does this really mean?
And in fact, is there a single meaning,
or are there multiple useful notions of
tamper resistance and obfuscation?
Can we create precise defi nitions that
will also be meaningful in practice?
Cryptography, a key security disci
pline, was studied and practiced for
many years before precise definitions
were adopted. Welldefined require
ments were not published until in the
late 1970s and early 1980s. However,
once welldefined requirements were
introduced, a dramatic increase in
cryptography research followed, with
a rapid flow of innovation—beautiful,
insightful theoretical results—as well
as useful and practical designs and
systems. Can we learn from cryptog
raphy and try to emulate this success
in the area of SP? Can we use the same
Ieee INTeLLIGeNT SYSTemS

style of definitions? Are some crypto
graphic definitions relevant to SP?
One lesson we can take from cryp
tography is the importance of iden
tifying and focusing on a few basic
building blocks. Indeed, although
there are numerous defi nitions of dif
ferent cryptographic schemes, there is
a vast amount of research investigat
ing relationships between these defi
nitions and, mainly, proving reduc
tions between schemes. In fact, most
works defi ning a new type of scheme
include a proof of reduction, showing
how the new type of scheme can be
securely implemented using well
known basic building blocks. There
is a relatively small number of such
basic building blocks, such as block
ciphers (such as the Advanced En
cryption Standard and Data Encryp
tion Standard), collisionresistant
hash functions and oneway func
tions (such as the Secure Hash Algo
rithm family of functions), and trap
door permutations (such as the RSA
[Rivest, Shamir, and Adleman] al
gorithm). Most other schemes have
provably secure implementations us
ing these basic blocks, including such
important schemes as shared and
publickey encryption and digital
signatures. Thus, the SP community
must establish the security of the few
basic building blocks and use them to
build new complex, provably secure
mechanisms.
Another lesson is the importance
of clean, simple definitions of secu
rity and of adversarial resources and
capabilities. In particular, one of the
underlying principles of cryptogra
phy is Kerckhoffs’ principle, estab
lished in 1883 by the Belgian military
cryptographer Auguste Kerckhoff: “A
cryptosystem should be secure even if
everything about the system, except
the key, is public knowledge.”2 Kerck
hoff’s principle stands in contrast to
the approach of “security through
November/December 2011

obscurity,” which is still the norm in
the field of SP. The many advantages
of designs following Kerckhoffs’ prin
ciple are well known, but the question
is, can we find reasonable SP systems
that do not depend on obscurity?

funding sources and promoting SP
as a legitimate branch of computer
security; and
• providing highquality publication
venues dedicated to disseminating
results in SP research.

Digital Asset
Protection Association

Thus, important initial tasks for
DAPA will be to

To address these challenges, the Digital
Asset Protection Association (DAPA)
was launched during the First SSP
Workshop. DAPA is a nonprofit orga
nization with the goal of improving the
state of the art in the SP field. Our hope
is that DAPA will serve a role for SP

The goal of the Digital
Asset Protection
Association is to bring
together vendors,
academics, software
developers, and
government agencies.
similar to the role SPEC plays for com
puter systems and TPC plays for devel
opment in the database field.
In particular, our goal is for DAPA
to bring together vendors, academics,
software developers, and government
agencies interested in SP, attacking
the main challenges currently ham
pering development in the field by
• building community standards for
evaluating the effectiveness of SP
algorithms;
• galvanizing the research com
munity around SP research and
practice, overcoming the lack of
www.computer.org/intelligent

• create awareness of the seriousness
of MATE attacks among politicians,
government agencies, software de
velopers, and the general public;
• galvanize the scientific community
around the main open problems
and issues in SP in a MATE attack
context;
• bridge communities, such as crypto
graphy, programming languages, in
telligent systems, and software engi
neering, to cooperate in the SP field;
• set community standards for algo
rithm evaluation;
• lobby funding agencies (such as
the US National Science Founda
tion, European Science Founda
tion, and DARPA) to create pro
grams in support of SP research
and development;
• develop curricula and educational
resources in support of undergrad
uate and graduatelevel SP courses;
and
• organize challenge competitions,
workshops, and conferences and
publish journals.

History
DAPA is the result of a longstanding
activity that involved academics,
industry, and practitioners. Since
the pioneering research on code
protection by obfuscation, diver
sification, and watermarking in
the early 1990s, there has been a
growing interest in this subject.
In the industrial community, SP
is viewed as a critical asset, often
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kept secret or for internal use only.
This view has impeded the dissemi
nation of information and exper
tise. In recognition of this problem,
Cloakware, a leading producer of
SP technology, initiated fruitful co
operation with academics in 2005,
opening the field for a concrete in
volvement of industry and academia
in joint research projects and setting
up the basis for a larger community
in SP, including researchers and end
users.
In academia, the interest in SP has
been the meeting point for various
communities, from cryptography to
programming languages, from hard
ware design to formal methods. The
academic community working in
SP is therefore naturally scattered,
with a diversified background, but
it is active in most countries. Activi
ties include theoretical approaches
as well as practical tools and algo
rithms, where various heterogeneous
methods and approaches share a
common goal and often common
principles.
The need to devise a common in
frastructure including widespread ac
tivities and goals was clear, leading a
group of researchers from the Universi
ties of Arizona, Virginia, and Verona;
CAS; and Cloakware (now Irdeto)
in 2010 to organize the first train
ing program for PhD students and
practitioners devoted to spreading
the philosophy and technology be
hind SP. The successful organiza
tion of the first International Sum
mer School on Information Security
and Protection in Beijing in July
2010 (http://isisp10.scienze.univr.it/
Welcome.html) was doubled in Ghent,
Belgium, in 2011 (http://issisp.elis.
ugent.be/?file=kop1.php).
Tasks
Building an academic and industrial
organization such as DAPA from
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scratch will take time. Over the next
five years, we foresee the following
activities.
Certifi cation. DAPA will strive to
become a reference for certifying
technology in digitalasset protec
tion. This task involves a number
of different activities including de
fi ning and maintaining benchmarks
for evaluating technologies, provid
ing metrics and formal methods for
evaluating protection mechanisms,
building and maintaining a network
of experts in code protection, build
ing one or more red teams whose
main goal is to validate technologi
cal solutions with respect to the state

DAPA seeks the
development of secure,
dependable, and
trusted digital-asset
infrastructures.
of the art in tools and methodologies
of attack, and providing continuous
feedback for benchmark and metric
evaluation.
Support. DAPA will build and main
tain the necessary infrastructure for
fundraising, promoting access to
DAPAdeveloped content (schools,
workshops, seminars, and con
ferences) to young researchers and
practitioners interested in pursuing
SP research. Furthermore, DAPA
will provide the necessary informa
tion, literature, tutoring support,
and career opportunities for anyone
interested in entering the digitalasset
protection field.
www.computer.org/intelligent

Dissemination. DAPA will maintain
a website and will be present in most
social networks, bringing together
those interested in the field. DAPA
will organize summer schools, con
ferences, and workshops covering
technical, legal, and social aspects
connected with SP and DRM. Con
nected with these activities, we will
plan industrial days to disseminate
the DAPA philosophy among poten
tial new end users. DAPA will also
encourage the scientific development
of the field through a scientific jour
nal devoted to publishing highqual
ity, original research in the digital
asset protection field. This magazine
will focus on topics related to MATE
attacks, including reverse engineering
(malicious by hackers or analytical by
malware analyzers), malware (design,
disable, and detection), technical and
software aspects of DRM, tamper
proofi ng, obfuscation, watermark
ing, birthmarking for software pro
tection, theoretical basis for software
protection, practical studies of SP
and reverseengineering tools, secure
and tamperproof hardware, white
box cryptography, information hid
ing, and steganography in code.
Technology transition. DAPA will en
courage the development of new re
search labs and companies around
the themes of digitalasset protec
tion. Technology transition will be
achieved by supporting business in
telligence activities and by identify
ing the grand challenges in the field,
supporting virtuallab infrastructures
coordinating interuniversity and in
dustryacademy cooperation and lab
networking.

Our Vision
Most of the information in digital
societies is embedded in software,
which has become increasingly per
vasive. The longterm vision of DAPA
Ieee INTeLLIGeNT SYSTemS

is establish a unifying approach,
with accompanying of tools and met
rics, for addressing the real prob
lem of information protection in the
digital era.
A deeper understanding of the
basic aspects of concealing and un
veiling in programming languages
and in software design can be the
basis to extend these methods to
any area where computational enti
ties characterize dynamical behav
ior. DAPA seeks the development
of secure, dependable, and trusted
digitalasset infrastructures, in
particular on the side of provable,
secure information technologies;
measurable security; metrics and
benchmarks for their comparative
evaluation; and definitive support
for certification and standardiza
tion of procedures and methodolo
gies in digitalasset protection, with
particular emphasis on software
protection.
DAPA targets both advanced soft
ware technologies, which impact the
software development process and fo
rensics, as well as foundational issues
such as new developments in pro
gramming languages and software
engineering.
These objectives will be achieved
by considering the widest possible
set of tools, including formal meth
ods, empirical testing, and AI meth
ods. We expect to expand the areas
of DAPA application from the tradi
tional DRM and intellectual property
protection (IPP) contexts to new ar
eas, where the protection of critical
information is crucial. This includes
financial systems, conditional ac
cess systems (CASs), copyprotection
mechanisms, digital content protec
tion, health information management
systems, online systems, weapon
systems, wireless systems, and any
security solutions for securitycritical
systems.
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