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Abstract Interpretation

Consider C = p(Z): [Cousot & Cousot’77]

Al

{0,1,2,3,...}
{0,-1,-2,-3,..}

{_2! _3}
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Abstract Interpretation

Consider C = p(Z): [Cousot & Cousot’77]

Abstract domain

o, Yy monotone, a(x) <y & x <vy(y), ay(y) =y, ya(x) > x

v =V{v| alv) <x }Eatx)and a) =A{y] x<viy) FEY )
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Abstract Interpretation

Consider C = p(Z): [Cousot & Cousot’77]

{0,1,2,3,..}
Q)

Abstract domain

Y& monotone, you(x) > x, ya(yax(x)) = ya(x)
= Upper closure operator.
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Abstract Interpretation

Consider the complete lattice < C, <, A\,V, L, T >, A; € uco(C)

Lattice of Abstract Domains = Lattice uco
A=p(C)
< uco(C),C, M, L, Ax. T,Ax. x >
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Abstract Interpretation

Consider the complete lattice < C, <, A\,V, L, T >, A; € uco(C)

Lattice of Abstract Domains = Lattice uco
A=p(C)
< uco(C),C, M, L, Ax. T,Ax. x >
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Abstract Interpretation

Consider the complete lattice < C, <, A,V, L, T >, A; € uco(C)

Lattice of Abstract Domains = Lattice uco
A=p(C)
< uco(C),C, M, L, Ax. T,Ax. x >

ATEA; & Ay CA;g
MA; = M(UjA4)
LA = NiA4

Top: \ Bottom:
T, C A
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Abstract domain completeness

Let < A, «,y, C > a galois insertion. [Cousot & Cousot '77,79]
f:C— C,f*=aofoy:A— A (b.c.a. of f) and p=y o «

T Ta
Nl N
p correct for f(x) N fa(x)
S e )
x x(x)
~ . N/
1 1e
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Abstract domain completeness

Let < A, «,y, C > a galois insertion. [Cousot & Cousot '77,79]
f:C— C,f*=aofoy:A— A (b.c.a. of f)and p=y o x

T Ta
N N
x) = af(x) = f%«(x)
X x

il /f fa/
pfp = pf « (%)
~. 7 N

p complete for f
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DEFINING

ABSTRACT NON-INTERFERENCE

{
Language-based Security: Abstract Non-Interferece — p.6/32

Standard Non-Interference

Public Input

Private Input

Public Output

V1:L,Vhy, hy tH [P](hy, )" = [P](hz, )"
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Standard Non-Interference

Public Input

Private Input

Public Output

WL L, Vhy, hy B [P](hy, D" = [P](ho, 1)
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Abstract Non-Interference (Narrow)

Public Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output

p,1 € Abs(p(V*)): MIP(p): n(ly) =n(lz) = p([P](h1,11)") = p([P](h2,12)")
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Abstract Non-Interference (Narrow)

Public Input Private Input
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Abstract Non-Interference (ANI)

Public Input Private Input

[Giacobazzi & Mastroeni '04]

-++1"") Public Output

0,1 € Abs(p(V*)): (n)P(p):
n(l)=n(l2) = p([P](hq,n(L1))*) =p([P](h2,n(12))*)
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Abstract Non-Interference (ANI)

Public Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output
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Examples

EXAMPLE I;
whilehdo (l:=1+2; h:=h—1).
Standard Non-Interference = [id]P(id)
h=0,1=1~ 1=1
h=1,1=1 ~ 1=3
h=n,1=1~ 1l=1+2n
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Examples
EXAMPLE I:

while hdo (1:=1+2; h:=h—1).

Standard Non-Interference = [id]P(id)

h=0,1=1~ 1=1
h=1,1=1 ~ 1=3
h=n,1=1~ 1=1+2n
lid]P(Par)

h=0,1=1 ~ Par(l) =o0dd
h=1,1=1 ~ Par(l) = odd
h=n,1=1 ~ Par(l) =odd
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Examples

EXAMPLE Il
P= 1l:=2%1%h%

[Par]P(Sign)

h=1,1=4 (pPar(4) = even) ~ Sign(l) =+
h=1, l=—4 (Par(—4) = even) ~» Sign(l) = —

{
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Examples

ExaAMPLE II:
P= 1:=2%1lxh?.

[Par]P(Sign)

h=1, 1 =4 (pPar(4) = even) ~ Sign(l) =+
h=1, 1=—4 (Par(—4) = even) ~» Sign(l) = —

U

(Par)P(Sign)

h = -3, Par(l) = even ~» Sign(l) = | don’t know
h =1, Par(l) = even ~ Sign(l) = | don’t know
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ExXAMPLE III:

Examples

P= l:=1xh?
(id)P(Par)
h=2 1=1 ~ Par(l) =even
h=3,1=1 ~ Par(l) =odd
h=n,1=1 ~ Par(l) = Par(n)

Language-based Security: Abstract Non-Interferece — p.10/32

Declassified ANI via blocking

Public Input Priva

te Input

[Giacobazzi & Mastroeni '04]

Public Output

p,m € Abs(p(V*)),d € Abs(p(VH)): (n)P(d ~p):

n(l1)=n(l2) = p([PY(b(h1),n(l1))*) =p([PI(d(h2),n(12))")

Language-based Security: Abstract Non-Interferece — p.11/32



Declassified ANI via blocking

Public Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output

p,neAbs(p(VL)),d>eAbs( ( )) (m)P (cb wl]p)
(L) =n(l2) = p([P](d(hy),7 p([PI(¢ n(l2)*)

L nguage b dS urity: Abstract Non-Interferece — p.11/32

Declassified ANI via blocking

Public Input Private Input

[Giacobazzi & Mastroeni '04]

Public Output

p,neAbS(zp(VL)),cbeAbS( ( )) (m)P (cb wﬂp)
(L) =n(lz2) = p([P](d(h1),n p([P](¢ n(l2))*)

L nguage b dS urity: Abstract Non-Interferece — p.11/32



Declassified ANI via blocking

Private Input

Public Input

[Giacobazzi & Mastroeni '04]

Public Output

p,neAbs(p(VL)),d>eAbs( ( )) (m)P (cb wl]p)
(L) =n(l2) = p([P](d(hy),7 p([PI(¢ n(l2)*)

L nguage b dS urity: Abstract Non-Interferece — p.11/32

Declassified ANI via blocking

Private Input

Public Input

[Giacobazzi & Mastroeni '04]

Public Output

p,neAbS(zp(VL)),cbeAbS( ( )) (m)P (cb wﬂp)
(L) =n(lz2) = p([P](d(h1),n p([P](¢ n(l2))*)

L nguage b dS urity: Abstract Non-Interferece — p.11/32



Declassified ANI via blocking

Public Input

Private Input

[Giacobazzi & Mastroeni '04]

Public Output

p,m € Abs(p(V®)),d € Abs(p(VH)): (m)P(d ~p):
n(L)=n(l2) = p([Pl(d(h1),n(11)*) =p([Pl(d(h2),n(12))")
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Example

EXAMPLE.

U

(id)P(Sign ~~]Par)

Sign(h) =+, 1=1 ~ Par(l) = | don’t know
Sign(h) =—, 1=1 ~ Par(l) = | don’t know
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Declassified ANI (via allowing)

Public Input

Private Input

FN [Giacobazzi & Mastroeni ’04]

Public Output

p,1 € Abs(p(V*)),d € Abs(p(VH)): (M)P(d = p):
n(l)=n(l2) and ¢ (hy)=d(hy) = p([P](hy,n(11))*)=p([P](h2,n(12))")
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Declassified ANI (via allowing)
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Private Input
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Declassified ANI (via allowing)

Public Input

Private Input

i [Giacobazzi & Mastroeni '04]

Public Output

p,1 € Abs(p(V*)),d € Abs(p(VH)): (M)P(d = p):
n(l)=n(l2) and ¢ (hy)=d(hy) = p([P](hy,n(11))*)=p([P](h2,n(12))")
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Timed abstract non-interference

Standard denotational semantics
[P]

(XD

Standard trace
semantics

(P)

Trace semantics

)

Traces’ length = TiME ELAPSED
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Timed abstract non-interference

Standard denotational semantics

[Pl

Standard trace
semantics

(P)

Traces’ length = TivE ELAPSED

Stuttering removes time from traces!

TRACE SEMANTICS TRACE WITHOUT STUTTERING
20, — 20 — 27+ 1 — 27 27, — 27+ 1 — 27
o -
2Z — 27+ 1 — 27+ 1 — 27 27— 27+ 1 — 27
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Timed abstract non-interference

Standard denotational semantics

[P]

Timed denotational
semantics

[[P]]+T

Standard trace
semantics

(PD

Timed denotational semantics

J

Time counter = TIME ELAPSED
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Timed abstract non-interference

Standard denotational semantics

[P]

st
Timed denotational ~— ¢
semantics

[[P]]+T

Standard trace
semantics

(P)

<| P ’) +T
Timed trace semantics

Timed denotational semantics

J

Time counter = TIME ELAPSED
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Timed abstract non-interference

Standard denotational semantics

[P]

Timed denotational
semantics

[[P]]+T

Standard trace
semantics

(P)

q P ’) +T
Timed trace semantics

Time counter = TIME ELAPSED

Abstraction removes time from timed denotational semantics!

TIMED SEMANTICS UNTIMED SEMANTICS
Par([P](2,4,0))™ = Par(6,3) = (27,27 + 1) M ((2Z,27. + 1)) = (27,7
£ _
Par ([P](4,4,0))™ = Par(8,6) = (2Z,27) M ((2Z,27)) = (27, 7)
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CHARACTERIZING AND ENFORCING

ABSTRACT NON-INTERFERENCE

Language-based Security: Abstract Non-Interferece — p.15/32

Deriving output attackers

Abstract interpretation provides advanced methods for designing abstractions
(refinement, simplification, compression ...) [Giacobazzi & Ranzato '97]

Designing abstractions = designing attackers
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Deriving output attackers

Abstract interpretation provides advanced methods for designing abstractions
(refinement, simplification, compression ...) [Giacobazzi & Ranzato ’97]

Designing abstractions = designing attackers

Characterize the most concrete p such that (n)P(¢d ~[p)

[The most powerful public observer]
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Deriving output attackers
The following theorems hold:

Consider 1 € Abs(p(V*)):
We characterize the function An. m][P](id) whose result is

n{e| mre) }.
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Deriving output attackers

The following theorems hold:

Consider n € Abs(p(V*)):
We characterize the function An. m][P](id) whose result is

n{ | mre) }.

Consider n € Abs(p(V")) and ¢ € Abs(p(VH?)):
We characterize the function An. (n)[P](¢$ ~lid) whose result is

n{e| mp@ e }.
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Deriving output attackers

The following theorems hold:

Consider 1 € Abs(p(V*)):
We characterize the function An. m][P](id) whose result is

n{e| mre) }.

Consider n € Abs(p(V*)) and ¢ € Abs(p(VH?)):
We characterize the function An. (n)[P](¢$ ~lid) whose result is

n{e| mpo e }.

= This would provide a certificate for security with a fixed input observation.
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Deriving canonical attackers

Abstract interpretation provides advanced methods for designing abstractions
(refinement, simplification, compression ...) [Giacobazzi & Ranzato ’97]

Transforming abstractions = transforming attackers
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Deriving canonical attackers

Abstract interpretation provides advanced methods for designing abstractions
(refinement, simplification, compression ...) [Giacobazzi & Ranzato '97]

Transforming abstractions = transforming attackers

\

Characterize the most concrete 5 such that (5)P(¢ ~{6)

[The most powerful canonical public observer]

= This would provide a certificate for security.
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Deriving canonical attackers

EXAMPLE:
P= whilehdo(l:=1%2; h:=h—1)

.... we derive a secure attacker t =Y ({ n{2)N ‘ ne2N+1 } U {{0}}):

() [P] (id ~~7)

h=0, n(l) = 32N ~ =(1) =32
h =2, n(l) =32 ~ =) =32

~+ In the program 1 is always multiplied by 2!

|
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Proving Abstract Non-Interference

Abstract Non-Interference is not defined inductively on the syntax

|
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Proving Abstract Non-Interference

Abstract Non-Interference is not defined inductively on the syntax

\

Use of Abstract Non-Interference hard in automatic program verification
mechanisms.
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Proving Abstract Non-Interference

Abstract Non-Interference is not defined inductively on the syntax

)

Use of Abstract Non-Interference hard in automatic program verification
mechanisms.

\

Definition of sound proof systems for Abstract Non-Interference.

Mlci(p), [ple2(B)  (M)er (Y (p)), [ple2(Y (B))
Mler;e2(B) (M)er;e2(Y (B))
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Observer vs Observable

Consider = (1)P(d ~~p): In order to preserve non-interference...
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Observer vs Observable

Consider = (1)P(d ~~p): In order to preserve non-interference...

More abstract

More concrete

uco (p(V®))
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Observer vs Observable

Consider = (1)P(d ~~p): In order to preserve non-interference...

More abstract

More abstract

AND

More concrete More concrete

uco(p(V%)) uco(p(VH))

{
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ANI: A completeness problem

Recall that [Joshi & Leino’00]

P is secure iff HH; P, HH = P; HH

{
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ANI: A completeness problem

Recall that [Joshi & Leino’00]

P is secure iff HH; P, HH = P HH

Let X = (X%, X2) = #(X)%" (1% X2) € ueolp(V))

HH; P; HH

<= 1

Ho[P]oH

|
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ANI: A completeness problem

Recall that [Joshi & Leino’00]

P is secure iff HH; P, HH = P; HH

Let X = (X¥, X¥) = H(X) 78 %) € ueolp(V))

HH; P; HH

<= 1l

Ho[P]oH

= A COMPLETENESS PROBLEM

|
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ANI: A completeness problem

def

Let X = (X# X®) = H(X) = (T" X") € uco(p(V))

Ho[P]JoH = "Ho[P]

COMPLETENESS = NON-INTERFERENCE ‘

©  Transform H vs Core;

©  Transform H vs Shell.

RN

Cq

J

[Giacobazzi et al.’00]

{
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Making Backward complete

p2fp1 = paf

C2
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i S

Making Backward complete

r 02

C2

p2fp1 = paf
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Completeness shells and cores

[Giacobazzi et al.00]
P holds: Shell of A

P doesn’t hold /

ReENp.M( | max(F (1))

yep
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Completeness shells and cores

[Giacobazzi et al.00]
P holds: Shell of A

P doesn’t hold /

Re o M( | max(F" (1))
yep

6 Absolute shell of p: R¢(p) = gip5A@.p MRE(o);

© Relative shell of n relative to p: RE(n) =n M R¢(p).
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Completeness shells and cores

[Giacobazzi et al.00]
P holds: Shell of A

P doesn’t hold /

P doesn’t hold

P holds: Core of A

4
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Completeness shells and cores

[Giacobazzi et al.00]

b4 * hold P holds: Shell of A ,
oesn't ho / P doesnthold 5 J1ds: Core of A

%M. { y € C‘ max(f~' (ly)) C p }

© Absolute core of p: C¢(p) = pr%?\(p.p L C?(cp);

© Relative core of p relative ton: C(p) = p LU C¢(n).
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ANI as completeness

Let p € uco(p(VE)) = H, (X)L (TH p(X2)) € uco(p(V))

6 Narrow abstract non-interference: Hp o [PJoHy = Hp o [P];

6 Abstract non-interference: H, o [P]"® oHy = H,o [P]?

4
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ANI as completeness

Let p € uco(p(VE)) = H, (X)L (TH p(X2)) € uco(p(V))

6 Narrow abstract non-interference: H, o [PJoHn = Hp o [P];

G Abstract non-interference: H, o [P]"® oHy = Hpo [P]?

)
ppne (70 = (P ~id)

H
© PUBLIC OBSERVER AS COMPLETENESS CORE: C, 1

{

' &
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ANI as completeness

Let p € uco(p(VE)) = H, (X)L (TH p(X2)) € uco(p(V))

6 Narrow abstract non-interference: Hp o [PJoHy = Hp o [P];

6 Abstract non-interference: H, o [P]"® oHy = H,o [P]?

J

© PUBLIC OBSERVER AS COMPLETENESS CORE: CET;f]n@ (H) = (M) ~lid)

© PRIVATE OBSERVABLE AS COMPLETENESS SHELL: (n)P(RE_:;i]11 i (Hn) = p)

!
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ANI as completeness

PUBLIC OBSERVER AS COMPLETENESS CORE: CET,‘]“]HA, (H) = (M)PH(d ~id)

Ho

PRIVATE OBSERVABLE AS COMPLETENESS SHELL!: (T])P(R[[P]]n id

(Hn) = p)
ADJOINING ATTACKERS AND DECLASSIFICATION
d = () Pl(id ~id) & PMLe, M(Te(n,id) ) = T

Declassification

" The most abstract observable

Secure

T id The most concrete observer
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Declassification

[Banerjee, Giacobazzi and Mastroeni ’07]
By exploiting the strong relation between completeness and
non-iterference we can obtain the following results:

Model declassification as a forward completeness problem for the
weakest precondition semantics;

Derive counterexamples to a given declassification policy;
Refine a given declassification policy;

ifld<x+y<d+dx +dy N\ —dy <x—y < dx)then vA
if(x >0 Ax < d)then x| :=d;

private
input

if(x >d /A x < dy)then x| :=x;

(
(
def .
P= if(x > dx /\ x < dx +d)then x; := dx;
(
(
(

ifly >0 ANy <d)theny; :=d;
ifly >d A y<dy)then yr :=vy;

./

if(y>dy A\ y<dy+d)thenyr :=dy;
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Declassification

[Banerjee, Giacobazzi and Mastroeni ’07]

By exploiting the strong relation between completeness and
non-iterference we can obtain the following results:

Model declassification as a forward completeness problem for the
weakest precondition semantics;

Derive counterexamples to a given declassification policy;
Refine a given declassification policy;

We can model declassification as a model checking problem (see the
relation with robust declassification)

Language-based Security: Abstract Non-Interferece — p.24/32

ABSTRACT NON-INTERFERENCE
VS

OTHER APPROACHES
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Generalized abstract non-interference
NON-INTERFERENCE

Corresponds to asking that the behavior of the chosen relevant aspects of the
computation be invariant with respect to what an attacker may observe.
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Generalized abstract non-interference
NON-INTERFERENCE

Corresponds to asking that the behavior of the chosen relevant aspects of the
computation be invariant with respect to what an attacker may observe.

Xops: Specifies the semantics of the computations relevant for
interference (observation abstraction);
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Generalized abstract non-interference
NON-INTERFERENCE

Corresponds to asking that the behavior of the chosen relevant aspects of the
computation be invariant with respect to what an attacker may observe.

Xogs: Specifies the semantics of the computations relevant for
interference (observation abstraction);

o Specifies the maximum amount of information that an attacker may
observe concerning a computation (interference abstraction);
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Generalized abstract non-interference

NON-INTERFERENCE

Corresponds to asking that the behavior of the chosen relevant aspects of the
computation be invariant with respect to what an attacker may observe.

Xops: Specifies the semantics of the computations relevant for
interference (observation abstraction);

Nt Specifies the maximum amount of information that an attacker may
observe concerning a computation (interference abstraction);

X ar7: Characterizes what the model of the attacker can observe about
the system behavior (attacker abstraction).
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Generalized abstract non-interference
NON-INTERFERENCE

Corresponds to asking that the behavior of the chosen relevant aspects of the
computation be invariant with respect to what an attacker may observe.

Xogs: Specifies the semantics of the computations relevant for
interference (observation abstraction);

o Specifies the maximum amount of information that an attacker may
observe concerning a computation (interference abstraction);

X ar7: Characterizes what the model of the attacker can observe about
the system behavior (attacker abstraction).

ocart © xoBs ([P]) = ocart 0 ot © xops ([P]).-
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Generalized abstract non-interference
NON-INTERFERENCE

Corresponds to asking that the behavior of the chosen relevant aspects of the
computation be invariant with respect to what an attacker may observe.

Xops: Specifies the semantics of the computations relevant for
interference (observation abstraction);

Nt Specifies the maximum amount of information that an attacker may
observe concerning a computation (interference abstraction);

X ar7: Characterizes what the model of the attacker can observe about
the system behavior (attacker abstraction).

:> We characterize the minimal abstraction of ot that guarantees GANI.
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Generalized abstract non-interference
NON-INTERFERENCE

Corresponds to asking that the behavior of the chosen relevant aspects of the
computation be invariant with respect to what an attacker may observe.

Xogs: Specifies the semantics of the computations relevant for
interference (observation abstraction);

o Specifies the maximum amount of information that an attacker may
observe concerning a computation (interference abstraction);

X ar7: Characterizes what the model of the attacker can observe about
the system behavior (attacker abstraction).

SNNI = o1 0 o, ©id([P]) = otz © &) © otz 0id([P]).
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Generalized abstract non-interference
NON-INTERFERENCE

Corresponds to asking that the behavior of the chosen relevant aspects of the
computation be invariant with respect to what an attacker may observe.

Xops: Specifies the semantics of the computations relevant for
interference (observation abstraction);

Nt Specifies the maximum amount of information that an attacker may
observe concerning a computation (interference abstraction);

X ar7: Characterizes what the model of the attacker can observe about
the system behavior (attacker abstraction).

BNDC = 5 0oz, 0id([PI[TT]) = ot © g, 0 s 0id ([PITT]).
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Generalized abstract non-interference

NON-INTERFERENCE

Corresponds to asking that the behavior of the chosen relevant aspects of the
computation be invariant with respect to what an attacker may observe.

Xogs: Specifies the semantics of the computations relevant for
interference (observation abstraction);

o Specifies the maximum amount of information that an attacker may
observe concerning a computation (interference abstraction);

X ar7: Characterizes what the model of the attacker can observe about
the system behavior (attacker abstraction).

n-interference for Timed Automata = oy, 0 on ([P]) = x|y © &z © an ([P]).

[Hunt & Mastroeni ’05]
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PER model of ANI

Partitioning Closure
[Ranzato and Tapparo '04]

7
s
s
7

@3

Cofam lo}

Language-based Security: Abstract Non-Interferece — p.27/32



PER model of ANI

[Hunt & Mastroeni ’05]

Partitioning Closure
[Ranzato and Tapparo '04]
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T(n) is the most concrete partitioning closure containing n!
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PER model of ANI

[Hunt & Mastroeni '05]
T(n) is the most concrete partitioning closure containing n!

mlr(p) iff [P]:Al x Rel” — Al x Rel?
iff  [IT(n)]P(TT(p))
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PER model of ANI

[Hunt & Mastroeni ’05]
IT(n) is the most concrete partitioning closure containing n!

nlp(p) iff [P]: Al x Rel” — Al x Rel?
ift [TT(m)1P(TT(p))

)

[R]P(S) sse [P]: Al xR — All X S

Language-based Security: Abstract Non-Interferece — p.27/32

ANI vs Robust Declassification
[Zdancewic & Myers '01]

The PER model of Abstract Non-interference on the maximal trace
semantics is EQuIvALENT To the security properrty introduced for Robust
Declassification!
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ANI vs Robust Declassification
[Zdancewic & Myers '01]

Let us recall that Declassificazione robusta transform the attacker
observational capability in order to derive what the program releases:

Vo,0' € Z.(0,0') € S[x] & Obss(S,~) = Obsy/(S,~)

[Banerjee, Giacobazzi and Mastroeni ‘07] This is a backward
completeness problem!
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ANI vs Robust Declassification
[Zdancewic & Myers '01]

Let us recall that Declassificazione robusta transform the attacker
observational capability in order to derive what the program releases:

Vo,0’ € L.(0,0') € S[~] & Obse(S,~) = Obsy/(S,~)

Example:

(t,h,p,q,r) — (t,h,p,q,r1)
Qraad o )

(0,h,q,q,1) — (1,h,q,q,0)
(0O,h,p,q,0) — (1,h,p,q,0) p#q

0,h,p,q,1) — (I,h,p,q,1) p#gq

The public variables are t, q, v, hence the partition induced by H is:
thp,qr =t h p q rhifft=t'" Aq=q' Ar=1'
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ANI vs Robust Declassification

[Zdancewic & Myers '01]

Let us recall that Declassificazione robusta transform the attacker
observational capability in order to derive what the program releases:

Vo,0' € Z.(0,0') € S[x] & Obss(S,~) = Obsy/(S,~)

Example:
<t,h,p,q,1‘> = <t)h)p)q)r>
<O,h,q,q,0> = <1>h)q)q>1> "_~ ’,'
O.maal) = (1haaq0)
<O)h)p)q)o> |_> <1)h)p)q)o> #q
<O)h)p)q)]> |_> <1)h)p)q)1> %q

<]’h)p)q)0>|—><o)h)p’q)o> ’p#q
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ANI vs Enforcing Robust Declassification

[Myers et al. ’04]
Language=Impr+declassify(e)+[e]
Plal is the program P under the attack a!

4

P[e] € ROBUSTO S€

Vs1,s2 € Z.Va,a’: [Plal](s1)® = [Plal](s2)* = [Pla’l](s1)* = [Pla’l](s2)"

If a controls only public inputs then it is ANI!

EXAMPLE:

P9 (o)1= 1 + declassify(h mod 3)

J

P satisfies robust declassification!
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ANI vs Enforcing Robust Declassification

[Myers et al. '04]
Language=Impr+declassify(e)+[e]
Pla] is the program P under the attack a!

)

Ple] € ROBUSTO S€
Vs1,s2 € ZVa,a’: [Plal](s7)® = [Plal](s2)® = [Pla’l](s1)* = [Pla’]](s2)"

If a controls only public inputs then it is ANI!

EXAMPLE:

pdef [e];1:= 1 + declassify(h mod 3)

P satisfies robust declassification!

\

Declassified ANI shows that P satisfies robust declassification declassifying the
MINIMAL amount of information!
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ANI vs Enforcing Robust Declassification

[Myers et al. ’04]

Language=Impr+declassify(e)+[e]
Plal is the program P under the attack a!

4

P[e] € ROBUSTO S€
Vs1,s2 € Z.Va,a’: [Plal](s1)" = [Plal](s2)* = [Pla’l](s1)" = [Pla’l](s2)"

If a controls only public inputs then it is ANI!

ExavpLe:  Consider
P= 1:=1+ (h mod 3)

)

The maxivaL amount of information released is
b =1{T,3%2,3Z2+1,3Z+2,}.
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ANI vs Delimited release

[Sabelfeld & Myers '04]

Language=Ivp+declassify(e)
s1 ~g sy iff Ve € E. [e](s1) = [e](s2)

J

P satisfies DELIMITED RELEASE, E = { e ) declassify(e) in P }

Vs1,82 € Z.s7 =s5 Asy =g s2 = [P](s1)* =[P](s2)"

EXAMPLE:
The program P satisfies delimited release while P’ doesn’t:

pel it declassify(h > k) then (h:=h —k;1:= 1+ k) else nil

d)k:{VH,{h’ h>k }{h‘ h<k },@}
¢ =[]k dx =id
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ANI vs Delimited release

[Sabelfeld & Myers '04]

Language=Ivp+declassify(e)
s1 ~g sy iff Ve € E. [e](s1) = [e](s2)

\’

P satisfies DELIMITED RELEASE, E = { e ) declassify(e) in P }

Vs1,82 € Z.s7 =s5 Asy =g s2 = [P](s1)* =[P](s2)"

EXAMPLE:
The program P satisfies delimited release while P’ doesn't:

1:=0;
P,d:ef whilen > 0do k:= on+l
if declassify(h > k) then (h := h — k;1:= 1+ k) else nil

n:=n-—1
4

$ =id
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ANI vs Relaxed non-interference

[Li & Zdancewic '05]
Language=A-calculus (no explicit declassification)

J

P satisfies RELAXED NON-INTERFERENCE, if

P=f(nyoq)(ny02)...(nroy)

EXAMPLE:

Pd_ef [ X := hash(sec);y := x mod 264;

if y = in then out = 1 else out := 0;

o VH,{ sec‘ hash(sec) mod 2% = in } ,
e { sec‘ hash(sec) mod 264 #1in } %)

¢:Hin¢in:{VH>®}U{264Z+n‘ 0<n<2% }
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ANI vs Relaxed non-interference

[Li & Zdancewic '05]
Language=A-calculus (no explicit declassification)

)

P satisfies RELAXED NON-INTERFERENCE, if

P = f(Tl1 O'])(le(Tz) e (leGk)

EXAMPLE:
Password check:

P = Ain.if in = opyv then out := 1 else out := 0
satisfies relaxed non-interference being equivalent to:

Ax.Ag : Z — Z.(if g(x) then out := 1 else out := 0)in((Ax.Ay.x = y)opw)

—> As far as Declassified ANI is concerned the program is not secure : ¢ = id.
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Conclusions

WHAT HAVE WE DONE AND WHAT HAVE WE STILL TO DO?

ANI

{
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‘1‘
Conclusions
WHAT HAVE WE DONE AND WHAT HAVE WE STILL TO DO?
ANI
. non Decl
Decl NI Block
Decl ANI Block
Relaxed NI,
Selective Dep> ANI
non Decl
Decl NI Allow
1
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