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Who we are ?

SIMULATION ‘

vionics and <> imulation. roducts

S

Center of Competences for
® Electronics and on board Software in
real time applications

® Avionics and Simulation
Business Center

® Developing and selling products
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Our avionics products

Products / Equipment's sets

A300/310

- A319/20/21 DOMAINS

> Flight control
» Warnings
» Maintenance

»Communication

5

E[vY A380 shipget
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Elements on avionics

Architecture overview for the A330/340

Systems
SDAC state

parameters

FwWC

Flight
<+— parameter
S

ATSU

“—Yround systems

3

* Engines

FCPC
FCSC

3

Tobile surfaces
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From safety critical ...

« Electrical Flight Control

- Safety level: critical (A)

« Synchronous mono-application
« Hard realtime constraints

« From 150 kloc to 1000 kloc

SAO or SCADE Application
(Boolean, numeric computation)
Input /
device Hardware handling,

Fault detection Output
device

Computer hardware
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... 1o safety essential

IMA/A653 or POSIX-compliant

v On-Board Data
: Network
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 Air Traffic Control
communication

 Flight Warning function
» Safety level: C/B (DO-178B)

e Asynchronous multitask
application

e « Soft » realtime constraint
(communication timeout)

» Large application: upto 4000kloc
e Run on top of a multiappli OS
platform:
» Integrated Modular Avionics
A653

» embedded POSIX
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Today’s engineering ...

DO-178B/ED-12B certification compliance

® Guidance for satisfying airworthiness requirements

® Define software life cycle, processes and assurance
criteria

® | evel of assurance and completion criteria depend on
software level

® |ndustry-accepted techniques and methods

® Otherwise equivalence demonstration for alternative
means

Regular revision of DO-178 /ED-12_
® Next coming will be DO-178C
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.. Software life cycle: the “V” model

Quality of the processes

/
Specification = Validation testing
evues
N ( and /
: Analyses
Hll%gsli‘ggel \ Integration testing
Low Level Design Unit testing
. Development process \ / Verification process
> Develop the software » Provide conformance
. »Avoid error Coding evidence
» Detect error
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Motivation for static analysis technique

e Limits of tests:
» Costs: test means and tools, test software, coverage completion

» Intrinsic difficulties on: robustness checks, determination of
computer-resources upper-bounds, computation safety =>
suboptimal architecture, resources-consuming fault-tolerance
mechanisms

e The problems are increasing

» Trend towards software-intensive systems: more functions
implemented in software, more sophisticated functions, new
functions

» Evolution of underlying hardware technology: integration level,
modern processor architecture, floating-point operators

%
«
<
12}
g
S
2
£
<
Thirty Years Abstract Interpretation/POPL 2008/San Francisco 9th January 2008 Page 9 AIRBUS



... Motivation for static analysis technique

e Introduction of static analysis
» Main idea to avoid limits induced by test execution:

— Dynamic properties are « present » in the code of the program

» Analyse the source code - at compilation-time - to check
execution-time properties

— Exhaustive (notion of proof => maximum coverage)
— Highly automatized

» Well-founded on scientific theory
— Abstract interpretation
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Acceptabillity criteria for static analysis technique

® Ease of learning and use.
« Standard » avionics software developers must be able to use the tools
*Early payback.
New process must have better characteristics (productivity, quality-
effectiveness)
eEasy integration.
The use of the tools should not break down the actual verification
process and environment
*Ability to cope with real program.
Analyze unmodified program
at the source level -> C programming language
at the binary level(if required) -> X86, PPC
eScale-up to real size program.
Synchronous program -> 1000kloc
Asynchronous program -> 4000kloc
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Properties of interest: a first set

Resources properties
(WCET, stack usage)
A set of
independent static
analysers

Real-time
analyser

Program under
analysis

Numerical Functional

analyser

analyser

Floating-point precision Data properties

properties

End-user verification
methodology based
on formal static
analysis

Safety analyser
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Resources properties

 Abstract interpretation-based WCET and Stack analyzers (ABSINT)
» Fully part of the software production workbench
» Qualified (DO-178B) as verification tools
» Both analyse the binary executable code

\
Specification |eY/2||Ii?12%E . > Whole binary code of a program
Stack usage < Stack upperbound
N\ /
Design Integration execution time < WCET upperbound
architecture testing
AN /
Static design
LL Unit testing
requirements

N

Coding

Place in the development cycle

Thirty Years Abstract Interpretation/POPL 2008/San Francisco 9th January 2008 Page 13 AIRBUS



Resources properties

 Abstract interpretation-based WCET and Stack analyzers (ABSINT)
» Fully part of the software production workbench
» Qualified (DO-178B) as verification tools
» Both analyse the binary executable code

\
Specification |e\\/,2|||(:?]2%r|l . Whole binary code of a program
Stack usage < Stack upperbound
N\ / d
Design -
architecture
AN
Static desi
LL
requireme

Place in the development cycle

Thirty Years Abstract Interpretation/POPL 2008/San Francisco 9th January 2008 Page 14 AIRBUS




Resources properties

 Abstract interpretation-based WCET and Stack analyzers (ABSINT)
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Stack usage < Stack upperbound
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Design
architecture
N\
Static desi
LL
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Runtime error properties

« ASTREE (ENS Paris) aims at proving the absence of runtime errors for
synchronous program
» Analyzes successfully real, full flight control programs (340, 380)
» Achieves zero false alarm through parametric analysis
» Analyses C source code. Early use by Airbus verification specialists

Specification |e\\/,2||li?1té%r|13 > Whole source code of a program
N\
Design
architecture ASTREE
N |
Static deg: -
LL |

requirements | | |
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The future

e Emphasis on integration/verification

o Static analysis opens unprecedented perspectives for
software engineering

» Assurance-based on the product vs development process

» Computation-based engineering vs « human force »
e Developments are required

» Generalization
—Classes of programs
—Languages support

» Extension

—Classes of properties
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8 . .
— Software failure analysis
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This document and all information contained herein is the
sole property of AIRBUS S.A.S.. No intellectual property
rights are granted by the delivery of this document or the
disclosure of its content. This document shall not be
reproduced or disclosed to a third party without the express
written consent of AIRBUS S.A.S. This document and its
content shall not be used for any purpose other than that for
which it is supplied.

The statements made herein do not constitute an offer. They
are based on the mentioned assumptions and are expressed
in good faith. Where the supporting grounds for these
statements are not shown, AIRBUS S.A.S. will be pleased to
explain the basis thereof.
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