
“About” 20 Years of AI in Italy
Francesco Ranzato

University of Padova



The Beginnings in Italy:
Where 

Pisa

Padova



Giorgio Levi
group in Pisa

Gilberto Filé
group in Padova

1991: First published papers
in international venues

The Beginnings in Italy:
When and Who 



❖ Static analysis of logic programming (LP) by 
abstract interpretation

The Beginnings in Italy:
What 

❖ LP was popular in early 1990s and static analysis 
of LP was (and still is) a key concern

✦ Abstract declarative semantics of LP: bottom-up, 
top-down, compositional/modular, dealing with 
cut, Prolog, constraints, concurrency

❖ Main Italian contributions to LP analysis:

✦ Analysis of: variable sharing/aliasing, groundness, 
freeness, independence, numerical variables in 
CLP, etc. 



❖ At a given program point, is a logical variable x 
always bound to ground terms?

Groundness Analysis of LP 

❖ Useful for speeding-up unification, avoiding occur-
check,  improving on/combining with other 
analyses (independence, sharing)

❖ Abstract domains of Boolean functions: x → y 
means “whenever x becomes ground so does y”



q(x,y) :- p(x,y) ⓐ r(x,y) ⓑ

p(gr1, z) :-
p(z, gr2) :-
r(z,z) :-

Groundness Analysis of LP 

Program point ⓐ:  x ∨ y

p(gr1,z) :- p(z,gr2) :-

Program point ⓑ: (x ↔ y) ∧ (x ∨ y)

r(z,z) :-〰 From ⓐ〰
≡  x ∧ y

Both x and y are 
always ground in ⓑ



The 1990s in Italy

❖ New LP analyses:  Abstract diagnosis,  AI-based 
verification, type analysis, analysis of concurrent LP

❖ More precise and efficient abstract domains for LP: 
combined sharing/aliasing analysis, set vs pair-sharing, 
precise widening, improved abstract unification

❖ Systematic design/transformation of abstract domains: 
complementation, functional/linear refinement, 
disjunctive simplification, compression, complete 
refinement/simplification



❖ Reduced product:  A1 ⊓ A2 is the most abstract 
domain that is more precise (i.e. contains) both 
A1 and A2 

Abstract Domain Complementation

❖ The inverse of reduced product:  A1 ~ A2 is the 
most abstract domain whose reduced product 
with A2 gives back A1

8 · Cortesi et al.

1. INTRODUCTION

Abstract interpretation is a general theory, introduced by Cousot and Cousot [1977;
1979], for describing the relationship among semantics of programming languages
at different levels of abstraction. In this framework, program analysis is defined as
nonstandard program semantics, obtained from the standard one by substituting
its domain of computation, called concrete, (and the basic operations on it) with
an abstract domain (and corresponding abstract operations). The concrete and
the abstract domains are always complete lattices, where the ordering relations
describe the relative precision of the denotations, the top elements representing no
information. For example, assume that the concrete domain is the powerset ℘(ZZ)
of integer numbers. This may be the case whenever we perform a static analysis
on variables assuming integer values. Possible abstract domains are depicted in
the picture below. The interpretation of their elements is straightforward: for
instance, 0+ represents the set of nonnegative integers whereas − represents the
set of negative integers.
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The relation of abstraction between abstract domains is traditionally formalized
in terms of Galois insertions (cf. Cousot and Cousot [1977]). A domain D is an
abstraction of C, if there exists a monotone abstraction function α : C → D, which
is part of a Galois insertion. This happens whenever α is surjective, i.e., all the
elements of D are approximations of elements in C, and if c ∈ C is such an element,
then α(c) ∈ D is the least (unique) element in D which corresponds to an object
in C approximating the meaning of c. This correspondence is defined in terms of
an adjoint function γ : D → C, providing a representation in C for the elements
of D. The relation between domains established by a Galois insertion ensures that
the abstract domain contains only the best (viz., most precise) approximations of
the elements of the concrete one. This is the case of A+ and Sign in the example
above. In this case, −0 ∈ Sign is abstracted into ZZ of A+, which corresponds to
the least set in A+ containing nonpositive numbers, while 0 ∈ Sign is approximated
by 0+ ∈ A+, which corresponds to the least set in A+ containing 0.

Already in their early works Cousot and Cousot [1977; 1979], have pointed out
the importance of incrementally designing abstract domains. Richer domains can
be obtained by combining simpler ones or by lifting them by systematically adding
new information. The first kind of operations are known as domain combinators,
while the latter ones are known as domain completions . Both operations are de-
voted to enhance the expressive power of domains and have been called domain
refinements (cf. Filé et al. [1996]). All these domain operations provide high-level
facilities to tune the analysis in accuracy and cost. Among these operations for do-
main refinement, reduced product [Cousot and Cousot 1979] is probably the most
common and widely known one. It has been included as an important tool for de-
ACM Transactions on Programming Languages and Systems, Vol. 19, No. 1, January 1997.
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Completeness in AI

❖ Abstract semantics f# :  An→ A is complete when α ◦ f  =  f# ◦ γ

❖ Concrete semantics f : Cn → C

❖ Concrete semantics: addition/multiplication on sets of integers
4 · R. Giacobazzi, F. Ranzato, and F. Scozzari
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Fig. 1. The abstract domain Sign.

the behaviour of the concrete operation f by f ! over A and B. Completeness means
that, relatively to the semantic properties encoded by the abstract domains, such
losses of information never occur. Thus, 〈A,B, f !〉 is defined to be complete for
〈C,D, f〉, whenever αD,B ◦ f = f ! ◦ 〈αC,A, ...,αC,A〉. While soundness is the basic
requirement for any abstract interpretation, completeness is instead an ideal and
uncommon situation. In this case, roughly speaking, the abstract semantics is able
to take full advantage of the power of the underlying abstract domains.

Let us employ the classical “rule of signs” [Cousot and Cousot 1977; 1979] as
a simple example. The abstract domain Sign depicted in Figure 1 is used to
represent the sign of sets of integers in 〈℘(Z),⊆〉, which plays the role of con-
crete domain. Objects in Sign are self-explanatory, namely Sign is related to ℘(Z)
by an obvious adjunction. Consider a concrete pointwise multiplication operation
∗ : ℘(Z)2 → ℘(Z) defined by X ∗ Y

def= {x · y | x ∈ X, y ∈ Y } — pointwise addi-
tion is similarly defined. Then, the rule of signs over the abstract domain Sign
can be formalized by the most obvious abstract multiplication ∗! : Sign2 → Sign;
for example, −0 ∗! 0+ = −0 and 0 ∗! 0+ = 0. Thus, it should be evident
that 〈Sign, ∗!〉 is complete for 〈℘(Z), ∗〉, namely, for every pair of sets of integers
Z1, Z2 ∈ ℘(Z), α(Z1 ∗ Z2) = α(Z1) ∗! α(Z2). Here, this completeness relationship
precisely asserts the validity of the rule of signs, i.e., the sign of any integer mul-
tiplication can be exactly obtained by the rule of signs, with no loss of precision.
For example, α({−1} ∗ {−2}) = 0+ = −0 ∗! −0 = α({−1}) ∗! α({−2}).
On the contrary, this ideal situation does not hold for addition. The obvious
abstract addition +! : Sign2 → Sign over Sign is not complete: For instance,
α({−1} + {3}) = 0+ )= −0 +! 0+ = Z.

Likewise, fixpoint completeness is dual to fixpoint soundness. A least fixpoint ab-
stract interpretation 〈A, {T !

P }P∈Program〉 is fixpoint complete for 〈C, {TP }P∈Program〉
whenever, for all programs P , αC,A(lfp(TP )) = lfp(T !

P ). Thus, fixpoint complete-
ness means that there is no information loss when globally looking at least fixpoints.
As first noted by Cousot and Cousot [1979], completeness implies fixpoint complete-
ness. Analogously to soundness, completeness is, in general, easier to prove than
fixpoint completeness.

Let us consider the above rule of signs example. Let f : ℘(Z) → ℘(Z) be
defined by f

def= λX.{0} ∪ {x + 2 | x ∈ X}, and let f ! : Sign → Sign be defined
by f ! def= {Z +→ Z, 0+ +→ 0+, −0 +→ Z, 0 +→ 0+, ∅ +→ 0}. Both f and f !

are monotone, and it is not too difficult to observe that f ! is complete for f ,
and therefore fixpoint complete as well, i.e., α(lfp(f)) = lfp(f !). In fact, it turns
out that lfp(f) = {x ∈ Z | x ≥ 0, x even} and lfp(f !) = 0+. Instead, by

❖ Abstract domain of Signs ❖ Abstract addition +Signs is not complete

α({-1} + {2}) = 0+
α({-1}) +Signs α({2}) = -0 +Signs 0+ = ℤ 

❖ Abstract multiplication ×Signs is complete



Completeness Transformers

❖ Question: Can we minimally transform (enlarge/reduce) an 
abstract domain in order to make it complete?

❖ Completeness is an abstract domain property: the possibility of 
defining a complete abstract semantics depends only on A

YES!
...CONSTRUCTIVELY!



Completeness Transformers

4 · R. Giacobazzi, F. Ranzato, and F. Scozzari
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Fig. 4. The abstract domain I.

I enjoys a Galois insertion with 〈℘(ZZ),⊆〉, which is determined by the following
mappings:

αI(S) =






⊥ if S = ∅
[a, b] if min(S) = a and max(S) = b
(−∞, b] if ( ∃min(S) and max (S) = b
[a, +∞) if min(S) = a and ( ∃max (S)
(−∞, +∞) if ( ∃min(S) and ( ∃max (S);

γI(x) =






∅ if x = ⊥
{z ∈ ZZ | a ≤ z ≤ b} if x = [a, b]
{z ∈ ZZ | z ≤ b} if x = (−∞, b]
{z ∈ ZZ | a ≤ z} if x = [a, +∞)
ZZ if x = (−∞, +∞).

Cousot and Cousot [1977] introduced some abstractions of the domain of the
intervals. We recall these domains in Figure 5.

An abstraction of the intervals I is given by the domain ICS depicted in Figure 5.
This domain is obtained by identifying any integer number z by the interval [z, z],
the elements − and + by (-∞,0] and [0,+∞), respectively, and the element , by
(-∞,+∞). It is clear that ICS is an abstraction of I, since it corresponds to a Moore-
family of elements of I. ICS is an appropriate domain for constant propagation and
sign analysis.

A further abstraction of ICS , and hence of I, is given by the domain IC also
ACM Transactions on Programming Languages and Systems, Vol. 19, No. 1, January 1997.
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The 2000s in Italy
❖ A larger AI community: Padova, Parma, Pisa, Venice, Verona

❖ Numerical abstract domains, polyhedra, numerical widenings

❖ AI for non-interference and information flow in programming 
languages

❖ AI for abstract model checking and behavioural equivalences

❖ AI for code obfuscation and malware detection

❖ AI for analyzing OO programs

❖ AI for analyzing concurrent/distributed/mobile process calculi

❖ Probabilistic AI



❖ Non-interference: ∀l∈Low, h1,h2∈High, Low(P(l,h1)) = Low(P(l,h2))

Abstract Non-Interference

❖ l changes depending on the initial value of h, 
i.e. implicit flow from h to l: P is not secure

❖ However, if the attacker only observes parity 
information, P is secure

while h>0 do { 
  l=l+2; h=h-1;
}

❖ Abstract non-interference
A,B abstract domains, P is (A,B)-secure if ∀l1,l2∈Low, h1,h2∈High, 
αA(l1) = αA(l2)  ⇒ αB(Low(P(l1,h1)) = αB (Low(P(l2,h2)))

❖ P is (Parity,Parity)-secure

22 · Giacobazzi and Mastroeni

observe only some properties of public (i.e., L) concrete values. Clearly, in general,
we can suppose that the attacker has the same kind of limitations on observing
the public inputs. For this reason, in order to be as general as possible, we distin-
guish between the attacker’s observational capability on the public inputs and on
the public outputs of programs, by considering two distinct properties for respec-
tively input and output L-values. As usual in abstract interpretation, a property
is an upper closure operator on the concrete domain of computations, therefore we
consider two closure operators on the domain for public values, η, ρ ∈ uco(℘(VL)),
for modeling the attacker’s power. In the following, the model of an attacker , also
called attacker , is therefore a pair of abstractions 〈η, ρ〉, with η, ρ ∈ uco(℘(VL)),
representing what can be observed about, respectively, the public input and output
of a program. This leads us to the first generalization of standard non-interference,
called narrow (abstract) non-interference (NANI for short). The idea is that a pro-
gram P satisfies narrow abstract non-interference relatively to a typing on security
classes and a pair of closures η and ρ, denoted [η]P (ρ), if, whenever the L input
values have the same property η then the L output values have the same ρ property.
This captures precisely the intuition that η-indistinguishable input values provide
ρ-indistinguishable results. The following definition introduces the notion of narrow
abstract non-interference as a generalization of the standard one.

Definition 4.1. Let η, ρ ∈ uco(℘(VL)).

A program P satisfies [η]P (ρ) (is 〈η, ρ〉-NSecret) if
∀h1, h2 ∈ VH, ∀l1, l2 ∈ VL . η(l1) = η(l2) ⇒ ρ(!P "(h1, l1)L) = ρ(!P "(h2, l2)L)

Example 4.2. Consider the property Sign and Par represented in Fig. 2 and
the program:

P
def
= l := 2 ∗ l ∗ h2;

with security typing: t = 〈h : H, l : L〉 and V = Z. Clearly in the standard notion of
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Fig. 2. The Sign and Par domains.

secrecy there is a flow of information from variable h to variable l, since l depends
on the value of h, i.e., the statement is not secure. Let’s see what happens for
the 〈Sign, Par〉-NSecrecy. If the input is such that Sign(l) = 0+, then the possible
outputs, depending on h, are always in 2Z, indeed the result is always even because
there is a multiplication by 2. The same holds if Sign(l) = 0−. Therefore any

Submitted to ACM Transactions on Programming Languages and Systems

❖ Parity abstract domain



Strong Preservation in Model Checking

❖ Kripke structures K = 〈Σ,→,l〉 as system models

❖ Abstract Kripke structures A = 〈A,→#,l#〉 as abstract models
✦ A abstract state space, surjection h: Σ→A, i.e. A is a partition of Σ 
✦ →# abstract transition relation on A 

❖ Strong preservation for a language ℒ:
∀φ ∈ ℒ,  K ⊨ φ  ⇔ A ⊨ φ



Strong Preservation in Model Checking

R RY G Y

stop stop go go Language ℒ 
φ ::= stop | go | AXXφ  

No nontrivial strongly preserving abstract Kripke structure exists

B1={R,RY}

stop

B2={G,Y}

go

The unique candidate 
abstract state space is:

However, no abstract transition relation can 
be defined:

∕✦ This cannot be enough as B1 ⊨ AXX go

✦ It must be: B1→#B2 and B2→#B1

✦ Similarly for B2→#B2, contradiction 

∕✦ If B1→#B1 then B1 ⊨ AXX go, contradiction



Strong Preservation by Abstract Interpretation

❖ State partitions are particular 
abstract domains

❖ Generic abstract domains instead of state partitions

❖ Correct abstract functions of temporal operators instead of 
abstract transition relations

Partitions as Abstract Domains

S

A partition P ! Part(!) is a particular

over-approximating abstract domain

AP ! Abs("(!)) of the powerset "(!)"

❖ Strong preservation becomes (forward) completeness of 
abstract domains



Strong Preservation by Abstract Interpretation

❖ This allows to refine abstract models in order to make them 
strongly preserving

✦ Generalized Paige-Tarjan-like algorithms for achieving strong 
preservation w.r.t. a whole language

✦ Efficient algorithms for computing behavioural equivalences such 
as simulation equivalence

✦ Abstract fixpoint-guided abstraction refinements instead of 
counterexample-guided abstraction refinements (CEGAR) 



The Near Future
❖ The Italian AI community submitted a national research project 

proposal:  AIDA - Abstract Interpretation Design and 
Applications. Some obiectives:

✦ Scalable and precise numerical abstract domains, abstract domains 
for points-to and aliasing analysis

✦ Abstract interpretation of concurrent semantics based on event 
structures

✦ Hiding software watermarks in loops and completeness holes
✦ Transformations of temporal languages in order to get strong 

preservation
✦  ...



Conclusion
❖ Italy lively contributed, contributes and will contribute to AI 

research
❖ A “stat”: on DBLP, a search of papers with titles that include “AI” 

provides 431 hits: 37 authors have more than 5 papers in this list 
and 13 (35%) of them are Italians!

Italy thanks Patrick and Radhia 
for inventing Abstract Interpretation!


