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Abstract— Control code obfuscation is intended to prevent
malicious reverse engineering of software by masking the pro-
gram control flow. These obfuscating transformations often rely
on the existence of opaque predicates, that support the design
of transformations that break up the program control flow.
We prove that an algorithm for control obfuscation by opaque
predicate insertion can be systematically derived as an abstrac-
tion of a suitable semantic transformation. In this framework,
deobfuscation is interpreted as an attacker which can observe the
computational behaviour of programs up to a given precision
degree. Both obfuscation and deobfuscation can therefore be
interpreted as approximations of program semantics, where
approximation is formalized using abstract interpretation theory.
In particular we prove that abstract interpretation provides here
the adequate setting to measure the potency of an obfuscation
algorithm by comparing the degree of abstraction of the most
abstract domains which are able to disclose opaque predicates.
Keywords: Code Obfuscation, Abstract Interpretation, Program
Transformation, Program analysis, Semantics.

I. INTRODUCTION

Code obfuscation is one of the most promising techniques
to prevent malicious reverse engineering of software [1], [2],
[3], [4]. The goal of code obfuscation is to covert a program
into an equivalent one (up to some notion of observational
equivalence) which is more hard to understand and reverse
engineer. The obfuscating transformations can be classified
according to the kind of information they target [3]. Layout
transformations remove source code formatting and scramble
identifiers. Control transformations affect the control flow
of the program, while data transformations operate on the
data structures used in the program [26]. The aim of control
obfuscators is to obscure the code by affecting its control
flow, in order to make it more difficult to understand for a
malicious user (attacker). Examples are: control aggregation
transformation changing the grouping of statements, loop
unrolling, control ordering transformations altering the order
of statement execution and control computation transformers
hiding the true control flow of programs (see [3] for an
excellent taxonomy). These latter syntactic transformations
often rely on the existence of opaque predicates. A predicate is
opaque if its value is known a priori to the obfuscation, but this

value is difficult for the deobfuscator to deduce [4]. Given such
opaque predicates, it is possible to construct transformations
that break up the flow-of-control of the program by inserting
dead or buggy code in branching guided by opaque predicates.
In this case the resilience of the transformation clearly depends
upon the resilience of the opaque predicate. Typically PT and
PF denote the opaque predicate that evaluates respectively
always to true and false. Fig. 1 illustrates an example of
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Fig. 1. Opaque predicate insertion

how the insertion of an opaque predicate PT can be used
in order to confuse the control flow of a given program P .
In fact the set of possible behaviours of the transformed
program is an approximation of the set of possible behaviours
of the original one. By denoting τ [[P ]] the obfuscation of
program P , then by ignoring conditional statements, τ [[P ]]
admits more computational flows than what P does. These
“spurious” additional traces represent precisely what confuses
the malicious user, making the reverse engineering of τ [[P ]]
harder. It is well known that evaluating conditional statements
is a major challenge for static program analysis, and MOP
approximations often rely on ignoring conditional statements
in to order to make static analysis of large size code efficient
[16]. Recently, the combination of static and dynamic analysis
of code seems to provide a set of adequate heuristics for
disclosing opaque behaviors. Experimental results are reported
in [7], [33].
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The Problem

One of the major drawback of the existing control ob-
fuscation techniques is that, to the best of our knowledge,
there isn’t a formal definition of the relation between control
obfuscation algorithms and their effects on the formal seman-
tics of programs. Because a reasonable assumption is that
any intelligent attack requires a possibly partial knowledge
of program semantics [5], a stronger link between program
semantics and obfuscation algorithms would provide more
effective transformations, where the insertion of opaque pred-
icates can be driven by the semantics of the program, e.g., by
injecting misleading branching where static program analysis
may fail. The lack of a formal definition of attack models, i.e.,
of the knowledge of the the transformed program semantics by
malicious users, is also a weakness of the existing techniques.
In fact in this way it is hard to provide a uniform metric where
obfuscated code can be compared with respect to resilience
and potency. In this paper we consider the problem of both
systematically deriving obfuscation algorithm for opaque pred-
icates insertion from semantic transformations and modeling
attackers for comparing control obfuscation methods.

Main Results

Abstract interpretation is a general theory introduced by
Cousot & Cousot [15], [16] for describing the relationship
among semantics of programming languages at different lev-
els of abstraction. This general methodology for describing
and formalizing approximate computations finds interesting
applications in different areas of computer science, like for
instance in model checking [8], [19], [25], verification of
distributed memory systems [23], process calculi [9], [34],
security [28], [29], type inference [13], [27], theorem proving
[31], constraint solving [6], comparative semantics [10], [14],
[17], [20]. In this paper we consider abstract interpretation
[15] as a general framework for both specifying obfuscation
algorithms and for modeling attackers. This main idea is based
on the fact that abstract interpretation is general enough to
model both static program analysis as well as any, possibly
non-decidable, approximations of program semantics [11],
[14]. In the design of obfuscation algorithms we exploit
a recent result in [18], where the syntax of a program is
considered as an abstraction of its semantics, since the se-
mantics of a program contains more information, i.e., it is
more precise, than its syntax. Moreover the authors give a
semantic-based formalization of syntactic program transfor-
mation has as an approximation, by abstract interpretation,
of the corresponding semantic transformation. This allows us
to systematically derive syntactic obfuscation algorithms by
abstracting semantic transformations. In the case of control
code obfuscation, obfuscating corresponds precisely to allow
spurious traces in abstract semantics. Spuriousness cause a loss
of precision which can be specified as an abstract interpretation

of program semantics. The semantic transformation injecting
opaque predicates is then defined in fix-point form, from
which an iterative algorithm for syntactic code obfuscation
can be systematically derived. In this work we model attackers
as an approximation of the program semantics, in particular
each attacker is modeled by the abstract domain that captures
the property of the program semantics it wishes to grasp. In
this framework we prove that the relation between semantic
obfuscation and deobfuscation is a Galois connection and
that the resilience of the obfuscator strictly depends upon the
resilience of the inserted opaque predicates. The more concrete
is the semantics needed for a precise evaluation of the opaque
predicate the more high is the degree of resilience of the ob-
fuscation. Breaking opaque predicates is therefore essential for
distinguishing spurious behaviors from concrete ones. Once
again, abstract interpretation plays a key role here: The degree
of abstraction of the malicious user corresponds precisely
to the power of the attacker. Attackers by static program
analysis are specified as decidable abstractions of semantics,
while attackers by dynamic program analysis correspond to
possibly non-decidable abstractions. We prove that breaking
opaque predicates corresponds to have complete abstractions,
in the sense of abstract interpretation, as models of attackers.
In the abstract interpretation framework completeness means
that no loss of precision is accumulated by approximating
opaque predicates in the abstract domain [22], i.e., that the
computation of the semantics of the program in the abstract
domain leads to precise knowledge of the value of the opaque
predicate. In literature, given an incomplete abstract domain, it
has been defined a formal technique for systematically derive
the more abstract domain that refines it making it complete
[22]. Therefore, given an attacker, the most abstract domain
which refines the attacker and is complete for the given
opaque predicates specifies the borderline between harmless
and effective deobfuscators. Completeness refinement can be
used to measure resilience: A coarser refinement refers to a
weaker opaque predicate. This provides a way for measuring
resilience of control obfuscation by comparing the complete
abstractions for the injected opaque predicates in the lattice of
abstract interpretations.

II. PRELIMINARIES

A. Semantics

The semantics of a program is a formalization of its
behaviours for every possible input. Let Σ be a nonempty set
of states and �⊆ Σ×Σ be a transition relation, then Σ+ and
Σω def= N → Σ denote respectively the finite nonempty and
the infinite sequences of states, moreover Σ∞ def= Σ+ ∪ Σω.
Given a sequence σ ∈ Σ∞ of length |σ| ∈ N ∪ ω, we
denote with σi the i-th element of such sequence. A trace
is a sequence of states σ = σ�

0 σ�
1 . . .� σn in transition

relation, i.e., for all i < |σ| : 〈σi, σi+1〉 ∈�. For readability,
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Arithmetic expressions E ∈ E E ::= n | X | E1 − E2

Boolean expressions B ∈ B B ::= E1 < E2 | ¬B1 |
B1 ∨ B2 | tt | ff

Program actions A ∈ A A ::= B | X := E |
X :=?

Commands C ∈ C C ::= L1 : A → L2

where L1, L2 ∈ L ∪ {� l}
Programs P

def
= ℘(C)

TABLE I

ABSTRACT SYNTAX OF THE IMPERATIVE LANGUAGE

Arithmetic expressions: A : E[[χ]] → DΥ and var[[E]] ⊆ χ

A[[n]]ρ
def
= n A[[X]]ρ

def
= ρ(X)

A[[E1 − E2]]ρ
def
= A[[E1]]ρ − A[[E2]]ρ

Boolean expressions: B : E[[χ]] → {, _f, Λ} and var[[B]] ⊆ χ

B[[E1 < E2]]ρ
def
= A[[E1]]ρ < A[[E2]]ρ

B[[B1 ∨ B2]]ρ
def
= B[[B1]]ρ ∨ B[[B2]]ρ

B[[¬B]]ρ = ¬B[[B]] B[[]]ρ
def
= B[[ḟ ]]ρ

def
= ḟ

Program actions: S : A → (E[[χ]] → ℘(E[[χ]])) and var[[A]] ⊆ dom(ρ)

S[[B]]ρ
def
=

˘
ρ′ ˛̨

B[[B]]ρ′ = ∧ρ′ = ρ
¯

S[[X :=?]]ρ
def
=

˘
ρ′ ˛̨ ∃z ∈ Z : ρ′ = ρ[X := z]

¯
S[[X := E]]ρ

def
= ρ[X := A[[E]]ρ]

S[[]]ρ
def
= S[[skip]]ρ

def
= {ρ}

TABLE II

SEMANTICS OF THE IMPERATIVE LANGUAGE

� will be sometimes omitted and a sequence of states will
have the simplest form σ0σ1 . . . σn. The sequence µ is a
subtrace of σ if there exists i, j ∈ [0, |σ|[, where i < j and
µ = σ�

i σ�
i+1 . . .� σj . The maximal trace semantics of the

transition system 〈Σ, �〉 is T∞ def= T+ ∪ Tω, where T+ is the
set of finite traces and Tω the set of infinite traces of 〈Σ, �〉
[14]. From now on the (concrete) semantics S[[P ]] of a given
program P is intended as the trace semantics T∞ of P . In [14]
Cousot defines a hierarchy of semantics, where approximated
semantics can be derived as successive abstract interpretations
of the maximal trace semantics. In the following we consider
a simple imperative language defined in [18] with abstract
syntax in Table I, where L1 : A → L2 is a general command
C, and a program is defined as a set of commands. The
following basic functions are then defined:

lab[[L1 : A → L2]]
def
= L1 lab[[P ]]

def
= {lab[[C]]|C ∈ P}

var[[L1 : A → L2]]
def
= var[[A]] var[[P ]]

def
= ∪C∈P var[[P ]]

succ[[L1 : A → L2]]
def
= L2 act[[L1 : A → L2]]

def
= A

A program variable X ∈ var[[P ]] takes its value in a given
semantic domain D. An environment ρ ∈ E is a map from
variables X ∈ dom(ρ) to values ρ(X) ⊆ D, which specifies
the values of program variables. The semantics of boolean
and arithmetic expressions, together with the semantics of
program actions of this programming language are defined
in Table II. A state is specified as a pair 〈ρ, C〉, where C is
the next command to be executed in the environment ρ. The
transition relation between states specifies the set of states that

can be reached from a given state: �P (〈ρ,C〉) def
= {(ρ′, C′)|ρ′ ∈

S[[act(C)]]ρ, succ[[C]] = lab[[C′]], ρ, ρ′ ∈ E[[P ]], C′ ∈ P}. The
finite partial traces semantics S[[P ]] of program P ∈ P is com-
puted as the least fix-point of the function F [[P ]](X) def= X ∪
{σ�

i σ′�
i σ|σ′

i ∈�P (σi), σ′�
i σ ∈ X}. Note that F [[∅]] is

exactly the set of terminal blocking states. In general the trace
semantics of a program is a subset of Σ∗. Therefore the set
℘(Σ∞) of all possible subsets of Σ∗, is the set of all possible
semantics. Considering the inclusion order ⊆, we have that
〈℘(Σ∞),⊆〉 is a complete lattice.

B. Abstract Interpretation

According to a widely recognized definition: “Abstract in-
terpretation is a general theory for approximating the seman-
tics of dynamic systems” [12]. It was originally developed by
Cousot & Cousot [15] as a unifying framework for specifying
and then validating static program analysis. The basic idea of
abstract interpretation is that the behaviour of a program at dif-
ferent levels of abstraction is an approximation of its (concrete)
semantics. Therefore abstract interpretation provides a formal
method to approximate semantics. The (concrete) semantics of
a program is computed on the (concrete) domain, i.e., the set
of mathematical objects on which the program runs. Abstract
domains are given by the set of properties of these objects, and
are related to each other w.r.t. their relative degree of precision.
In the standard Cousot & Cousot’s abstract interpretation
theory, abstract domains can be specified either by Galois
connections, i.e. adjunctions, or by upper closures operators
[15], [16]. Let 〈C,≤,∨,∧,
,⊥〉 be a complete lattice, where
the set C is equipped with the ordering relation ≤, and for
any S ⊆ C: ∨S is the lub of S, and ∧S is the glb of S, 
 is
the greatest element while ⊥ the least element. The downward
closure of S ⊂ C is ↓ S

def= {x ∈ C|∃y ∈ S.x ≤ y}, and for
x ∈ C, ↓ x is a shortland for ↓ {x}. When two domains
C and A are related by a pair of adjoint maps α : C → A

and γ : A → C, then (C, α, A, γ) is a Galois connection
(GC). Two functions α and γ form an adjunction when for
all a ∈ A, c ∈ C : α(c) ≤A a ⇔ c ≤C γ(a), in this case α

is the abstraction map while γ is the concretization map, and
C and A are respectively the concrete and abstract domain.
An upper closure operator (closure) on C is an operator
µ : C → C monotone, idempotent and extensive. We denote
with uco(C) the set of all possible closures on C. When C is
a complete lattice then also 〈uco(C),�,�,�, λx.
, λx.⊥〉 is
a complete lattice where µ � µ′ if and only if µ′(C) ⊆ µ(C),
meaning that the closure µ is more concrete than the closure µ′

when it contains more information. Each closure µ ∈ uco(C)
is uniquely determined by the set of its fix-points µ(C).
X ⊆ C is a set of fix-points of closure if and only if X

is a Moore family of C, i.e., X = M(X) def= {∧S|S ⊆ X},
where ∧∅ = 
 ∈ M(X), if and only if X is isomorphic to
an abstract domain A in a GC (C, α, A, γ), i.e. A ∼= µ(C) with
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ι : µ(C) → A and ι−1 : A → µ(C) being an isomorphism.
In this case (C, ι ◦ µ, A, ι−1) is a GC, where µ = γ ◦ α.
Therefore uco(C) is isomorphic to the so called lattice of
abstract interpretations of C [16]. In this case A � B if
and only if B ⊆ A as Moore families of C, if and only if A

is more concrete than B, i.e., A contains more informations
than B.
Let us consider the function f : Cn → C, and the abstract
domain µ ∈ uco(C). The abstraction µ is sound for f if
µ ◦ f � µ ◦ f ◦ 〈µ . . . µ〉 [16]. This means that an abstract
domain is sound, i.e., correct, for a concrete function, if
the computation of the abstract function on the abstraction
of the input is an approximation of the abstraction of the
computation of the concrete function on the original input.
Meaning that there is a possible loss of precision by computing
the function on the abstract domain. This notion of soundness
can be expressed, by adjunction, also by the following relation
f ◦µ � µ◦f ◦〈µ . . . µ〉. Given an abstract domain µ ∈ uco(C),
then fµ def= µ◦f◦µ is the best correct approximation (bca ) of
f in µ [16]. When the soundness conditions are satisfied with
equality we have two different notions of completeness. When
µ ◦ f = µ ◦ f ◦ 〈µ . . . µ〉, i.e., when no loss of precision is
accumulated in the abstract computation, the closure µ is said
to be (backward) B-complete for f . On the other side when
f ◦µ = µ◦f ◦〈µ . . . µ〉 we have that µ is (forward) F-complete
for f , meaning that no loss of precision is accumulated by
approximating the result of the function f on µ. It has been
proved that B(F)-completeness is a domain property, namely
that it only depends upon the structure of the underlying
abstract domain [22]. In [22] and [21] the authors give a
systematic way for minimally transforming an abstract domain
in order to make it complete for a given function. In this work
we are particularly interested in F-completeness. An abstract
domain µ is F-complete for f if and only if ∀x̄ ∈ µ(Cn) then
f(x̄) ∈ ρ(C). If F is a (finite) set of functions, then

RF (µ) def= gfp(λX. µ � M(
⋃

f∈F

f(X)))

is the most abstract domain extending µ and making it F-
complete for f [22], [21].
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BSign+

Fig. 2. The abstract domain Sign+ and its abstraction B

Example 1: The domain Sign+ in Fig. 2 is an abstraction
of 〈℘(Z),⊆〉, let sq : ℘(Z) → ℘(Z) be the square operation
defined as follows: sq(X) = {x2 | x ∈ X}, for X ∈ ℘(Z).
Let µ ∈ uco(℘(Z)) be the closure operator associated with
Sign+, where the abstraction and concretization maps are
the most obvious ones. Let sq� : Sign+ → Sign+ be the
bca of sq in Sign+, such that sq�(X) = µ(sq(X)) where
X ∈ Sign+. Let µb be the closure operator associated with
the abstract domain B, which is an abstraction of Sign+.
The arrows in the abstract domain B represent the function
sq� when we are not in a fix-point. It easy to see that the
upper closure operator µb is not F-complete for sq�. In fact
µb(sq�(µb([0, 2]))) = Z, while sq�(µb([0, 2])) = [0, 10]. It
is possible to observe that µb is not F-complete because it
does not contain the image of sq�, i.e., the points [0, 10] and
[0, +∞]. On the other side considering the abstract domain A

Z

[0]

[0, 2]

[0, 10]

[−∞, 0]

Z

[0]

[0, 2]

[0, 10]

[−∞, 0][0, +∞] [0, +∞]

Sign+ A

Fig. 3. The abstract domain Sign+ and its abstraction B

in Fig. 3, let µa = {Z, [0, +∞], [0, 10]} be the corresponding
upper closure operator. In this case we have that µa is not B-
complete for sq�, in fact µa(sq�(µa([0]))) = [0, +∞] while
µa(sq�([0])) = [0, 10]. We can observe that µa is not B-
complete because it does not include the maximal inverse
image of sq�, namely the point [0, 2]. In fact by adding the
maximal inverse images of a given function to the abstract
domain, we make it B-complete for that function [22].

C. Program Transformation

An interesting application of abstract interpretation is the
one proposed by Cousot & Cousot in [18], where abstract
interpretation is investigated in the field of program transfor-
mation. In general a program transformation is a meaning-
preserving mapping on programming language [30]. Following
this observation in [18] the authors start to introduce a general
framework for reasoning on semantics-based program trans-
formations. In particular they develop a constructive design
methodology for systematically derive syntactic transforma-
tions by approximation of a semantic transformation. In this
work the authors consider the syntax of programs as an
abstraction of their semantics, and they formalize this idea by
the GC (〈℘(Σ∞),�〉, p, 〈P,≤〉, S), where S : P → ℘(Σ∞) is
the semantics function and p : ℘(Σ∞) → P is the simplest
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Subject
program P

Syntactic

transformation τ

Transformed
program τ [[P ]]

Transformed program
semantics S[[P ]] semantics t[S[[P ]]] � S[[τ [[P ]]]]

Semantic
Subject program

transformation t

p pS S

αO αO

αO(S[[P ]]) = αO(t[S[[P ]]]) = αO(S[[τ [[P ]]]])

Fig. 4. Syntactic-Semantic Program Transformations

program whose semantics upper approximates X ∈ ℘(Σ∞).
Formally:

p[X ] def= {C|∃σ ∈ X ; ∃i ∈ [0, |σ|[: ∃ρ ∈ E : σi = 〈ρ, C〉} (1)

Given a program P ∈ P and a syntactic transformation
τ : P → P, it is possible to consider the corresponding
semantic transformation t : ℘(Σ∞) → ℘(Σ∞) that transforms
the semantics of a program S[[P ]] into the semantics of the
transformed program S[[τ [[P ]]]]. A program transformation is
said to be correct if at some level of abstraction it is meaning
preserving. This means that a syntactic transformation τ is
correct w.r.t. an observational abstraction αO ∈ ℘(Σ∞), if
the transformed program is equivalent to the original program
under αO, i.e., for all P ∈ P: αO[[P ]] = αO[[τ [[P ]]]]. The work
done in [18] is summarized in Fig 4.

III. SEMANTIC-BASED CONTROL OBFUSCATORS

The classical definition of code obfuscation is the one of
Collberg et al. [1], [3] where an obfuscator is defined as a
transformation that given a program P returns a program P ′,
which is observational equivalent to P but more complex,
and therefore more difficult for an attacker to understand.
In particular a program transformation τ : P → P is said
to be potent if given a program P in input then τ [[P ]] is
more complex than P . Therefore an obfuscator is a potent
and meaning preserving program transformation. It is clear
that this definition of code obfuscation relays on the notion of
potency, i.e., on a metric for measuring program complexity.
In order to formalize the obfuscating transformations in the
above semantic field, we first need to give a semantic definition
for measuring program complexity, and therefore for defining
potency [32]. The idea is that a program P ′, obtained by a
transformation of P , is more complex than a program P ,
when there exists at least a semantic property that is evaluated
differently on P than on P ′.

Definition 1: Given two programs P and P ′ in P, such that
P and P ′ are semantically equivalent, then P ′ is more complex
then P , if there is a property α ∈ uco(℘(Σ∞)) such that:
α(S[[P ]]) �= α(S[[P ′]]).
Observe that, in the previous definition, the abstract property
α is computed on the concrete trace semantics of program

P . Given a syntactic transformation τ , we define δτ
def= �{

ϕ ∈ uco(℘(Σ∞))
∣∣ ∀P ∈ P. ϕ(S[[P ]]) = ϕ(S[[τ [[P ]]]])

}
as

the most concrete property preserved by τ . In [32] it has been
proved the existence and some basic features of this property.
In this field every syntactic transformation can be seen as an
obfuscator if it is potent. In fact we say that τ : P → P is a δ-
obfuscator if δ = δτ and the transformation τ is potent. Once
again this means that every potent program transformation
acts as an obfuscator. For instance the well known constant
propagation transformation for code optimization can be seen
as an obfuscation that hides some of the properties of actions,
such as distinguishing whether an action is an assignment
or a null action [32]. This because, by constant propagation,
assignments to constant variables are removed. The following
result shows how the potency of a syntactic transformation
can be deduced by analyzing the corresponding semantic
transformation.

Lemma 1: Given a semantic transformation t : ℘(Σ∞) →
℘(Σ∞) if there exists a property α and a program P such
that: α(S[[P ]]) �= α(t(S[[P ]])) then the corresponding syntactic
transformation τ : P → P is potent.

In the following we define both the semantic transformation
top performing opaque predicate insertion, and the obser-
vational abstraction. Then by using the results of [18] we
derive the corresponding syntactic transformation τop. We
denote with αop

O the abstract semantics preserved by the
transformation. In this particular case it turns out that the
trace semantics of the original and obfuscated program are the
same. This happens because when the semantics executes the
test on the opaque predicate PT this returns always true, and
therefore the false branch is never taken. This means that when
the attacker has access to the trace semantics of the obfuscated
program, it actually knows the trace semantics of the original
program. Something different happens if we consider abstract
domains as models of the malicious users. In this case the
attacker ϕ ∈ uco(℘(Σ∞)) computes the semantics of the
obfuscated program on its abstract domain ϕ and only if this
domain is complete for the opaque predicate it will be able
to disclose the obfuscation. In the following we are going to
investigate which are the attackers defeated by the insertion of
a particular opaque predicate. The following figure represents
an overview of what we are going to prove.

P τop[[P ]]
τop

S S

αop
O

top[S[[P ]], Sop
R [[P ]]] � Sϕ[[τ [[P ]]]]

top

S[[P ]]

Sϕ
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A. Semantic Transformation

We first define the preliminary static analysis Sop : P →
℘(C) that, given a program, returns the set of program points
where it is possible to insert an opaque predicate. More
precisely the preliminary static analysis returns the subset
Sop[[P ]] of commands of P , which has cardinality equal to the
number of opaque predicates we want to add to the subject
program. These are the program points where static analysis
of opaque predicates may fail. The semantic transformation
that provides the opaque predicate insertion according to Sop,
is specified by the following definition.

Definition 2: Given a program P ∈ P and a preliminary
static analysis Sop[[P ]], top : ℘(Σ∞) → ℘(Σ∞) is defined as:

top[S[[P ]], Sop[[P ]]] def=
{

top[σ, Sop[[P ]]]
∣∣ σ ∈ S[[P ]]

}
top[σ, Sop[[P ]]] def= λi.top[σi, S

op[[P ]]]

where for each state σi we have two possible cases:
If Ci �∈ Sop[[P ]] then top[σi, S

op[[P ]]] = σi; otherwise
top[σi, S

op[[P ]]] = {〈ρi, Li : Ai → L̃i〉, 〈ρi, L̃i : PT = tt →
Li〉, 〈ρi, L̃i : PT = ff → LS〉}.
We consider η�〈ρi, Li : Ai → L′

i〉 as the trace obtained by
folding η�〈ρi, Li : Ai → L̃i〉�〈ρi, L̃i : PT = tt → L′

i〉.
Example 2: Given a program P let us consider the trace

σ = 〈ρ0, C0〉�〈ρ1, C1〉�〈ρ2, C2〉�〈ρ3, C3〉�〈ρ4, C4〉, where
σ ∈ S[[P ]]. Recall that the command of a general state σi is of
the form Ci = Li : Ai → L′

i and let us assume that Sop[[P ]] =
{C1, C3}. By computing the semantic transformation on σ we
obtain that top[σ, Sop[[P ]]] is given by the following set of three
traces (see Fig. 5):


− 〈ρ0, C0〉〈ρ1, L1 : A1 → L̃1〉〈ρ1, L̃1 : P T = tt → L′
1〉〈ρ2, C2〉

〈ρ3, L3 : A3 → L̃3〉〈ρ3, L̃3 : P T = tt → L′
3〉〈ρ4, C4〉)

− 〈ρ0, C0〉〈ρ1, L1 : A1 → L̃1〉〈ρ1, L̃1 : P T = ff → LS〉
− 〈ρ0, C0〉〈ρ1, L1 : A1 → L̃1〉〈ρ1, L̃1 : P T = tt → L′

1〉〈ρ2, C2〉
〈ρ3, L3 : A3 → L̃3〉〈ρ3, L̃3 : P T = ff → LS〉

〈ρ4, C4〉

〈ρ0, C0〉

〈ρ1, L1 : A1 → L̃1〉

〈ρ2, C2〉

〈ρ3, L3 : A3 → L̃3〉

tP

〈ρ0, C0〉

〈ρ1, C1〉

〈ρ2, C2〉

〈ρ3, C3〉

〈ρ4, C4〉

〈ρ3, L̃3 : P T = ff → LS〉
〈ρ3, L̃3 : P T = tt → L′

3〉

⊥

〈ρ1, L̃1 : P T = tt → L′
1〉

〈ρ1, L̃1 : P T = ff → LS〉

⊥

tt

tt
ff

ff

Fig. 5. An example of semantic obfuscation

This example shows how the insertion of opaque predicates
confuses the flow of control of the original program. The
semantic transformation top looses precision with respect to
the input semantics, because it adds “false” traces (noise) to

the original semantics. The following result shows that, up
to trace folding, this semantic approximation is a semantic
domain abstraction, namely top is a closure on ℘(Σ∞).

Theorem 1: top ∈ uco(℘(Σ∞)) up to trace folding.

B. Observational Semantics

The observational semantics that does not distinguish be-
tween the original and transformed program is given by the
following definition.

Definition 3: αop
O : ℘(Σ∞) → ℘(Σ∞) is defined as:

αop
O (X) def=

{
αop

O (σ)
∣∣ σ ∈ X

}
αop

O (σ) def= ε�αop
O (σ)

- if act[[C′]] �= PT then
δ�αop

O (〈ρ, C〉�〈ρ′, C′〉�η) def= δ�〈ρ, C〉�αop
O (〈ρ′, C′〉�η)

- if (act[[C′]] = PT ∧ PT = tt) then
δ�αop

O (〈ρ, C〉�〈ρ′, C′〉�η) def=
δ�〈ρ, lab[[C]] : act[[C]] → succ[[C′]]〉�αop

O (η)
- if (act[[C′]] = PT ∧ PT = ff) then

δ�αop
O (〈ρ, C〉�〈ρ′, C′〉�η) def= ε

where ε is the empty trace, δ is the part of the trace already
considered by the observational semantics, and η is the part
of σ that has still to be observed by αop

O .
Example 3: Let σ and top[σ, Sop[[P ]]] be the one of

Example 2. We prove that αop
O (σ) = αop

O (top[σ, Sop[[P ]]]). By
applying the observational semantics to top[σ, Sop[[P ]]], we
have only one trace that differs from the empty trace ε: The
one where PT = tt each time it occurs. In fact when in a
trace there is a point in which PT = ff , then the observational
semantics returns the empty trace ε. Therefore by evaluating
αop

O (top[σ, Sop[[P ]]]) we obtain:2
4 〈ρ0, C0〉�αop

O (〈ρ1, L1 : A1 → L̃1〉�〈ρ1, L̃1 : P T = tt → L′
1〉

�〈ρ2, C2〉�〈ρ3, L3 : A3 → L̃3〉�〈ρ3, L̃3 : P T = tt → L′
3〉

�〈ρ4, C4〉)» 〈ρ0, C0〉�〈ρ1, L1 : A1 → L′
1〉�αop

O (〈ρ2, C2〉�
〈ρ3, L3 : A3 → L̃3〉�〈ρ3, L̃3 : P T = tt → L′

3〉�〈ρ4, C4〉)» 〈ρ0, C0〉�〈ρ1, C1〉�〈ρ2, C2〉�αop
O (〈ρ3, L3 : A3 → L̃3〉�

〈ρ3, L̃3 : P T = tt → L′
3〉�〈ρ4, C4〉)» 〈ρ0, C0〉�〈ρ1, C1〉�〈ρ2, C2〉�〈ρ3, L3 : A3 → L′

3〉�
αop

O (〈ρ4, C4〉ˆ 〈ρ0, C0〉�〈ρ1, C1〉�〈ρ2, C2〉�〈ρ3, C3〉�〈ρ4, C4〉 = σ

On the other side αop
O (σ) = σ, and therefore αop

O is preserved
by the transformation top.
The following result proves that the observational abstraction
αop

O is an abstraction in the sense of abstract interpretation [16]
and that it is the most concrete property preserved by top.

Theorem 2: The observational abstraction αop
O is additive,

namely αop
O (

∨
X) =

∨
Y ∈X αop

O (Y ). Moreover αop
O is the

most concrete property preserved by the transformation top.
When the observational semantics αop

O is applied to the
transformed program semantics, it returns exactly the original
program semantics, namely αop

O (S[[P ]]) = S[[P ]] and therefore
αop

O (top[S[[P ]], Sop[[P ]]]) = S[[P ]]. This allows us to think
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Opaque(P, Sop[[P ]], P T )
Q := {C|C ∈ (P � Sop[[P ]])} ∪ ˘

LS : stop →� l ¯
while Sop[[P ]] �= ∅ do

Qnew := Q ∪
8<
:

L : A → L̃

L̃ : P T = tt → L′

L̃ : P T = ff → LS

˛̨
C̄ ∈ Q : C̄ = L̄ : Ā → L, L : A → L′ ∈ Sop[[P ]]

9=
;

Sop[[P ]] := Sop[[P ]] � (Qnew � Q)
Q := Qnew

endwhile
return Q

TABLE III

THE DERIVED OBFUSCATION ALGORITHM

about observational semantics as a deobfuscator. This happens
because top does not loose any of the e original program
behaviours (it just adds spurious behaviors to generate con-
fusion). Therefore, by knowing the precise evaluation of the
opaque predicate PT it is possible for αop

O to isolate spurious
traces from the obfuscated semantics. This means that the
resilience of the opaque predicate insertion transformation is
proportional to the resilience of the opaque predicate itself.
Therefore αop

O can be seen as the appropriate deobfuscator for
top. Moreover αop

O is the inverse of top w.r.t. a program P ∈ P.
Theorem 3: Given a general program P ∈ P then αop

O is
the inverse of top w.r.t. P , namely top−1

= αop
O .

C. Syntactic Transformation

Following the methodology suggested in [18]: Given a
program P ∈ P, the opaque semantics top[S[[P ]], Sop[[P ]]] can
be expressed in fix-point form as lfp⊆λT.Init ∪ Next(T ),
where T ranges over sets of traces, and σi = 〈ρi, Ci〉 is a
generic program state.

Init
def
=

{
σ�

1 . . .� σn

∣∣∣∣ n > 0 ∧ ∀i ∈ [1, n[ Ci �∈ Sop[[P ]]∧
Cn ∈ Sop[[P ]]

}

Next(T ) def
=




δσ1σ2 . . . σn

∣∣∣∣∣∣∣∣∣∣∣

δσ1σ2 ∈ T ∧ C1 ∈ Sop[[P ]]∧
σ1 = 〈ρ1, L1 : A1 → L̃1〉∧
σ2 ∈ {〈ρ1, L̃1 : P T = tt → L′

1〉
〈ρ1, L̃ : P T = ff → LS〉}∧
∀i ∈ [3, n[ Ci �∈ Sop[[P ]]∧
Cn ∈ Sop[[P ]]




The set Int collects the initial subtraces of the traces of the
original semantics S[[P ]], where no state contains a command
that belongs to Sop[[P ]] except for the last one, meaning
that these subtraces will not be affected by the obfuscating
transformation. On the other side Next collects the traces
that begins with a general trace δ such that δ�σ1 where
σ1 ∈ Sop[[P ]], then followed by the opaque predicate insertion,
and by a subtrace σ�

3 . . .� σn, where all the state commands
do not belong to Sop[[P ]] except for the last one. Iterating this
computation until a fix-point is reached we obtain exactly the
same set of traces given by the semantic transformation top.

Theorem 4: lfp⊆λT.Init∪Next(T ) = top[S[[P ]], Sop[[P ]]].

This fix-point formulation of the semantic transformation
top[S[[P ]], Sop[[P ]]] naturally leads to the following iterative
algorithm for control code obfuscation by opaque predicate in-
sertion. The algorithm Opaque in Table III, given an input pro-
gram P , the result of the preliminary static analysis Sop[[P ]],
and the opaque predicate PT , returns the set of commands
representing the transformed program τop[[P ]]. The following
result proves the correctness of the algorithm Opaque, where
p is defined as in (1).

Theorem 5: Opaque(P, Sop[[P ]], PT ) = p(lfp⊆λT.Init ∪
Next(T )).
Considering the control obfuscation algorithm Opaque, it is
important to observe that the semantic of the original program
P is exactly the same of the semantics of the transformed
program τop[[P ]], namely S[[P ]] = S[[τop[[P ]]]]. This because
the syntactic transformation inserts in the program the opaque
predicate PT , but when S[[τop[[P ]]]] is computed, such pred-
icate always evaluates to true, and therefore the false branch
is never considered.

Corollary 1: Given a program P ∈ P and the syntactic
transformation τop inserting an opaque predicate PT , then
S[[P ]] = S[[τop[[P ]]]].

IV. MODELING ATTACKERS

Attackers are malicious observers of the program behaviour,
whose task is to reveal semantic properties of the obfuscated
program at different degrees of abstraction. This means that
we can classify attackers by considering the semantic property
ϕ ∈ uco(℘(Σ∞)) they are interested in. In this setting the
complete lattice 〈uco(℘(Σ∞)),�〉 is a powerful mean for
comparing and classifying attackers. In particular we can say
that each attacker ϕ that is not able to precisely evaluate
the opaque predicate PT is obfuscated by the transformation
top, in fact in this case the malicious observer does not
understand that the program execution always follows the
true branch, and therefore it approximates the semantics of
the transformed program by considering both branches. We
denote with Sϕ[[PT ]] the abstract computation of the opaque
predicate, namely the calculus of the semantics of the opaque
predicate on the abstract domain ϕ, where it may not be
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evaluated precisely. Let PT : Zn → B, where 〈B,�〉 is
the complete lattice of boolean values. Consider the general
opaque predicate PT (x̄) of the form h(x̄) = g(x̄), where
x̄ ∈ Zn and h, g : Zn → Z. We give the following point
to point definition of equality, when the opaque predicate is
defined on subsets of Zn.

Definition 4: Let X ∈ Zn then h(X) .= g(X) if and only
if for all x ∈ X: g(x) = h(x).
In this case Sϕ[[PT ]] def= ϕ ◦ h ◦ ϕ(x̄) .= ϕ ◦ g ◦ ϕ(x̄), namely
Sϕ[[PT ]] is the best correct approximation of S in ϕ.

Theorem 6: For each attacker ϕ ∈ uco℘(Σ∞) we have
that Sϕ[[PT ]] = tt if and only if for each program P ∈ P:
ϕ(S[[P ]]) = ϕ(top[S[[P ]], Sop[[P ]]]).
This means that the transformation top obfuscates all the
attackers ϕ such that Sϕ[[PT ]] = 
, in fact for these attackers
we have that ϕ(S[[P ]]) � ϕ(top[S[[P ]], Sop[[P ]]]).
All the attackers ϕ that are not able to precisely evaluate
the opaque predicate are defeated by the obfuscator τop,
because it is not possible to know ϕ precisely by analyzing
the transformed version of the program. It would be
interesting to characterize which are the attackers defeated
by a control obfuscator inserting an opaque predicate (some
of the most common opaque predicate are listed in Table IV).

∀x, y ∈ Z : 7y2 − 1 �= x2

∀x ∈ Z : 3|(x3 − x)
∀x ∈ N : 14|(3 ∗ 74x+1 + 5 ∗ 42x−1 − 5)

TABLE IV

OPAQUE PREDICATES

A. Attackers and Completeness.

Let us assume that each variable of the program, namely
each variable in var[[P ]], has value in the domain Z. Let
|var[[P ]]| = m, then 〈℘(Zm),⊆〉 is a complete lattice. Each
abstraction ϕ ∈ uco(℘(Zm)) induces an abstraction on the
values of variables and therefore on the value that the opaque
predicate inputs can assume. We denote with ϕ also the closure
in uco(℘(Zn)) relative to the opaque predicate PT , where n

represents the variables involved in the opaque predicate. It
may happen that ϕ is not precise for the evaluation of PT ,
namely that Sϕ[[PT ]] = 
, while S[[PT ]] = tt . This means that
S[[PT ]] � Sϕ[[PT ]]. From the abstract interpretation theory
[15], [16], this means that the abstract domain ϕ is correct
but not complete for the opaque predicate PT [16], [22].
In order for the abstract domain to be complete it must be
S[[PT ]] = Sϕ[[PT ]], meaning that the evaluation of the opaque
predicate on the abstract domain ϕ is precise. Observe that
ϕ ∈ uco(℘(Zm)) induces an abstraction on the trace semantics
of programs, where each state 〈ρ, C〉 is approximated with
〈ϕ(ρ), C〉, since the environment ρ represents the values of

program variables at a certain point of the computation. From
now on, with abuse of notation, we will denote with ϕ also the
abstraction induced on ℘(Σ∞). This means that ϕ is a general
attacker for the obfuscated program.
Let us consider the general opaque predicate with the follow-
ing structure PT (x̄) : h(x̄) = g(x̄), where h, g : Zn → Z and
x̄ ∈ Zn. Since the opaque predicate PT always evaluates to
true this means that for all x̄ ∈ Z

n: h(x̄) = g(x̄). In this case
we say that ϕ is precise for PT if for all x̄ ∈ Zn holds that
ϕ ◦ h ◦ϕ(x̄) .= ϕ ◦ g ◦ ϕ(x̄). We want to determine which are
the conditions that guarantee that when the opaque predicate
is computed on the abstract domain it is still always true.
The following results shows that the precise evaluation of the
opaque predicate in the abstract domain only depends upon the
structure of the abstract domain (since it is related with the
notion of F-completeness of the abstract interpretation theory).

Theorem 7: Given an opaque predicate PT (x̄) : h(x̄) =
g(x̄) with x̄ ∈ Zn, and h, g : Zn → Z and ϕ ∈ uco(℘(Zn)),
then if ϕ is F-complete for h and g we have that for all
x̄ ∈ Zn: h(x̄) = g(x̄) ⇔ ϕ ◦ h ◦ ϕ(x̄) .= ϕ ◦ g ◦ ϕ(x̄).

The previous result shows that each attacker ϕ that is complete
for the functions that define the opaque predicate, is able to
defeat the obfuscators, being aware of the fact that the opaque
predicate always evaluates to true. Therefore a technique to
deobfuscate the transformed program in order to perform
reverse engineering consists in modifying the attacker (viz.,
abstraction) in order to make it F-complete for the functions
composing the opaque predicate. As introduced in Section II,
it is well known that there is a systematic way for minimally
refining an abstract domain in order to make it F-complete for
a given function [22]. We denote by RP T : uco(℘(Zn)) →
uco(℘(Zn)) the F-completeness refinement for both the func-
tions g and h, i.e., the abstract domain transformer R{h,g}.
Therefore, by Theorem 7, SR

PT (ϕ)[[τop[[P ]]]] = S[[P ]], and
the obfuscator τop doesn’t defeat the attacker RP T (ϕ). This
means that the abstract domain transformation given by the
completeness refinement for the opaque predicate acts as a
deobfuscator. Therefore in order to deobfuscate the trans-
formed code it is necessary to deeply know the structure of the
opaque predicate that has been used during the obfuscation,
meaning that the resilience of this obfuscating techniques
strictly depends on the resilience of the opaque predicate.
This approach based on modeling attackers as abstractions
allows us to compare both the potency of different obfuscators
and the efficiency of different attackers. For example, given
an obfuscator τop that inserts the opaque predicate PT (x̄) :
g(x̄) = h(x̄), let ϕ and ψ be two possible attackers modeled
as abstract domains, that are not complete for either g or
h. Assume that ϕ � ψ and that RP T (ψ) = RP T (ϕ). Then
τop obstructs ψ more than what ϕ does (Fig. 6(a)). This
because the amount of information which is required in order
to approximate the predicate in a complete way is larger in
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ψ than in ϕ. From a practical point of view, this means that
the abstract interpretation (viz., static program analysis) based
on the ψ abstraction needs extra help (e.g., dynamic analysis)
to disclose PT than what ϕ may require. On the other side,

R
P T
2

(ϕ)

R
PT (ϕ) = R

P T (ψ))

�

id

ϕ

(a)

�

id

R
P T
1

(ϕ)

(b)

ϕψ

Fig. 6. (a): RP T (ψ) � RP T (ϕ), (b): RP T
1

(ϕ) � RP T
2

(ϕ)

the same reasoning can be applied to compare the resilience
of opaque predicates in the lattice of abstract interpretations.
Given two opaque predicates PT

1 and PT
2 , let τop

1 and τop
2

be the corresponding obfuscating transformations, as derived
in Section III. Given an attacker ϕ ∈ uco(℘(Σ∞)) that is
not complete for both g1 or h1 and for g2 or h2, then if
RP T

1
(ϕ) � RP T

2
(ϕ) this means that the obfuscator τop

1 is more
efficient in obstructing the attacker ϕ than what τop

2 does (Fig.
6(b)). This because the amount of information needed to make
ϕ complete for g1 and h1 is larger than the one needed to make
it complete for g2 and h2, meaning that the insertion of the
opaque predicate PT

1 obstructs ϕ more than the insertion of
PT

2 . In order to understand which obfuscation (i.e., opaque
predicate) is more efficient for obstructing a given semantic
property, it is necessary to compute the fix-point solution of
the completeness refinement with respect to the corresponding
opaque predicate of the attacker domain. The closer is the re-
fined attacker to the identical abstraction (concrete semantics),
the higher is the resilience of the obfuscation. In the limit
case, if RP T (ϕ) = id then no approximation of the concrete
semantics may guarantee a correct disclosure of PT .

B. An Example

Let us consider a classical always true opaque predicate
7y2−1 �= x2, and the abstract domain, i.e., the attacker, given
by the domain of congruences on Z, defined by the closure
CZ ∈ uco(℘(Z)) [24]. In particular CZ(℘(Z)) = C(Z) where
C(Z) = {∅} ∪ ⋃

n∈N
Z/nZ, and

Z/nZ =

{ { {x} ∣∣ x ∈ Z
}

if n = 0{
a + nZ

∣∣ a = 0, ..., n − 1
}

otherwise

which is proved to be a Moore family of ℘(Z). Note that
Z/1Z = Z, Z/2Z = {2Z, 1+2Z}, etc. In this case we observe
that CZ(f(CZ(y))) �= CZ(g(CZ(x))) evaluates to 
 and not to
true. In fact CZ(7CZ(x)2−1) = CZ(7Z−1) = −1+7Z, while

CZ(x2) = Z, and −1 + 7Z �= Z evaluates to 
. This happens
because the square function cannot be precisely expressed as
an element of the domain of congruences. Therefore CZ is not
complete for the function g(x) = x2. The completeness refine-
ment for this domain is given by gfp(λX.CZ � M(g(X))),
namely gfp(λX.CZ � M({x2|x ∈ X})), meaning that we
add to the domain CZ all the elements containing the squares
of the elements in CZ. Let us consider the opaque predicate
given by 7y4 − 1 �= x4. Also in this case we have that the
abstract domain of congruences C(Z) is not complete for the
function g(x) = x4, and therefore the domain of congruences
is not precise for the evaluation of the opaque predicate. The
completeness refinement that makes C(Z) F-complete w.r.t. g

is gfp(λX.CZ �M(g(X))), namely gfp(λX.CZ �M({x4|x ∈
X})). This means that to the domain C(Z) we have to add
the set of all elements that are 4-th power of elements in Z,
that are 16-th power and so on. By construction we have:
gfp(λX.CZ � M({x2|x ∈ X})) 
 gfp(λX.CZ � M({x4|x ∈
X})), meaning that the obfuscator that inserts the first opaque
predicate is more potent than the one that inserts the second
opaque predicate w.r.t. the attacker CZ. This is justified by
considering that the completeness refinement of C(Z) in the
case of 7y4 − 1 �= x4 is strictly more abstract than the one
for 7y2 − 1 �= x2. The next step to do now is to understand
how much more effort is necessary to break the first opaque
predicate instead of breaking the second one in terms of
dynamic testing.

V. CONCLUSIONS

In this paper we used abstract interpretation in order to
specify control obfuscation algorithms. This provides both a
systematic derivation of obfuscation algorithms as abstractions
of semantics and a method for comparing the resilience of
opaque predicates in the lattice of abstract domains. Our
method assumes that an attacker has a constrained observation
on program’s behavior. This is specified by modeling attackers
as abstractions of trace semantics. Decidable abstractions cor-
respond to attackers performing static program analysis, while
undecidable ones correspond to dynamic testing of predicates.
The use of abstract interpretation however ensures that, when
the abstraction is complete, the attacker is capable to remove
obfuscation, i.e., the inserted opaque predicates. Lot of work
is necessary in order to validate our theory in practice. While
measuring the resilience of opaque predicates in the lattice
of abstract domains may provide an absolute and domain-
theoretical taxonomy of attackers and obfuscators, it would be
interesting to investigate the true effort, in terms of dynamic
testing, which is necessary to join static analysis in order to
break opaque predicates. We believe that this is proportional to
the missing information in the abstraction modeling the static
analysis with respect to its complete refinement.
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