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Abstract

Gorrieri and Martinelli’s timed Generalized Non-Deducibility on Compositions (tGNDC) schema is a well-known
general framework for the formal verification of security protocols in a concurrent scenario. We generalise the tGNDC
schema to verify wireless network security protocols. Our generalisation relies on a simple timed broadcasting process
calculus whose operational semantics is given in terms of a labelled transition system which is used to derive a
standard simulation theory. We apply our tGNDC framework to perform a security analysis of three well-known key
management protocols for wireless sensor networks: yTESLA, LEAP+ and LiSP.
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1. Introduction

Wireless sensors are small and cheap devices powered by low-energy batteries, equipped with radio transceivers,
and responding to physical stimuli, such as pressure, magnetism and motion, by emitting radio signals. Such devices
are featured with resource constraints (involving power, storage and computation) and low transmission rates. Wire-
less sensor networks (WSNs) are large-scale networks of sensor nodes deployed in strategic areas to gather data. Sen-
sor nodes collaborate using wireless communications with an asymmetric many-to-one data transfer model. Typically,
they send their sensed events or data to a specific node, called sink node or base station, which collects the requested
information. WSNs are primarily designed for monitoring environments that humans cannot easily reach (e.g., mo-
tion, target tracking, fire detection, chemicals, temperature); they are used as embedded systems (e.g., biomedical
sensor engineering, smart homes) or mobile applications (e.g., when attached to robots, soldiers, or vehicles).

An important issue in WSNs is network security: Sensor nodes are vulnerable to several kinds of threats and risks.
Unlike wired networks, wireless devices use radio frequency channels to broadcast their messages. An adversary can
compromise a sensor node, alter the integrity of the data, eavesdrop on messages, inject fake messages, and waste
network resource. Thus, one of the challenges in developing trustworthy WSNs is to provide high-security features
with limited resources.

Generally, in order to have a secure communication between two (or more) parties, a secure association must be
established by sharing a secret. This secret must be created, distributed and updated by one (or more) entity and
it is often represented by the knowledge of a cryprographic key. The management of such cryptographic keys is
the core of any security protocol. Due to resource limitations, all key management protocols for WSNs, such as
UTESLA [1], LiSP [2], LEAP [3], PEBL [4] and INF [5], are based on symmetric cryptography rather than heavy
public-key schemes, such as Diffie-Hellman [6] and RSA [7].

In this paper, we adopt a process calculus approach to formalise and verify real-world key management protocols
for WSNs. A process calculus is a formal and concise language that allows us to express system behaviour in the form
of a process term. We propose a simple timed broadcasting process calculus, called aTCWS, for modelling wireless
networks. The time model we adopt is known as the fictitious clock approach (see e.g. [8]): A global clock is supposed
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to be updated whenever all nodes agree on this, by globally synchronising on a special timing action o-.! Broadcast
communications span over a limited area, called transmission range. Both broadcast actions and internal actions are
assumed to take no time. This is a reasonable assumption whenever the duration of those actions is negligible with
respect to the chosen time unit. The operational semantics of our calculus is given in terms of a labelled transition
semantics in the SOS style of Plotkin. The calculus enjoys standard time properties, such as: time determinism,
maximal progress, and patience [8]. The labelled transition semantics is used to derive a (weak) simulation theory
which can be easily mechanised by relying on well-known interactive theorem provers such as Isabelle/HOL [10] or
Coq [11].

Based on our simulation theory, we generalise Gorrieri and Martinelli’s timed Generalized Non-Deducibility on
Compositions (tGNDC) schema [12, 13], a well-known general framework for the formal verification of timed security
properties. The basic idea of tGNDC is the following: a protocol M satisfies tGNDC*™) if the presence of an
arbitrary attacker does not affect the behaviour of M with respect to the abstraction p(M). By varying p(M) it is
possible to express different timed security properties for the protocol M. Examples are the timed integrity property,
which ensures the freshness of authenticated packets, and the timed agreement property, when agreement between
two parties must be reached within a certain deadline. In order to avoid the universal quantification over all possible
attackers when proving tGNDC properties, we provide a compositional proof technique based on the notion of the
most powerful attacker.

We use our calculus to provide a formal specification of three well-known key management protocols for WSNs:
(i) u TESLA [1], which achieves authenticated broadcast; (ii) the Localized Encryption and Authentication Protocol,
LEAP+ [3], intended for large-scale wireless sensor networks; (iii) the Lightweight Security Protocol, LiSP [2], that,
through an efficient mechanism of re-keying, provides a good trade-off between resource consumption and network
security.

We perform a tGNDC-based analysis on these three protocols. As a result of our analysis, we formally prove that
the authenticated-broadcast phase of U'TESLA enjoys both timed integrity and timed agreement. Then, we prove that
the single-hop pairwise shared key mechanism of LEAP+ enjoys timed integrity but not timed agreement, due to the
presence of a replay attack despite the security assessment of [3]. Finally, we prove that the LiSP protocol satisfies
neither timed integrity nor timed agreement. Again, this is due to the presence of a replay attack. To our knowledge
both attacks are new and they have not yet appeared in the literature.

We end this introduction with an outline of the paper. In Section 2, we provide syntax, operational semantics and
behavioural semantics of aTCWS. In the same section we prove that our calculus enjoys time determinism, maximal
progress and patience. In Section 3, we adapt Gorrieri and Martinelli’s tGNDC framework to aTCWS. In Sections 4, 5
and 6 we provide a security analysis of the three key management protocols mentioned above. The paper ends with a
section on conclusions, future and related work.

2. The calculus

In Table 1, we provide the syntax of our applied Timed Calculus for Wireless Systems, in short aTCWS, in a two-
level structure: A lower one for processes and an upper one for networks. We assume a set Nds of logical node names,
ranged over by letters m, n. Var is the set of variables, ranged over by x, y, z. We define Val to be the set of values, and
Msg to be the set of messages, i.e., closed values that do not contain variables. Letters u, u; ... range over Val, and
w,w’ ... range over Msg.

Both syntax and operational semantics of aTCWS are parametric with respect to a given decidable inference system,
i.e. a set of rules to model operations on messages by using constructors. For instance, the rules

wy w air(wy, w air(wy, w
(pair) —2L_ 2 (tst) 2 (w1, w2) (snd) P (Wi, w2)
palr(wl s W2) Wi %)
allow us to deal with pairs of values. We write w; ... wy - wy to denote an application of rule r to the closed values

w1 ... wy to infer wy. Given an inference system, the deduction function D : 218 — 2M58 agsociates a (finite) set ¢ of

'Time synchronisation relies on some clock synchronisation protocol [9].
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Table 1 Syntax of aTCWS

Networks:
M,N =0 empty network

| M | M, parallel composition
| n[P]” node

Processes:

P,.Q = nil termination

| Ku).P broadcast
| L?2(x).P]O receiver with timeout
| | > T.P:i |0 internal choice with timeout
| o.P sleep
| [ur = ur1P; Q matching
| [uy...u, v x]P; Q deduction
| H{it) guarded recursion

messages to the set D(¢) of messages that can be deduced from ¢, by applying instances of the rules of the inference
system.

Networks are collections of nodes running in parallel and using a unique common channel to communicate with
each other. All nodes have the same transmission range (this is a quite common assumption in models for ad hoc
networks [14]). The communication paradigm is local broadcast: only nodes located in the range of the transmitter
may receive data. We write n[P]” for a node named n (the device network address) executing the sequential process
P. The tag v contains the neighbours of n (v C Nds \ {n}). In other words, v contains all nodes in the transmission cell
of n (except n itself), thus modelling the network topology.? For simplicity, when v = {m} we will omit parentheses.
Our wireless networks have a fixed topology as node mobility is not relevant to our analysis.

Processes are sequential and live within the nodes. We let Prc be the set of all possible processes. We write nil to
denote the skip process. The sender process !(w).P allows to broadcast the message w, the continuation being P. The
process | ?(x).P]Q denotes a receiver with timeout. The process | X;; 7.P;|Q denotes internal choice with timeout.
The process o.P models sleeping for one time unit. The process [w; = w,]P; Q is the standard “if then else” construct.
The process [w; ... wg Fy x]P; Q tries to infer a message w from the premises w ... wy by an application of rule r.

In the processes {w).P, | 2(x).P]Q, | ie; T.Pi]Q and o-.Q, the occurrences of P, P; and Q are said to be guarded,
the occurrences of Q are also said to be time-guarded. In the processes | 7(x).P]Q and [w; ...w, . x]P the variable
x is said to be bound in P. A variable which is not bound is said to be free. We adopt the standard notion of a-
conversion on bound variables and we identify processes up to a-conversion. We assume there are no free variables in
our networks. The absence of free variables will be maintained as networks evolve. We write {"/,}P for the substitution
of the variable x with the message w in P. In order to deal with (guarded) recursion, we assume a set Prclds of process
identifiers ranged over by H,H', H, H,. We write H(wy,...,w;) to denote a recursive process H defined via an
equation H(xj,...,xx) = P, where (i) the tuple xi,..., x; contains all the variables that appear free in P, and (ii) P
contains only guarded occurrences of the process identifiers, such as H itself. We say that recursion is time-guarded if
P contains only time-guarded occurrences of the process identifiers. We write Prcy, for the set of processes in which
summations are finite-indexed and recursive definitions are time-guarded.

Remark 2.1 The recursion construct allows us to define persistent listeners, i.e., receivers which wait indefinitely
for an incoming message, as Rcv = |2(x).P]Rcv; similarly, internal choice (without timeout) can be defined as
Sum = | Y;c; T.P; |Sum.

We report some notational conventions. We write [],c; M; to mean the parallel composition of all M;, fori € 1.
We identify [],c; M; = 0if I = 0. We write o*.P as an abbreviation for o-..... o.P, where prefix o appears k times.

2We could have represented the topology in terms of a restriction operator 2 la CCS on node names; we have preferred our notation to keep at
hand the neighbours of a node.



The process [w; = w,]P is an abbreviation for [w; = w;]P; nil. Similarly, we will write [w; ...w, + x]P to mean
[wy...wy, F x]P;nil.

In the sequel, we will make use of a standard notion of structural congruence to abstract over processes that differ
for minor syntactic differences.

Definition 2.2 Structural congruence over networks, written =, is defined as the smallest equivalence relation, pre-
served by parallel composition, which is a commutative monoid with respect to parallel composition and internal
choice, and for which n[H(W)]” = n[{*}PY", if H(X) = P.

Here, we provide some definitions that will be useful in the remainder of the paper. Given a network M where all
nodes have distinct names, nds (M) returns the node names of M. More formally, nds (0) = 0, nds (z[P]") = {n} and
nds (M, | M) = nds (M) U nds (M,). For m € nds (M), the function ngh(m, M) returns the set of the neighbours of
min M. Thus, if M = m[P]” | N then ngh(m, M) = v. We write Env (M) to mean all the nodes of the environment
reachable by the network M. Formally, Env (M) = U,,engsanngh(m, M) \ nds (M).

The syntax provided in Table 1 allows us to derive networks which are somehow ill-formed. The following
definition identifies well-formed networks. Basically, it (i) rules out networks containing two nodes with the same
name; (ii) rules out self-neighbouring; (iii) imposes symmetric neighbouring relations (we recall that all nodes have
the same transmission range); (iv) imposes network connectivity to allow clock synchronisation.

Definition 2.3 (Well-formedness) M is said to be well-formed if
o M =N|m[P]" | m[P]? implies my # my;
e M =N |m[P) impliesm ¢ v;
o M =N |m[P]" | my[P2]?, withm; € vy, implies my € v|;

e for all m,n € nds (M) there are my, ...,m; € nds (M), such that m=m,, n=my, m; € ngh(m;.1, M), for 1 <i <
k—1.

We let Net be the set of well-formed networks.

Henceforth, we will always work with networks in Net.

2.1. Labelled transition semantics

In Table 2, we provide a labelled transition system (LTS) for aTCWS in the SOS style of Plotkin. Intuitively,
the computation proceeds in lock-steps: between every global synchronisation all nodes proceed asynchronously by
performing actions with no duration, which represent either broadcast or input or internal actions. Transmission
proceeds even if there are no listeners: sending is a non-blocking action. Moreover, communication is lossy as some
receivers within the range of the transmitter might not receive the message. This may be due to several reasons such
as signal interferences or the presence of obstacles.

The metavariable A ranges over the set of labels {r, o, m!wi>v, m?w} denoting internal action, time passing, broad-
casting and reception. Let us comment on the transition rules of Table 2. In rule (Snd) a sender m dispatches a
message w to its neighbours v, and then continues as P. In rule (Rcv) a receiver n gets a message w coming from
a neighbour node m, and then evolves into process P, where all the occurrences of the variable x are replaced with
w. If no message is received in the current time slot, a timeout fires and the node n will continue with process Q,
according to the rule (o-Rcv). The rule (RevPar) models the composition of two networks receiving the same message
from the same transmitter. Rule (RcvEnb) says that every node can synchronise with an external transmitter m. Notice
that a node n[| ?(x).P]Q]” might execute rule (RcvEnb) instead of rule (Rev). This is because a potential receiver may
miss a message for several reasons (internal misbehaving, interferences, weak radio signal, etc); in this manner we
model message loss. Rule (Bcast) models the propagation of messages on the broadcast channel. Note that this rule
loses track of the neighbours of m that are in N. Thus, in the label m!wr>v the set v always contains the neighbours
of m which can receive the message w. Rule (Tau) models local computations within a node due to a nondetermin-
istic internal choice. Rule (TauPar) propagates internal computations on parallel components. The remaining rules
model the passage of time. Rule (Sleep) models sleeping for one time slot. Rules (o-nil) and (0-0) are straightforward.
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Table 2 LTS - Transmissions, internal actions and time passing

- €
(Snd) vy mwby v (Rev) T,n 11:;w v
m[{w).P]" ——— m[P] n[[7(x).P]Q) —— nl{"/}P]
m ¢ nds (M) M2 N2 N
(RevEnb) ——w (RevPar) prT
M — M M|N —M |N
mwp>vy , m?w , .
(Beast) M N m N’ u:=v\nds(N)
M|N —M |N
hel M-S M
(Tau) S T " (TauPar) =
ml| Yie; 7.P:|QI" — m[Py] MIN S M |N
-nil = 1 —
()i~ afnil]” Sleep) o PT —5 nlPY
(o-Rev) _V T " (o-Sum) — SO -
n[1?(x).P]Q1" — nlQ] ml| Ye; 7.Pi|O1" — m[Q]
S NN —
(o-Par) roa (c-0) ———
M|N - M | N 0-50
Table 3 LTS - Matching, recursion and deduction
4 A /v 4 1 /v
(Then) n[P]" — n[i’] (Else) n[0]" — n[Q’] /;/VI # W)
n[[w = w]P; Q" — n[P']" n[[wi = wp]1P; Q" — n[Q']
Al(RPY 5 alPT HE € P
(Rec) 1
n[HW)]" — n[P']"
w v 1 v v 1 \4
OT) n[{"/JP] — n[R]” wi..w, Frw (DF) n[O] — nlRl B w. wi.. wy Fp w

n[[wy...w, k. x]P; QY R n[RY” nllwi...w, b x]P; O EN n[RY

Rule (0-Rev) models timeout on receivers, and similarly rule (o-Sum) describes timeout on internal activities. Rule
(0-Par) models time synchronisation between parallel components. Rules (Bcast) and (TauPar) have their symmetric
counterparts. Table 3 reports the standard rules for nodes containing matching, recursion or deduction.

Below, we report a number of basic properties of our LTS.

Proposition 2.4 Let M, M and M, be well-formed networks.

1. m ¢ nds (M) if and only if M LN N, for some network N.
2. My | M, m_w) N if and only if there are Ny and N, such that M, m—w> Ny, M, ﬂ N, with N = Ny | N,.

m!w
3.IfM b, M’ then M = m[!{w).P]" | N, for some m, v, P and N such that m[{w).P]" m[P],

N 2 N M = m[PY | N and u = v \ nds (N).
4. If M = M’ then M = m[| Yie; 7.P:]QY | N, for some m, v, P;, Q and N such that m[| Y;c; 7.P;|Q] =
m[PyY", for some h € I, and M’ = m[P;]" | N.

5. M| M, AN N if and only if there are Ny and N, such that M, BN N, M, 2, Nrand N = N; | N,.

mlwp>y
—_—

As the topology of our networks is static it is easy to prove the following result.
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Proposition 2.5 Let M be well-formed. If M s M’ then M is well-formed.

. . . .. 1
Proof By induction on the derivation of the transition M — M. O

2.2. Time properties

Our calculus aTCWS enjoys some desirable time properties. Here, we outline the most significant ones. Proposi-
tion 2.6 formalises the deterministic nature of time passing: a network can reach at most one new state by executing
a o-action.

Proposition 2.6 (Time determinism) [f M is a well-formed network with M LM and M -5 M”, then M’ and
M" are syntactically the same.

Proof By induction on the length of the proof of M = M. |

Patience guarantees that a process will wait indefinitely until it can communicate [8]. In our setting, this means
that if no transmissions can start then it must be possible to execute a o-action to let time pass.

Proposition 2.7 (Patience) Let M = [];c; mi[P;]" be a well-formed network, such that for all i € I it holds that
mi[P;]" # m[{w).0;1", then there is a network N such that M 5 N.
Proof By induction on the structure of M. O

The maximal progress property says that processes communicate as soon as a possibility of communication
arises [8]. In other words, the passage of time cannot block transmissions.

Proposition 2.8 (Maximal progress) Let M be a well-formed network. If M = m[!(w).P]" | N then M M for
no network M.

Proof By inspection on the rules that can be used to derive M 2, M’, because sender nodes cannot perform
o-actions. O

Basically, time cannot pass unless the specification itself explicitly asks for it. This approach provides a lot of
power to the specification, which can precisely handle the flowing of time. Such an extra expressive power leads,
as a drawback, to the possibility of abuses. For instance, infinite loops of broadcast actions or internal computations
prevent time passing. The well-timedness (or finite variability) property [15] puts a limitation on the number of in-
stantaneous actions that can fire between two contiguous o-actions. Intuitively, well-timedness says that time passing
never stops: Only a finite number of instantaneous actions can fire between two subsequent o-actions.

Definition 2.9 (Well-timedness) A network M satisfies well-timedness if there exists an upper bound k € N such that

whenever M LI where A; is not directly derived by an application of (RevEnb) and Aj # o (for 1 < j < h)
then h < k.

The above definition takes into account only transitions denoting an active involvement of the network, that is why we
have left out those transitions which can be derived by applying rule (RcvEnb) directly. However, as aTCWS is basically
a specification language, there is no harm in allowing specifications which do not respect well-timedness. Of course,
when using our language to give a protocol implementation, then one must verify that the implementation satisfies
well-timedness: No real-world service (even attackers) can stop the passage of time.

The following proposition provides a criterion to check well-timedness. We recall that Prc,, denotes the set of
processes where summations are always finite-indexed and recursive definitions are always time-guarded.

Proposition 2.10 Let M = [],c; mi[P;]" be a network. If P; € Prcy,, for all i € 1, then M satisfies well-timedness.

Proof First, notice that without an application of rule (RcvEnb) the network M can perform only a finite number of
transitions. Then, proceed by induction on the structure of M. U



2.3. Behavioural semantics

Based on the LTS of Section 2.1, we define a standard notion of timed labelled similarity for aTCWS. In general,
a simulation describes how a term (in our case a network) can mimic the actions of another term. Here, we focus
on weak relations, i.e., we abstract on internal actions of networks. Thus, we distinguish between the transmissions
which may be observed and those which may not be observed by the environment. We extend the set of rules of
Table 2 with the following two rules:

m!w>0 mlw>v

M —— M M —- M Cv #0
(Shh) ————— (Obs) !w|>y/J £
M — M M —— M

Rule (Shh) models transmissions that cannot be observed because none of the potential receivers is in the environ-
ment. Rule (Obs) models transmissions that can be received (and hence observed) by those nodes of the environment
contained in v. Notice that the name of the transmitter is removed from the label. This is motivated by the fact that
nodes may refuse to reveal their identities, e.g. for security reasons or limited sensory capabilities in perceiving these
identities. Note also that in a derivation tree the rule (Obs) can only be applied at top-level.

In the sequel, the metavariable @ will range over the following actions: 7, o, !wi>v and m?w. We adopt the
standard notation for weak transitions: the relation = denotes the reflexive and transitive closure of —T>; the relation

a @ . & . [ .
— denotes = — =>; the relation = denotes = if @ = T and = otherwise.

Definition 2.11 (Similarity) A relation R over well-formed networks is a simulation if M R N and M Ny V4 imply
there is N’ such that N = N’ and M’ R N’. We write M < N, if there is a simulation R such that M R N.

Our notion of similarity between networks is a pre-congruence, as it is preserved by parallel composition.

Theorem 2.12 Let M and N be two well-formed networks such that M < N. Then M | O < N | O for all O such
that M | O and N | O are well-formed.

3. A tGNDC schema for wireless networks

In order to achieve a formal verification of key management protocols for WSNs, we adopt a general schema for the
definition of timed security properties, called timed Generalized Non-Deducibility on Compositions (tGNDC) [12],
a real-time generalisation of Generalized Non-Deducibility on Compositions (GNDC) [16]. The main idea is the
following: a system M is tGNDC*™) if for every attacker A

M| A S p(M)

i.e. the composed system M | A satisfies the abstraction p(M).

A wireless protocol involves a set of nodes which may be potentially under attack, depending on the proximity to
the attacker. This means that, in general, the attacker of a protocol M is a distinct network A of possibly colluding
nodes. For the sake of compositionality, we assume that each node of the protocol is attacked by exactly one node of
A.

Definition 3.1 We say that A is a set of attacking nodes for the network M if and only if |[A| = |nds(M)| and
AN (nds (M) U Env(M)) = 0.

During the execution of the protocol an attacker may increase its initial knowledge by grasping messages sent by the
parties, according to Dolev-Yao constraints.

The knowledge of a network is expressed by the set of messages that the network can manipulate. Thus, we
write msg(P) to denote the set of the messages that appear in the process P. Formally, we follow [12] and we define
msg : Prc — 2M8 as the least set (fixed point) satisfying the rules in Table 4. A straightforward generalisation of
msg( ) to networks is the following:

msg(0) def 0; msgn[P]) def msg(P); msg(M; | M>) def msg(M;) U msg(M,).
7



Table 4 Function msgg

msg(nil) =)
msg(!{u).P) &ef get(u) U msg(P)
msg(L7(x).P]Q) o msg(P) U msg(Q)
msg(| e T.Pi]Q) o Uier msg(P;) U msg(Q)
msg(o.P) e msg(P)
msg([u; = u2)P; Q) € ger(ur) U get(uz) U msg(P) U msg(Q)
msg([us ...y e 1P Q) S UL, get(ui) U msg(P) U msg(Q)

msg(Hu; . ..u,)) S UL, get(u;) Umsg(P) if H(x) € P

where get : Val — 2M%¢ is defined as follows:
get(a) o {a}  (basic message)
get(x) &ef 0 (variable)
Ul;’zl get(uj) U {Fi(ul, e Uik) ) ifFi(ul ... ug) € Msg

. def
et(F'(uy,...,up)) = ; i
get(F'(uy ki) {U’;’zlget(uj) otherwise.

Now, everything is in place to formally define our notion of attacker. For simplicity, in the rest of the paper, given
a set of nodes NV and a node n, we will write N\ n for N'\ {n}, and N U n for N U {n}.

Definition 3.2 (Attacker) Let M be a network, with nds (M) ={my, ...,my}. Let A = {ay,...,a;} be a set of attacking
nodes for M. We define the set of attackers of M at ‘A with initial knowledge ¢o C Msg as:

k
Al £ {l_[ ail Qi) : Qi € Prew, msg(Qi) € Do), pi=(A\ a;) U mi} -

i=1

Remark 3.3 By Proposition 2.10, the requirement Q; € Prcy, in the definition of Ag’ v guarantees that our attackers
respects well-timedness and hence cannot prevent the passage of time.

Sometimes, for verification reasons, we will be interested in observing part of the protocol M under examination.
For this purpose, we assume that the environment contains a fresh node obs ¢ nds (M) U Env (M) U A, that we call
the ‘observer’, unknown to the attacker. For convenience, the observer cannot transmit: it can only receive messages.

Definition 3.4 Let M= H;‘:l m;[P;]". Given a set A={a,,...,a;} of attacking nodes for M and fixed a set O C
nds (M) of nodes to be observed, we define:
k
A def P, , def | (vinnds(M))Ua; Uobs ifm; €O
My = E[m’[P’] where v; = { (v; N nds (M)) U q; otherwise.

This definition expresses that (i) every node m; of the protocols has a dedicated attacker located at a;, (ii) network
and attacker are considered in isolation, without any external interference, (iii) only obs can observe the behaviour of
nodes in O, (iv) node obs does not interfere with the protocol as it cannot transmit, (v) the behaviour of the nodes in
nds (M) \ O is not observable.

We can now formalise the tGNDC family of properties as follows.



Definition 3.5 (tGNDC for wireless networks) Given a network M, an initial knowledge ¢y, a set O C nds (M) of
nodes under observation and an abstraction p(M), representing a security property for M, we write M € tGNDC go([g)

if and only if for some set A of attacking nodes for M and for every A € Ag’ el holds that

M| A S pM) .

It should be noticed that when showing that a system M is tGNDC” Ug), the universal quantification on attackers
required by the definition makes the proof quite involved. Thus, we look for a sufficient condition which does not
make use of the universal quantification. For this purpose, we rely on a timed notion of term stability [12]. Intuitively,
anetwork M is said to be time-dependent stable if the attacker cannot increase its knowledge in a indefinite way when
M runs in the space of a time slot. Thus, we can predict how the knowledge of the attacker evolves at each time

. o . A
slot. To this purpose we need a formalisation of computation. For A=¢; ... ,, we write = to denote = SN

ay . .
. = —— =. In order to count how many time slots embraces an execution trace A, we define #”(A) to be the
number of occurrences of o-actions in A.

Definition 3.6 (Time-dependent stability) A network M is said to be time-dependent stable with respect to a se-
quence of knowledge {¢;} ;-0 if whenever Mfés(M) | A = M | A’, where A is a set of attacking nodes for M,

#7(A) = j, A € A%, and nds (M") = nds (M), then msg(A’) € D(@)).

The set of messages ¢; expresses the knowledge of the attacker at the end of the j-th time slot. Time-dependent
stability is a crucial notion that allows us to introduce the notion of most general attacker. Intuitively, given a sequence
of knowledge {¢;} ;>0 and a network M, with = nds (M), we pick a set A = {aj, ..., ax} of attacking nodes for M
and we define the top attacker TOPZ
knowledge ¢;.

/p as the network which at (the beginning of) the j-th time slot is aware of the

Definition 3.7 (Top attacker) Let M be a network, with P = nds (M) ={my, ...,my}. Let A = {ay,...,a;} be a set of
attacking nodes for M, and {¢} ;>0 a sequence of knowledge. We define:

i def k ; def
TOP:;I/P = [l alTy 1™ where Ty = [ZW,E@@/_)T.!(W).T%JT¢M .

Basically, the top attacker TOPg Jp can perform the following transitions:
o a;'w>m; b .
° Topyéﬂ, TOP;W,, foreveryi € {l,...,k} and w € D(¢;)
(bj a ¢/+l
° Top,ﬂ/P — Topjw) .

In particular, from the j-th time slot onwards, TOP?; /p can replay any message in D(¢;) to the network under attack.
Moreover, every attacking node a; can send messages to the corresponding node m;, but, unlike the attackers of
Definition 3.2, it does not need to communicate with the other nodes in A as it already owns the full knowledge of

the system at time j.

Remark 3.8 Notice that the top attacker ignores message causality within a single time unit. Thus, it knows all
messages in ¢ ; already at the beginning of the time slot j. Notice also that, at each time slot, the top attacker acquires
all information that may be transmitted by the protocol at that time independently whether the information is really
transmitted or not.

Remark 3.9 The top attacker does not satisfy well-timedness (see Definition 2.9), as the process identifiers involved
in the recursive definition are not time-guarded. However, this is not a problem as we are looking for a sufficient
condition which ensures tGNDC with respect to well-timed attackers.

A first compositional property that involves the top attacker is the following (the symbol & denotes disjoint union).



Lemma 3.10 Let M = M, | M, be time-dependent stable with respect to a sequence of knowledge {¢;};s0. Let A,
and A, be disjoint sets of attacking nodes for M| and M, respectively. Let O; C nds (M) and O, C nds (M,). Then

(M1 | M2)gloor | Tovly

< A A do do
0,90, Ao ndson  ~ Mg, |M202 ‘TOP |TOP

A /nds(M) Ay /nds(M;) *
The following theorems say that (i) the top attacker TOPZ’;([J P is strong enough for checking tGNDC, and that (ii)
the notion of the most powerful attacker can be employed to reason in a compositional manner.

Theorem 3.11 (Criterion for tGNDC) Let M be time-dependent stable with respect to a sequence {¢;} >0, A be a

set of attacking nodes for M and O C nds (M) = P. Then Mg TOP;?/P < Nimplies M € tGNDCgO,O.

The notion of the most powerful attacker is eventually employed to obtain the compositional property outlined by
the following proposition.

Theorem 3.12 (Compositionality) Let M = M, | ... | My be time-dependent stable with respect to a sequence
of knowledge {¢;}js0. Let Ay, ..., Ay be disjoint sets of attacking nodes for My, ..., My, respectively. Let O; C

nds (M;) = P, for | <i < k. Then, (M)} | Tobly . < Nj, for 1 < i <k, implies M € tGNDC,' 5% .
O; AP~ $0,01U...UOx

Proof By Theorem 2.12 we have

(Ml)g‘l' | ... |(Mk)§f | Topg‘;l/nds(Ml) |T0Pifj{k/nds(Mk) < N[N

By applying Lemma 3.10 and Theorem 2.12 we obtain

AW WA, )
(M. | Mo,y w0, | TOP2 o w masnl. iy = N | [ Ve
Thus, by an application of Theorem 3.11 we can derive M € tGNDC ¢NO Il()llljj]ku()k . O

3.1. Two timed security properties

As in [12], we formalise two useful timed properties for security protocols as instances of tGNDC qﬁ) o» by suitably
defining the abstraction function p. We will focus on the two following timed properties:

e A timed notion of integrity, called timed integrity, which guarantees that only fresh packets are authenticated.

e A timed notion of authentication, called timed agreement, according to which if agreement is reached between
two parties then this must happen within a certain deadline, otherwise authentication does not hold.

More precisely, fixed a delay J, a protocol is said to enjoy the timed integrity property if, whenever a packet p; is
authenticated during the i-th time interval, then this packet was sent at most i — time intervals before. For verification
reasons, when expressing time integrity in the tGNDC scheme, we will introduce in the protocol under examination a
special message auth; which is emitted only when the packet p; is authenticated.

A protocol is said to enjoy the timed agreement property if, whenever a responder n has completed a run of the
protocol, apparently with an initiator m, then m has initiated the protocol, apparently with n, at most § time intervals
before, and the two agents agreed on some set of data. When expressing time agreement in the tGNDC scheme, we
introduce in the protocol under examination a special message hello;, which is emitted by the initiator at the i-th run
of the protocol, and a special message end;, emitted by the responder, representing the completion of the protocol
launched at run i.

4. A security analysis of yTESLA

The uTESLA protocol was designed by Perrig et al. [17] to provide authenticated broadcast from a base station
(Bs) towards all nodes of a wireless network. The protocol is based on a delayed disclosure of symmetric keys, and it
requires the network to be loosely time synchronised. The protocol computes a MAC for every packet to be broadcast,
by using different keys. The transmission time is split into time intervals of Ay, time units each, and each key is tied
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to one of them. The keys belongs to a key chain kg, ki, . .. , k, generated by Bs by means of a public one-way function
F. In order to generate this chain, Bs randomly chooses the last key k, and repeatedly applies F' to compute all the
other keys, whereby k; := F(k;;;), for 0 < i < n—1. The key-chain mechanism together with the one-way function
F, provides two major advantages: (i) a key k; can be used to generate the beginning of the chain ko, ..., k;_;, by
simply applying F as many time as necessary, but it cannot be used to generate any of the subsequent keys; (ii) any
of the keys ko, ..., k-1 can be used to authenticate k;. Each node m; is pre-loaded with a master key kgs.; for unicast
communications with Bs.

The uTESLA protocol is constituted by two main phases: bootstrapping new receivers and authenticated broad-
cast. The former establishes the node’s initial setting in order to start receiving the authenticated packets, the latter
describes the transmission of authenticated information.

In the first phase, when a new node m wishes to join the network it sends a request message to the base station Bs
containing its name and a nonce 7, where j counts the number of bootstrapping requests:

m—Bs:n;|m 3

The base station replies with a message of initialisation of the following form:
BS —> m : Ain | i | ky | 1| mac(kusm » (1 | Aing | i1k | D)

where i is the current time interval of Bs, k; is a key in the key chain, and /, with [ < i, represents the time interval in
which k; was employed for packet encryption. The secret key k., is used to authenticate unicast messages; the nonce
n; allows the node m to verify the freshness of the reply coming from Bs.

In the authenticated-broadcast phase, at each time interval i, one or more packets p; are deployed by Bs, each one
containing the payload and the MAC calculated with the key k; bound to the i-th time interval. Thus, at time interval i
the Bs broadcasts the authenticated message:

BS — * : p; | mac(p;, k;) .

In the same time interval i, the key tied to the previous time interval i — 1 is disclosed to all receivers, so that they
can authenticate all the previously received packets:

BS — * . ki_1 .

Loose time synchronisation on the key disclosure time prevents malicious nodes to forge packets with modified pay-
loads. Nodes discard packets containing MACs calculated with already disclosed keys, as those packets could come
from an attacker. In this phase, the nodes exploit the two main advantages of the key chain and the one-way function
F: (1) the last received key k; can be authenticated by means of F and the last authenticated key k;; (ii) lost keys can
be recovered by applying F to the last received key k;. For instance, suppose that Bs has sent packet p; (containing
a MAC with key k) in the first time interval, packet p, in the second time interval and packet ps in the third one. If
the key k; is correctly received by a node m while keys k, and k3 get lost, then m can only authenticate the packet p;
but not p, or ps3. However, if m gets the key k4 then m can authenticate k4 by using ki, and it can also recover the lost
keys k; and k3 to authenticate p, and pj3, respectively.

Our security analysis of y“TESLA focuses on the authenticated-broadcast phase which represents the core of the
protocol.

Encoding in aTCWS. In Table 5 we provide an encoding of the authenticated-broadcast phase of yTESLA. Our
encoding contains a few simplifications with respect to the original protocol. We assume that the duration of the time
interval Ajy is fixed and it is already known by the nodes. In our encoding, this time interval corresponds to two
o-actions. We assume that in each time interval i the sender broadcasts alternately only one packet p; and the key
k;_1 of the previous time interval. Thus, we assume a sequence g1, g2, . . . of payloads to be authenticated by using the
corresponding keys ki, k, . .. Moreover, we do not model the recovery of lost keys, hence the payload ¢; can only be

3Here, the “|” symbol denotes message concatenation.
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Table 5 yTESLA: authenticated-broadcast phase.

Sender:

def
Si Z 1qi ki Fmac il

[ui gi ¥ pair Pil

Kpi).o.

!<ki_1 >O'

St
Receiver:

RG, 1, k) € 12(p). P, L, p, r, ki)
O, 1, 7, ki)

PG, L p, 1 k) S 120). TG, L, p, 7k, KD
R(+1,1, p, k)

TG, L p,ro ki, k) € [F=17(k) = k)]

[r e ul
[I" Fsnd 6]]
[q k "mac u,]
[u=u']

O’.Z<l+1’l_1’p’ r, k>;
o.R(i+1,i-1, p,k;

o.R(+1,i-1, p,k);
o.R(+1,1, p, k)

2,1, p.r. k) € RG. L p.ky)

06, L1, k) S 1200.TG, L, v, 7, Ky, k)|

RG+1,1L 1 kp)

build MAC with payload and key
build packet with mac and payload
broadcast packet, synchronise
broadcast previous key, synchronise
and go to next sending state

receive a pkt, synchronise, go to P
if timeout go to QO

receive a key k and move to T
if timeout go to next receiving state

authenticate key k with F and k;
extract MAC from previous pkt r
extract payload from r

build MAC for r with key k
check MAC:s to authenticate r

authenticated-broadcast succeeded

receive a key, synchronise, and
g0 to next receiving state

authenticated by receiving the key k;. This simplification yields a easier to read model which can be generalised to
fulfil the original requirements of the protocol.

The encoding essentially defines two kind of processes: the senders S;, and the receivers R(i, [, r, k;), where i is the
current time interval, r is the last received packet, / is the time interval when the last key k; was authenticated. Since
we bind one packet to one key, i also refers to the index number of packets.

The authenticated-broadcast phase of yTESLA can be represented as follows:

UTESLA = Bs[0S11% | milonR(L, =1, L k)™ | ... | mulo-R(1, =1, L, ko)

where m € vy and Bs € v, for every m € {m,...,m;}. We use L because at the beginning there is no packet to
authenticate. We write ky, to denote the key transmitted by the base station Bs and authenticated at the node’s site
during the bootstrapping phase. Notice that &, is associated to the time interval —1.

4.1. Timed integrity

In this section, we show that the authenticated-broadcast phase of uyTESLA enjoys timed integrity. In particular,
we prove that receivers authenticate only packets that have been sent 2A;, time units before (that is, four o-actions
before) in the correct order, even in the presence of an intruder. The crucial point is that even if an attacker acquires
the shared keys then it is “too late” to break integrity, i.e., to authenticate packets which are more than 2A;,, time units
old.

We signal authentication of a packet » by broadcasting a special packet pair(auth, r). Thus, we replace the process
R(i, I, r, k;) of Table 5 with R(i, I, r, k;), where the process Z(i, , p, r, k;) is replaced by

Z/G, L p.r.ky) € [auth r v per ANOR'GL L p. ki)
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The formalisation of the authenticated-broadcast phase for yTESLA becomes the following:

UTESLA” € as[onS1 1% | milo-R(1, =1, Lk)T™ | ..o | mlo-R(1, =1, L k)™

We define the timed integrity property as the following abstraction of the protocol uTESLA’:

P(UTESLA") = ps[oS 11 | milo R | ... | mloRi1™

where §'| is the process defined in Table 5, while R; def o.|r.oauth,_1).Ri+1 |R;i+1. The node obs is the observing
node introduced in Section 3. Here, we abstract on receivers’ behaviour: At time interval i+2 they may signal the
authentication of the packet p; = pair(mac(k;, ¢;), ¢;) by sending the special packet auth; = pair(auth, p;).

The abstraction p(uTESLA’) is a faithful representation of the timed integrity property for the authenticated-
broadcast phase of uTESLA.

1pit>ob tauth; > obs
Proposition 4.1 Whenever p(uTESLA") A, b, 9, aihbobs

M then #7(Q) = 4.
In order to show that uTESLA’ satisfies timed integrity, we will prove that

pTESLA")

$0,{BS,m1 ...}

UTESLA’" € tGNDC

for some appropriate ¢. Notice that yTESLA’ is time-dependent stable with respect to the following sequence of
knowledge:

o = 0

o € ipy)
5 (1)
def L . .

¢i = ¢in1 Ulkja} if j>0andi=2j

6 = i U{pjsr,auth 1} if j>0andi=2j+1 .

We fix an attacking node a; for each m;, with 1 < j < h, and an attacking node b for Bs. By applying the compositional
criterion of Theorem 3.12, it suffices to prove a simpler integrity result for each node in isolation composed with its
corresponding top attacker.

Lemma 4.2 Given an attacking node b for s and the attacking nodes a; for mj, with 1 < j < h, and fixed the
sequence of knowledge {¢;}i>0 as in (1), then the encoding in Table 5 satisfies the following:

1. Bs[onS (17" | Tor) < Bs[oS 1™

b/s ~
2. mloR(L =1, LI | T S milo R, for 1< j<h .

Theorem 4.3 (UTESLA Timed integrity) The protocol uTESLA’ satisfies timed integrity:

WTESLA" ¢ (GNDCPUTESLA) -

Proof By applying Lemma 4.2 and Theorem 3.12. O

4.2. Timed agreement

The timed agreement property for the authenticated-broadcast phase yTESLA requires that when the receiver m;
completes the protocol, apparently with the initiator Bs, then Bs has initiated the protocol, apparently with m;, at most
2A;, time intervals before, and the two parties agree on the sent data. In other words, the packet p; is authenticated by
m  exactly 2A;, time units after it has been sent by Bs. This says that any formulation of timed agreement for yTESLA
would actually coincide with timed integrity. Thus, Proposition 4.1 demonstrates that p(uUTESLA”) is also a faithful
abstraction of timed agreement. As a consequence, Theorem 4.3 also says that uTESLA satisfies timed agreement.
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5. A Security Analysis of LEAP+

The LEAP+ protocol [3] provides a keying mechanism to establish authenticated communications. The protocol
is designed to establish four types of keys: an individual key, shared between a base station and a node, a single-hop
pair-wise key, shared between two sensor nodes, a cluster key, shared between a node and all its neighbourhood, a
group key, shared between a base station and all sensor nodes of the network.

In this section, we focus on the single-hop pairwise key mechanism as it is underlying to all other keying methods.
This mechanism is aimed at establishing a pair-wise key between a sensor node and a neighbours in Aje,, time units.
In order to do that, LEAP+ exploits two peculiarities of sensor nodes: (i) the set of neighbours of a node is relatively
static, and (ii) a sensor node that is being added to the network will discover most of its neighbours at the time of its
initial deployment.

The single-hop pairwise shared key mechanism of LEAP+ consists of three phases.

Key pre-distribution. A network controller fixes an initial key ki, and a computational efficient pseudo-random func-
tion prf(). Both &, and prf() are pre-loaded in each node, before deployment. Then, each node r derives its
master key: k,:=prf(ki, r).

Neighbour discovery. As soon as a node m is scattered in the network area it tries to discover its neighbours by
broadcasting a hello packet that contains its identity, m, and a freshly created nonce n;, where i counts the
number of attempts:

m— *x:m|n; .

Then each neighbour r replies with an ack message which includes its identity r, the corresponding MAC calcu-
lated by using r’s master key k., to guarantee authenticity, and the nonce n;, to guarantee freshness. Specifically:

r — m: r | mack,, (r | n;)) .

Pairwise Key Establishment. When m receives the packet g from r, it tries to authenticate it by using the last created
nonce n; and r’s master key k, = prf(ki,, r). Notice that m can calculate k, as k;, and prf have been pre-loaded
in m, and r is contained in ¢g. If the authentication succeeds, then both nodes proceed in calculating the pairwise
key k., := prf(k,, m). Any other message between m and r will be authenticated by using the pairwise key k.,
If m does not get an authenticated packet from the responder in due time, it sends a new hello packet with a
fresh nonce.

Encoding in aTCWS. In Table 6, we provide an encoding of the single-hop pairwise shared key mechanism of LEAP-.
For the sake of clarity, we assume that Ay, consists of two time slots, i.e. it takes two o-actions. To yield an easier to
read model, we consider only two nodes and we define

LEAP: € m[o-S," | rloRY"

where m is the initiator, r is the responder, with m € v, and r € v,,. Moreover, we assume that r has already computed
its master key k, := prf(ki,, 7). This simple model does not lose in generality with respect to the multiple nodes case.

5.1. Timed Agreement

The timed agreement property for LEAP+ requires that the responder r successfully completes the protocol initi-
ated by m, with the broadcasting of a hello packet, in at most Aje,p time units (i.e. two o-actions). We will show that
LEAP- does not satisfy the timed agreement property. Intuitively, due to the presence of the attacker, » may wrongly
believe it has established a pairwise key with m, whereas m will indefinitely send new hello packets. In some respect,
this may be viewed as a kind of denial-of-service attack.

For our analysis, in order to make observable the completion of the protocol, we define LEAP” by replacing in
LEAP- the process R of Table 6 with the process R’ defined as the same as R except for process R® which is replaced
by

RS € olendn ki el!e)nil .
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Table 6 LEAP-+ specification

Sender at node m:

def

S; (i1 m b prp 4] build a random nonce »;
[m n; +per 1] build a pair # with m and the nonce n;
[hello  Fpgir pl build hello packet using the pair ¢
Yp).o.P broadcast hello, synchronise and move to P
P def L?(q).P' 18 41 wait for response from neighbours
pl & [q Frse F1P% 08 i1 extract node name r from packet g,
P? def [q Fsna Al extract MAC h from packet g
[ 1 Fpair '] build a pair # with r and current nonce n;
(Kin 7 Fprf kil calculate »’s master key k,
[kt Frae W] calculate MAC &’ with k, and ¢
(W = hlP; 0.8 if it matches with the received one go to P3,
otherwise go to next time unit and restart
P komr ot Ko 1P calculate the pairwise key k..
P Y il synchronise and conclude key establishment

Receiver at node r:

def

R 1?(p).R"Jo".R wait for incoming hello packets

R! o [P Frst pl]Rz; o.0.R extract the first component

Y [p Fsna P2] extract the second component
[p1 = hello]R?; 0.0 .R check if p is a hello packet

R & P2 by mIRY; 0.0"R extract the sender name m

R [py rona 1 extract the nonce n
[r 7 Fpir 1] build a pair # with n and r
[k t Frge R calculate MAC £ on ¢ with r’s master key k,
[ B Fpair q] build packet ¢ with node name r and MAC h
o.q).R’ synchronise, broadcast ¢ and go to R’

R [kr M Fprp ko 1RO calculate pairwise key k.,

RS il synchronise and conclude key establishment

We use the following abbreviations: hello; & pair(hello, pair(m, n;)) and end; «f pair(end, n;).

The timed agreement property of LEAP+ is defined by the following abstraction:

PaerLEAPS) € o511 | o R 1

where §; < Khello).olr.onilSiy and R, < [1.01(gi).0.<end:y.nil o Ris1, with ¢; = pair(r, mac(k,, pair(r, n;))),
as defined in Table 6.

The following statement says that the abstraction pq,-(LEAP’+) expresses correctly the timed agreement property
for LEAP-.

lend;>obs

Proposition 5.1 Whenever p,q(LEAP) A, helobobs | 9,

then #7(Q) = 2.
Now, in order to prove timed agreement for LEAP+ we should show that

, Pusr (LEAP)
LEAP: € (GNDCy™ -

15



Table 7 Replay attack to LEAP-.

m — * : hello; m starts the protocol, but hello; is grasped by a and missed by r

the system moves to the next time slot
b : hello; a sends hello; to b
the system moves to the next time slot

r : hello; b replays hello; to r
. hello, m broadcasts hello, (containing a fresh nonce n,), which gets lost

the system moves to the next time slot
m: q r replies by sending ¢; (which is discarded by m)

the system moves to the next time slot

Llsb sl st s

* 1 end; r signals the end of the protocol

for some appropriate ¢y. This would imply that all traces of the system composed by LEAP’+ in parallel with an
attacker can be mimicked by pg,(LEAP).
However, this is not the case, as stated by the following theorem.

Theorem 5.2 (Replay Attack to LEAP+)

LEAP+ ¢ tGNDC,

Proof = We define an attacker that delays agreement. Let us define the set of attacking nodes A = {a, b} for
nds (LEAP’+). Let us fix the initial knowledge ¢o = 0, so to deal with the most general situation. We set v, = {m, b}
and v, = {r, a}, and we assume all the nodes in nds (LEAP’+) are observable, thus v,, = {r, a, obs} and v, = {m, b, obs}.
We give an intuition of the replay attack in Table 7. Basically, the attacker delays the reception of the packet p; at
m which cannot complete the protocol within two time slots, but only after four time slots, thus breaking agreement.
Formally, we define the attacker A € Aﬁ({‘ i) A8 follows:

Pugr(LEAP'+)
0.,{m,r}

BUUNE

A = a[o- XT" | b[o?.X]"
where X = [ ?2(x).0.!{x).nil|nil. Now, we consider the system
(LEAPD) | A = m[oS 1™ | loRT" | A
and we find that it admits the following execution trace
o.lhelloj>obs.o.1t.0.7.helloy>o0bs.o . g >0bs. o . lend|>o0bs

where the packet hello; and the corresponding packet end; are divided by four o-actions (we report the corre-
sponding computation in the Appendix). Proposition 5.1 says that this trace cannot be mimicked by the abstraction
Pagr(WTESLA] ). As a consequence, the timed agreement property for LEAP+ does not hold. u

boot

5.2. Timed integrity

The timed integrity property for LEAP+ says that hello messages and authentication messages with the same nonce
must differ for at most A, time units. We show that LEAP-+ satisfies the timed integrity property. For doing that, we
slightly modify the specification of LEAP+ to make observable key authentication. We define

LEAP": € m[. ST | rloRY”

where the process S’ is the same as process §; of Table 6, except for process P* which is replaced by

P € o lauth £ r g alla).nil .
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For simplicity, we use the following abbreviation: auth; = pair(auth, pair(m, n;)).
In order to formally represent the timed integrity property, we define the following abstraction of the protocol:

Pi(LEAP") € m[§,177 | ATick)”
a def A . 5 def .
where §; = Khello;).o|r.0.auth;).nil|S ;4; and Tick = o.Tick .
By construction, p;,(LEAP”+) is a faithful representation of timed integrity for LEAP+ (we recall that in our
encoding Aje,p corresponds to two o-actions).

A thello,r>0bs  Q lauth;>obs
fr—

Proposition 5.3 Whenever p;,,(LEAP"+) — M then #7(Q) = 2.

Now, we notice that LEAP"+ is time-dependent stable with respect to the sequence of knowledge {¢;};>0, defined
as follows:

¢ = 0
¢ € {helloy)
; @)
¢ € ¢y Umac(k,,pair(r,n;)} if j>Oandi=2;
¢ < ¢, Ufhelloj,.auth;) if j>0andi=2j+1 .

Now, we pick two attacking nodes a and b, for m and r, respectively, and we focus on the observation of node m as
it signals both the beginning and the end of the authentication protocol. Again, by applying Theorem 3.12 it suffices
to prove a simpler result for each node in isolation composed with its corresponding top attacker.

Lemma 5.4 Given two attacking nodes a and b, for m and r respectively, and fixed the sequence of knowledge {¢;}i>o
as in (2), then
Lomlo.S71) | Toel < mlon$117

2. rloRI" | Tor) < AATick]” .

~

Theorem 5.5 (LEAP+ Timed integrity) LEAP”: satisfies the timed integrity property:

LEAP”: € tGNDCP"-EAP™)
do.{m}

Proof By applying Lemma 5.4 and Theorem 3.12. g

6. A security analysis of LiSP

In order to achieve a good trade-off between resource limitations and network security, Park et al. [2] have pro-
posed a Lightweight Security Protocol (LiSP) for WSNs. LiSP provides (i) an efficient key renewal mechanism which
avoids key retransmission, (ii) authentication for each key-disclosure, and (iii) the possibility of both recovering and
detecting lost keys.

A LiSP network consists of a Key Server (ks) and a set of sensor nodes my,...,m;. The protocol assumes a
one way function F, pre-loaded in every node of the system, and employs two different key families: (i) a set of
temporal keys ko, . .., k,, computed by ks by means of F, and used by all nodes to encrypt/decrypt data packets; (ii) a
set of master keys kgs.m;» one for each node m;, for unicast communications between m; and Bs. As in uTESLA, the
transmission time is split into time intervals, each of them is Aegresnh time units long. Thus, each temporal key is tied
to a time interval and renewed every Aefesh time units. At a time interval i, the temporal key k; is shared by all sensor
nodes and it is used for data encryption. Key renewal relies on loose node time synchronisation among nodes. Each
node stores a subset of temporal keys in a buffer of a fixed size, say s with s << n.

The LiSP protocol consists of the following phases.
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Initial Setup. At the beginning, ks randomly chooses a key k, and computes a sequence of temporal keys ko, . . . , k,, by
using the function F, as k; := F(k;+1). Then, ks waits for reconfiguration requests from nodes. More precisely,
when ks receives a reconfiguration request from a node 1, at time interval i, it unicasts the packet InitKey:

KS — m; enc(kks:mjs (S | kx+i | Arefresh)) | hash(s | ks+i | Arefresh) .

The operator enc(k, p) represents the encryption of p by using the key of k, while hash(p) generates a message
digest for p by means of a cryptographic hash function used to check the integrity of the packet p. When
m;j receives the InitKey packet, it computes the sequence of keys kg1, kgiio2,. .., k; by several applications
of the function F' to ky,;. Then, it activates k; for data encryption and it stores the remaining keys in its local
buffer; finally it sets up a ReKeyingTimer to expires after Arefesn/2 time units (this value applies only for the
first rekeying).

Re-Keying. At each time interval i, with i < n, ks employs the active encryption key k; to encode the key k,,;. The
resulting packet is broadcast as an UpdateKey packet:

Ks — * : enc(k;, ko) .

When a node receives an UpdateKey packet, it tries to authenticate the key received in the packet; if the node
succeeds in the authentication then it recovers all keys that have been possibly lost and updates its key buffer.
When the time interval i elapses, every node discards k;, activates the key k;;; for data encryption, and sets
up the ReKeyingTimer to expire after Acesresn time units for future key switching (after the first time, switching
happens every Apefresh time units).

Authentication and Recovery of Lost Keys. The one-way function F is used to authenticate and recover lost keys. If [
is the number of stored keys in a buffer of size s, with [ < s, then s —/ represents the number of keys which have
been lost by the node. When a sensor node receives an UpdateKey packet carrying a new key k, it calculates
F*7!(k) by applying s — [ times the function F. If the result matches with the last received temporal key, then
the node stores £ in its buffer and recovers all lost keys.

Reconfiguration. When a node m; joins the network or misses more than s temporal keys, then its buffer is empty.
Thus, it sends a RequestKey packet in order to request the current configuration:

mj — ks : RequestKey | m; .

Upon reception, node ks performs authentication of m; and, if successful, it sends the current configuration via
an InitKey packet.

Encoding. In Table 8, we provide a specification in aTCWS of the entire LiSP protocol. We introduce some slight
simplifications with respect to the original protocol. We assume that (i) the temporal keys ko, . . ., k, have already been
computed by ks, (ii) both the buffer size s and the refresh interval Agegesn are known by each node. Thus, the InitKey
packet can be simplified as follows:

KS — mj enc(kks:m_,s ks+i) | haSh(ksﬂ') .

Moreover, we assume that every o-action models the passage of Aefresn/2 time units. Therefore, every two o-actions
the key server broadcasts the new temporal key encrypted with the key tied to that specific interval. Finally, we do not
model data encryption.

When giving our encoding in aTCWS we will require some new deduction rules to model an hash function and
encryption/decryption of messages:

wp wa
enc(wi, w»)

wip w2

(hash) W

(enc) (dec)

_w
hash(w)

The protocol executed by the key server is expressed by the following two threads: a key distributor D; and a
listener L; waiting for reconfiguration requests from the sensor nodes, with i being the current time interval. Every
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Table 8 The LiSP protocol

Key Server:
Dy def o.D; synchronise and move to D
Di Y ki kesi Fene 1] for i > 1, encrypt ky,; with k;
[UpdateKey #; Fpqir ;] build the UpdateKey packet u;
Wu;y.o.0.Diyq broadcast r;, and move to D,
L; e L2(r).1iyq Jo.Livq wait for request packets
I; &ef [rvpg 1 ]Ii1 ;0.0 L; extract first component
1! P RequestKeyl/?; o.0".L; check if 7| is a RequestKey
2 def
I = [rrgam] extract node name

[Kisim Ksvi Fene Wil
[ks+i Fhash hl]
[Wi hi l_pair ri]
[Ithey Fi "pair Qz]

encrypt ky.; with kg,
calculate hash code for kg ;
build a pair r;,

build a InitKey packet ¢;,

a.{g).o.L; broadcast g;, move to L;
Receiver at node m:
z [RequestKey m Fpair 7] send a RequestKey packet
Wr.o|2g).T|Z wait for a reconfig. packet
T o [qtre ¢ 1T 02 extract fst component of ¢
71« ¢’ = InitKey]T?;0.Z check if g is a InitKey packet
72 (g Fona 9] extract snd component of g
[q” Fru wiT?: 0. extract fst component of g
3 g Fsna h] extract snd component of g”
lksom W Faee KIT3; 002 extract the key
T S [k g W1l = WIT%; 02 verify hash codes
75 ¥ o REFTK), K s—1) synchronise and move to R
R(ke, k., D) def |?2(w).E|F wait for incoming packets
E Y [utsy W E 0 F extract fst component of u
J [« = UpdateKeylE?; o.F check UpdateKey packet
B2 [t Fgng u”'] extract snd component of u
[ke u”’ Fyee KIE?; 0. F decrypt u” by using k
B € [Pk = kEY 0 F authenticate k
E Y g0 R(F*~\(k), k, s—1) synchronise and move to R
Fo [l =0]Z;0.R(F (k). ki, 1-1) check if buffer key is empty

Arefresn time units (that is, every two o-actions) D; broadcasts the new temporal key k,,; encrypted with the key k; of
the current time interval i. The process L; replies to reconfiguration requests by sending an initialisation packet.

At the beginning of the protocol, a sensor node runs the process Z, which broadcasts a request packet to ks, waits
for a reconfiguration packet ¢, and then checks authenticity by verifying the hash code. If the verification is successful
then the node starts the broadcasting new keys phase. This phase is formalised by the process R(k, k., [), where k. is
the current temporal key, k; is the last authenticated temporal key, and the integer / counts the number of keys that are
actually stored in the buffer.

To simplify the exposition, we formalise the key server as a pair of nodes: a key disposer kp, which executes D;,
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and a listener kL, which executes L;. Thus, the LiSP protocol, in its initial configuration, can be represented as:
. def
LiSP = 1—[ mi[o.Z]"™ | xlo.Lol™ | kp[o.Do]™
jeJ

where for each node m;, with j € J, mj € v, N vy, and {KD, KL} C vy,

Timed integrity. In LiSP, a node should authenticate only keys sent by the key server in the previous Arefresh time
units. Otherwise, a node needing a reconfiguration would authenticate an obsolete temporal key and it would not
be synchronised with the rest of the network. Here, we will show that, due to the interference of an attacker, key
authentication may take longer than Aefesn time units. In order to exhibit the attack it suffices to focus on a part of

the protocol composed by the kL node of the key server and a single sensor node m. Moreover, in order to make
observable a successful reconfiguration, we replace the process 7% of Table 8 with the process

T € oo auth k kpe, all(a).ROFS (k). k, s—1) .

Thus, the part of the protocol under examination can be defined as follows:

LiSP" € ez’ | kilo Lol .

Our freshness requirement on authenticated keys can be expressed by the following abstraction of the protocol:

p(LiSP') ' m[o- 201" | kLl Lo]”

where
o 72 € \r).o|r.ono authi ) R(kist, kysi, s—1)|Zi41, with r = pair(RequestKey, m) and auth; = pair(auth, &)
as in Table §;
o L€ [1.0.1gis1).0-Lis1 JoLivr, and g; = pair(InitKey r;) with r; = pair(enc(kysm, ky+:), hash(ky:,)) as defined as
in Table 8.

It is easy to see that p(LiSP’) is a correct abstraction of the timed integrity property of the protocol, as the action auth;
occurs exactly Arefresh time units (that is, two o-actions) after the disclosure of key k;.; through packet g;.

gi>obs Q lauth;>obs
—1

Proposition 6.1 p(LiSP') = implies #7(Q) = 2.

In order to show that LiSP’ satisfies our security analysis, we should prove that
‘QD’ p(LiSP")
LiSP’ € tGNDC 0.0
for O = nds (LiSP’) and initial knowledge ¢y = 0. However, this is not the case.
Theorem 6.2 (Replay attack to LiSP)
LiSP' ¢ 1GNDC\5S")

Proof Let us define the set of attacking nodes A = {a, b} for LiSP’. Let us fix the initial knowledge of the attacker
¢do = 0. We set v, = {m, b} and v, = {KL, a}, and we assume that O = {kL, m}. We give an intuition of the replay attack
in Table 9. Basically, an attacker may prevent the node m to receive the InitKey packet within Ajefres time units. As
a consequence, m may complete the protocol only after 2Afesn time units (that is, four o-actions), so authenticating
an old key.

Formally, we define the attacker A € Ag’/m,m} as A = a[o>.XT" | b[o2.X]" where X = [2(x).0~.){x).nil]nil. We

then consider the system (LiSP’)? | A which admits the following execution trace:

o.\r>obs.o . \gi>obs.o.T. \r>obs.o . 1.0 .0 . lauth|>o0bs

containing four o-actions between the packets g; and auth;. By Proposition 6.1, this trace cannot be matched by
p(LiSP). So, (LiSP’)g‘ | A £ p(LiSP). O
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Table 9 Replay attack to LiSP

m — KL . r m sends a RequestKey and kL correctly receives the packet
SN the system moves to the next time slot

KL — m : q KL replies with an InitKey which is lost by m and grasped by b
SN the system moves to the next time slot

b — a : q b sends g to a

m — KL : 1 m sends a new RequestKey which gets lost
SN the system moves to the next time slot

a — m: q a replays q; tom

AN after Arefresn time units
m — = : auth; m authenticates ¢, and signals the end of the protocol

6.1. Timed agreement

The timed agreement property for LiSP requires that when a sensor node m completes the protocol, apparently
with the initiator kL, then KL has initiated the protocol, apparently with m, at most Aefesh time units before, and the two
parties agree on the transmitted data. In other words: the packet g; must be received and authenticated by m exactly
Arefresn time units after it has been sent by k. This suggests that any formulation of timed agreement for LiSP would
actually coincide with timed integrity. Thus, Proposition 6.1 demonstrates that p(LiSP’) is also a faithful abstraction
of timed agreement. As a consequence, Theorem 6.2 also says that LiSP does not satisfies timed agreement.

7. Conclusions, Related and Future Work

We have proposed a timed broadcasting calculus, called aTCWS, to formalise and verify real-world key manage-
ment protocols for WSNs. Our calculus comes with a well-defined operational semantics and a simulation-based
behavioural semantics. Then, we have revised Gorrieri and Martinelli’s tGNDC framework [12] in such a way that it
can be applied to WSNs. We have used tGNDC to express two timed properties of wireless security protocols: timed
integrity and timed agreement. A nice aspect of expressing a security property as a tGNDC-property is that when it
does not hold then it is possible to exhibit an attack which invalidate the property. In order to prove tGNDC-properties
in an effective manner, we have provided a compositional proof technique based on the notion of the most powerful
attacker. Notice that, as pointed out in Remarks 3.8 and 3.9, the top attacker used in our proof technique is slightly
more powerful than any process in aTCWS. As a consequence, our proof technique for tGNDC is sound but not com-
plete. Nevertheless, when a protocol can be attacked by the top attacker there are good chances that the same attack
can be perpetrated by a real attacker.

We have provided formal specifications in aTCWS of three well-known key management protocols for WSNs:
UTESLA [1], LEAP+ [3] and LiSP [2]. Our specifications meet the requirements of Proposition 2.10, thus they all
satisfy well-timedness. Then, we have formally proved that the single-hop pairwise shared key mechanism of LEAP+
enjoys timed integrity, and that the authenticated-broadcast phase of yTESLA enjoys both timed integrity and timed
agreement. We have provided two different replay attacks to show that the single-hop pairwise shared key mechanism
of LEAP+ do not enjoy timed agreement, and that LiSP satisfies neither timed integrity nor timed agreement. The
kind of attack occurring in LiSP cannot be repeated in LEAP+ or y'TESLA as these two protocols assume the presence
of nonces which guarantee message freshness. We could use the same precaution in LiSP, by adding a nonce in all
RequestKey and InitKey packets [18]. However, as seen for LEAP+ the addition of nonces in LiSP would fix timed
integrity but not timed agreement.

The present work is the continuation and generalisation of [19], where a slight variant of the calculus was intro-
duced, and an early security analysis for the authenticated-broadcast phase of gTESLA and the single-hop pairwise
shared key mechanism of LEAP+ was performed. In [18] the calculus aTCWS has been used to analyse the LiSP proto-
col. The design of our calculus is strongly inspired by tCryptoSPA [12], a timed “cryptographic” variant of Milner’s
CCS [20], where node distribution, local broadcast communication and message loss are codified in terms of point-
to-point transmission and a discrete notion of time. As a consequence, specifications and security analyses of wireless
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network protocols in tCryptoSPA are much more complicated than ours. The tGNDC schema for tCryptoSPA, has
already been used by Gorrieri et al. [13] to study a number security protocols, for both wired and wireless networks.
In particular, they studied the authenticated-broadcast phase of yTESLA, proving timed integrity. The formalisation
for yTESLA we have proposed here is much less involved than the one of [13] thanks to the specific features of our
calculus for broadcast communications.

Several process calculi for wireless systems have been recently proposed. Mezzetti and Sangiorgi [21] have
introduced a calculus to describe interferences in wireless systems. Nanz and Hankin [22] have proposed a calculus for
mobile ad hoc networks for specification and security analysis of communication protocols. They provide a decision
procedure to check security against fixed intruders known in advance. Merro [23] has proposed a behavioural theory
for mobile ad hoc networks. Godskesen [24] has proposed a calculus for mobile ad hoc networks with a formalisation
of an attack on the cryptographic routing protocol ARAN. Singh et al. [25] have proposed the w-calculus for modelling
the AODV routing protocol. Ghassemi et al. [26, 27] have proposed a process algebra, provided with model checking
and equational reasoning, which models topology changes implicitly in the semantics. Merro and Sibilio [28] have
proposed a timed calculus for wireless systems focusing on the notion of communication collision. Godskesen and
Nanz [29] have proposed a simple timed calculus for wireless systems to express a wide range of mobility models.
Gallina and Rossi [30] have proposed a calculus for the analysis of energy-aware communications in mobile ad
hoc networks. Song and Godskesen [31] have proposed the first probabilistic un-timed calculus for mobile wireless
systems in which connection probabilities may change due to node mobility. Kouzapas and Philippou [32] have
proposed a process calculus for dynamic networks which contains features for broadcasting at multiple transmission
ranges and for viewing networks at different levels of abstraction.

Recently, Arnaud et al. [33] have proposed a calculus for modelling and reasoning about security protocols, in-
cluding secure routing protocols, for a bounded number of sessions. They provide two NPTIME decision procedures
for analysing routing protocols for any network topology, and apply their framework to analyse the protocol SRP [34]
applied to DSR [35].

The AVISPA model checker [36] has been used in [37] for an analysis of TinySec [38], LEAP [39], and TinyPK [40],
three wireless sensor network security protocols, and in [41] for an analysis of the Sensor Network Encryption Proto-
col SNEP [1]. In particular, in [37] the authors considered the communication between immediate neighbour nodes
which use the pairwise shared key already established by LEAP. In this case AVISPA found a man-in-the-middle
attack where the intruder may play at the same time the role of two nodes in order to obtain real information from one
of them, thus loosing confidentiality.

It is our intention to apply our framework to study the correctness of a wide range of wireless network security
protocols, as for instance, MiniSec [42], and evolutions of LEAP+, such as R-LEAP+ [43] and LEAP++ [44].

Acknowledgements. The referees have provided several useful comments.
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Appendix A. Proofs

Proof of Proposition 2.4 We single out each item of the proposition.

Item 1. The forward direction is an instance of rule (RcvEnb), the converse is proved by a straightforward rule induc-
tion.

Item 2. The forward direction follows by noticing that only rules (RcvEnb) and (RevPar) are suitable for deriving the
action m?w from M| | M,; in the case of rule (RcvEnb) we just apply rule (RcvEnb) both on M, and on M,, in the
case of rule (RcvPar) the premises require both M and M, to perform an action m?w and to move to N; and N, with
N = N; | N,. The converse is an instance of rule (o-Par).

Item 3. The result is a consequence of the combination of rules (Snd) and (Bcast) and it is proved by a straightforward
rule induction.

Item 4. Again, the proof is done by a straightforward rule induction.

Item 5. The forward direction follows by noticing that the only rule for deriving the action o from M, | M, is (o-Par)
which, in the premises, requires both M and M, to perform an action o~. The converse is an instance of rule (o-Par).

Proposition Appendix A.1 If M < N then nds (N) C nds (M).
Proof By contradiction. Assume there exists a node m such that m € nds(N) and m ¢ nds(M). Then, by

rule (RcvEnb), M BN M. Since M < N there must be N’ such that N 22 N’ with M’ < N’. However,

since m € nds (N), by inspection on the transition rules, there is no way to deduce a weak transition of the form
m?w

N — N". O
Proof of Theorem 2.12 We prove that the relation
R={(M|0, N|O)st. M S Nand M| O, N| O are well-formed }

is a simulation. We proceed by case analysis on why M | O -5 Z. The interesting cases are when the transition is

due to an interaction between M and O. The remaining cases are more elementary.

! v mlw
Let M | O BN VT | O (v # 0) by an application of rule (Obs), because M | O iaN M’ | O, by an

application of rule (Bcast) with v C 5. There are two possible ways to derive this transition, depending on where the
sender node is located in the network.

1. M m M’ and O ﬂ O’, with m € nds (M) and n = u \ nds (O). By an application of rule (Obs) we
obtain that M —Z% M’. Since M < N, it follows that there is N’ such that N 2PE N’ with M < N’. This

T . hiw>p’ .
implies that there exists 4 € nds (N) such that N =21 N’ with u € u’. Moreover:

(a) h ¢ nds(0), as N | O is well-formed and it cannot contain two nodes with the same name;

(b) ¢’ € ngh(h, N), by Proposition 2.4(3);

(c) If k € ¢’ N'nds (O) then h € ngh(k, O), as the neighbouring relation is symmetric.
Now, in case O m_"w) O’ exclusively by rule (RcvEnb) then also O ﬂ O’ by rule (RevEnb) and item (a).
In case the derivation of O SN O’ involves some applications of the rule (Rcv) then the concerned nodes

have the form k[ 2(x).P]QI" with k € g, hence i € ngh(k, 0) by item (c), and so we can derive O —-25 O’ by
applying the rules (RcvEnb) and (RevPar).

Thus we have O LN O’ in any case. Then by an application of rule (Bcast) and several applications of rule
(TauPar) we have N | O SULL/EN N’ | O with’ = ¢’ \ nds(0). Now, since u C y’ we have u \ nds (0O) C
#' \nds(0) hence v Cn Cn'. As v # 0, by an application of rule (Obs) and several applications of rule (TauPar)

w>v

it follows that N | O === N’ | O’. Since M’ < N’, we obtain (M’ | O’, N’ | 0’) € R.
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m?w m!w
2. M 2 M and O “H, ', with m € nds (0) and n = p \ nds (M). Since M < N, it follows that there
mw

is N’ such that N =—= N’ with M’ < N’. By an application of rule (Bcast) and several applications of rule

(TauPar) we have N | O M!WZW N’ | 0, with i = u\ nds (N). Since M < N, by Proposition Appendix A.1

we have n C . Thus v € ’ and by an application of rule (Obs) and several applications of rule (TauPar) it
w>v

follows that N | O === N’ | O’. Since M’ < N’, we obtain (M’ | O’, N' | 0’) e R.

LetM | O Ny Vi | O’ by an application of rule (Shh) because M | O il M’ | O’. This case is similar to the

previous one.

Let M | O m—?w> M’ | O’ by an application of rule (RcvPar) because M m—m> M’ and O ﬂ O’. Since
M < N, it follows that there is N’ such that N L N’ with M7 < N’. By an application of rule (RcvPar) and several
applications of rule (TauPar) we have N | O 2 N | O’. Since M’ < N’, we obtain (M’ | O', N' | O') e R.

Let M| O M | O’ by an application of rule (o-Par) because M 25 M’ and O -5 ©’. This case is similar
to the previous one. O

Proof of Lemma 3.10 We first note that a straightforward consequence of Definition 3.7 is:

o _ $o (2
TOP (7, . masny = TOPa, nascay) | TOP sy nass(ay) -
Then, in order to prove the result, we just need to show that
A WA o Ay Az o
(M1 | M2)p/ 0, | TOP 2 w1, /nds(a) S (M), | (M), | ToP 2w, indsm) -

To improve readability, we consider the most general case, that is O; = nds (M;) and O, = nds (M;). Moreover, we
assume M| = my[P1]"", M, = my[P,]"” and therefore A; = {a;}, A, = {a}. The generalisation is straightforward.
Then we have:

o (M| My)™® = mi[P\1" | ma[ P21 with {ay, 0bs} C V) C {ay, ma, obs} and {ay, 0bs} C v} C {az, my, obs);
o M/ =m [P\ with v = {ay, obs};
o MJ® = my[P]7 with v = {as, obs}.

We define P = {m, m,} and A = {ay, a,}. We need to prove

mi [P\ | ma[Po] | Tor? ., < my[P\T7 | mal P17 | Top?

AP~ AP
We prove that the following binary relation is a simulation:
def Vv YA Vv V! .
R = Ujpo {(mulQiT" | mal Qo] | N, mi[ Q11" | mal Qa1 | TOP%p)

such that m; [Py]"" | my[ Pyl | Toe%s ,, == my[Q11 | mal Qo) | N
for some A with #7(A) = j} .

We consider (m [OQ11" | ma[Qa12 | N, my[O1 17 | ma[ Q217 | TOP(Z/P) € R and we proceed by case analysis on why

mi[Q1 17 | mol @ |N =5 m [ | mal Qo] | N

a =m?w. This case is straightforward. In fact, the environment of the system contains exclusively the node obs
which cannot transmit; thus the rule (Rcv) cannot be applied. We can consider just the rules (RcvEnb) and
(RevPar), which do not modify the network.

@ = o Then m;[Q;]” SN mi[O;1 (for i = 1,2) and N 2, N. Now also Top”? , —Z5 Tor”". hence mi[O17 |

AP AP
/" b o A 4 A ;’ ¢.+
my[Qx1" | Topy p, —> mi[O11" | ma[ Qa1 | Top ..

25



a = lw>v. We observe: (i) the environment of the system contains just the node obs and (ii) Env (N) = {m;, m,}. Thus
there exists i € {1, 2} such that the transition has been derived just by rule (Obs) from the following premise

m;\wi>obs

mi[O 1" | ma Qa2 | N

m wl>vl mp?
Without loss of generahty we assume i = 1, then we have m;[Q;]" AN m[O0117, my[Q5]" SLLLIN

mi[OiT" | ma[ Qo] | N

mz[QZ]V2 and N —> N. Now, to prove the similarity, we need to simulate the m; ?7w-action at the node
my[Q>]"? which cannot actually receive packets from m; ¢ v,. We first observe that the message w can be
eavesdropped by an attacker at the time interval j, thus w € D(¢;) thanks to time-dependent stability. Then

o ar'w>my o
T ﬂ/? _ TOPﬂ/P

m[Oq ]Vl by rule (RcvEnb). Thus by applying rule (Bcast) we obtain

” arw A , N , aw
Since a; € v) we have my[0,] SRCILAN my[ 0,12, Finally m[Q;]" SRCLLAN

>0 iz A ;
mi[Qi 1 | malQa1% | Torl) , <2222 ny[Q11F | mal Qa1 | Tor?,,

mylw>vy
and by rule (Shh) mi[Q1 17 | mal Qa1 | Tov?) ,, == mi[Q117 | mal Q)% | Tory .. Now my[Q]F ——
m[0117 and by rule (RevEnb) both m,[Q,]72 LN my[ 0517 and TOPﬂ/P LR TOPﬂ/? Thus m [0 |

my 'wi>obs

my[ Qo] | TOPﬁ/p ——— mi[O1]7 | my[ 0117 | TOPyJ[/p'

.. . . . . , , w0
a = 7. The most significant case is an application of rule (Shh), from the premise m;[Q11" | my[Q2]> | N LN

ml[QAl]"/l | mz[QQ]V'2 | N. Since obs € Vi NV, the broadcast action must be performed by N; thus there exists
a;'w>m;

i €{1,2}such thatN /", Nand m[ O] g —> m,[Q,] 1, for/ = 1,2. Now also TOPW

a;'w>m; T
_ OP&Z(/P

p
and m[Q17 <% mQ7, for I = 1,2. Thus mi[Qi1% | mo[Qa% | Torl),, — mi[Oi1% | mal02]% |
Torl - O

Lemma Appendix A.2 [f M is time-dependent stable with respect to a sequence of knowledge {¢;} >0, A is a set of
attacking nodes for M and O C nds (M) then

M&zl | A< Mﬂ | Tor” forevery A € A%

A/nds(M) A/nds(M) *

Proof We prove the lemma in the most general case, that is O = nds (M). Then we fix an arbitrary A € Aﬂ Inds(M)
and we define the proper simulation as follows:

d f 4 ’ 4 A ’ ’ 3

= Upso (M A, M |T0Pﬂ/nds(M))st MA|A = M’ | A’ with

nds (M’) = nds (M*) and #7(A) = j}

Welet(M'|A', M | TOPﬂ/nds(M)) € R and we make a case analysis on why M’ | A’ —— N.
a =m?w. As for Lemma 3.10, this case is straightforward.
a=o0. Then N = M" | A” with M’ s M” and A’ 55 A”. Now also TOPﬂ/nds(M) SN TOPﬂ/nds(M) by (o-Sum),

s M | Tov?"!

hence by rule (o-Par) M’ | Top’; A/nds(M)*

ﬂ/nds(M)

a = !lw>v. Since the environment of the system contains just the node obs, the transition has to be derived by the
m!wl>obs

rule (Obs) whose premise is M’ | A ——— N. Smce obs ¢ Env(A’)thenm e nds(M’) and N = M"" | A”

WV 9

with M7 2227, M", {obs} = v\ nds (A”) and A’ LN A”. Now we have Topﬂ/nds(M) LN TOP(;/ndS(M) by
Iw>ob,

S, M| TOPﬂ ndscay Y Tule (Beast) and the fact that nds (A’) =

lwi>obs

144
> M |T0P{f’[/nds(M)

rule (RcvEnb). Hence M’ | Top?
= nds (TOP

ﬂ/nds(M)
Finally, by rule (Obs): M’ | Top?
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a = 1. The most significant case is when the transition 7 is derived by an application of rule (Shh), then we have
M | A M N and a € nds (A”) = A since the broadcast from any of the nodes in nds (M) = nds (Mﬂ)

. w wi> .
can be observed by the node obs. In this case we have M’ = M7 and A7 205 A7 where m is the

single node of M attacked by a. Now also TOPi{ Inds(M) SLIN M TOP(/;,{ Inds(M) by rules (Tau) and (Snd)
since the attacking node associated to m does not change and msg(A”) € D(¢;). Hence, by rule (Bcast): M’ |

o alw>0 o (4 T 17 (4
Topyfl/nds(M) — M"| TOP?/I/nds(M)' Thus M’ | Topy;/ndS(M) = M"| TOPy{/ndS(M) by rule (Shh). O
Proof of Theorem 3.11 By Lemma Appendix A.2 we have Mg‘ |A < M7O| Topﬁ,‘;/nds(M) forevery A € Aﬁ/ndS(M).
Then by transitivity of < we have MO | A < N forevery A € Ag’ nas(ay @nd we conclude that M is tGNDCQ’O o U

o A
or mj[a'.Rl]"bS ==

Ipil>obs
—_——

Proof of Proposition 4.1 By induction on i we show that whenever Bs[o.S o N Bs[S,; ]

m j[IA?i]”bS then #7(A) = 2i—1. Moreover, we observe that ! p;i>0bs can be performed exclusively as Bs[S ,»]”'”

. . ~ lauth;>obs .
While !end;>>obs can be performed exclusively as m J-[R,-]"”‘Y é b, with # Q = 2. Hence we deduce that:

\pi>obs
1. if Bs[0nS 117 =2 —LE, then #7(A) = 2i — I
2. i m R = 2P for some 1< j<k, then #7(A) = 2(i — 1) + 4.

Now, the result is a straightforward consequence of these two properties. O

Proof of Lemma 4.2 We provide the proper simulation in both the cases.
Case 1: Base Station. We notice that any process §;, along with its derivatives, cannot receive any message. Thus
an attacker in b cannot affect the behaviour of Bs[0~.S ;1*°*). Hence it is straightforward to prove that Bs[c".S 1]obsh |
T01>$3BS < Bs[o.S 1.
Case 2: Nodes. We fix anode m € {my,...,my}, we leta € {ay,...,a;} denote the corresponding attacking place and
we show that

mloR'(1,-1, L, k)]eor | Topﬁ[;m < mleR 1" .
To uniform the notation, we define k_; CE We pick the indexes i > 1 and —1 > [ > i — 2, and the messages 7, p, k
and g. Then we build the relation Rfj (p, k, §) which contains the pair

(IR G0, 1,7, )1 | Torl " mIR;1"*)

alm

along with its derivatives which may be generated when m first receives p and then k from the attacker. To improve

. . def . . A
the readability: (i) we define v;, = {a, obs}, (i1)) we employ the structural congruence = to rewrite the process R; as:

o
2

; P, «f |7.0"Zip1 IR Z; «f lauth, »).R; .

A de
R,‘ZO'.

~
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Then we define
R (p,k,g) = {(mIRG, 1, 7, k)T | Topls: !, mIR1™)

mIR (i, 1,7, k)T | al'p). Ty, 1", mIR]™ )
mloP/(i, 1, p, 7, k)T | Tor!, m[R1™ )

a/m’
mlo.P'(i,1, p, T, k1>]V£n | a[!<ﬁ>'T¢2i,, 1", m[R[]UbS ) ’
m[P'(i, 1, p, T, kl>]vfn | Top™ m[}")i]ohs ) )

(

(

(

(

( o

(mLP' .1, pu 7, k)T | ali(R). Ty 17, mIPI™)
(mLT GG, po 7k T | o | m P17 )
(LT L, pFki T | ). T 17, mIPI™)
(mlQ L7, k)Y | Top? . m[PY)}

(
(
(

a/m’
mIQ'Gi, 1 7, k)™ | al'<k). Ty, 1", mIPI" )}
mlZ/(i+1,i=1, p, 7, k)] | Toplsn!, mlZiy 1)

a/m’

mZ/(i+1,i=1, p, 7 ki )T | al%@).Tg,,, 1", mlZ;117 )} .

and we show that the required simulation is (m[o".R’{1, -1, L L k)lobst | Tor?” | m[o-.R 1" ) U R, where the relation

R is defined as

a/m’

=) ) ®ek
2l _1<i<i=2 P € D(¢ri-1)
P e Dbai-n) ke D)
4 € D($i+1)
We outline the most significant cases. We omit input actions since the environment contains exclusively the node obs
which cannot transmit, thus all input actions can be derived just by combining rules (RcvEnb) and (RevPar). We also
omit T-actions generated by internal choices of the attacker.

In the pair (m[R'{i, [, 7, DT | TOPQ;;;], m[R;1°" ) we have a significant action:

o

o mIR/i, 1,7, k)] | Top2: ! < m[Q/(i. 1, #, ki)]" | Top’? . where m does not receive anything. Then m[R;]”" ==
m[f’ i]Ubs~

In the pair (m[R'{i, [, #, k)T | a[{p).Ty, 1", mIR]°" ) we have two significant actions:
o mlR/Gi, L, k)™ | alp). Ty, 1" —> mloP'(i,1, p, 7. k)T | Top:!, where m receives p from the attacker.
Then m[R;]°* = m[R;]°".

o mIR'G, L7 k)™ | all(py.Ty, J" — mIR (i, 1,7, k)" | Top>!, where p gets lost. Then m[R;]” = m[R,]"”.

a/m’

In the pair (m[o.P'{i, 1, p, 7, kl)]V;" | Topf;’;q ' m[IA?i]”bS ) we have just a significant action:

o mlo.P (i1, p, 7, k)] | Topﬁ;;; = mPG L p R k)T | Topﬁj;n. Then the second network replies with
o

m[]’éi]obs AN m[f’,’]"bs .

In the pair (m[P’(i, 1, p, 7, kDT | Top?? m[P;1°% ) we have just a significant action:

a/m’

o m[P{i,l,p, 7, kDT | Topﬁﬁn SN m[R'(i+1,1, ﬁ,kl)]v’/" | TOPZ;;:, where m does not receive anything. Then
m[PY" == m[R; 1.
In the pair (m[P'{i, 1, p, 7, k)1 | a[!{k). T4, 1", m[P;]°* ) we have two significant actions:
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o mlP'(i,1, p, k)T | al!(k). Ty, 1" = mIT' G, L p, 7k, k)T | Topﬁj;n, where m receives k. Then the second
network replies with m[P;]1°** = m[P;]"*.

o mlP/Gi L p. 7 k)1 | allk). Ty, 1" —> mlP'(Gi L, p. 7 k)] | ToP%m where k gets lost. The second network
replies with m[P;]°”° = m[P;]°"".

In the pair (m[T’{i, 1, p, 7, ki, 1 | TOPﬁjin, m[P;]°% ) we have three significant actions:

o mIT"(i, 1, p, 7.k, k)17 | Toe® D mlZ/(i+1,i=1, p, 7, ki)™ | Top’2! where m checks that k = F™=!~/(h)

and authenticates # = p;_;. Then m[P;]?"* == m[Z;.11°"".

o m[T'(,1, p, 7 ki, k)] | Top™ s m[R'(i+1,i—1, p, ki )] | Top? ' where m checks that k; = F'~!(h) without

a/m a/m

but it does not authenticate #. Then m[P;]°* == m[R;,,1°*.

o mIT'Gi, L, p, 7, ki, )T | Top = mIR'(i+1,1, p, k)T | Top’2" where m verifies k; # F™~/(h). Then again

m[P;1°"* == m[R;,11°* by timeout.

In the pair (m[Q'(i, [, F, k)T | Topfj;n , m[P;]°" ) we have a significant action

o m[Q'G, L7 k)™ | Topﬁj;n SN m[RG+1, 1, 7, k)™ | Topﬁj’;l ', where m does not receive anything and thus

performs a timeout. Then m[P;]?" == m[R;11°”.
In the pair (m[Q’(i, L, 7, k)T | a[!(l%).T(ﬁzl.]”’, m[P;1°" ) the first network can perform two significant actions

o mlQ' G, LK) | allk). Ty, 1" — mIT(i, 1,7, 7k, k)" | Top? | where m receives k. Then the second

a/m’
network replies m[P;]°" = m[P;]°%.

o mlQ'G, L # k)Y | allk). Ty, 1" — mIRG+1,1, 7, k)1 | Topjj"m , where k gets lost. Then the second network
replies m[P;]1°"* = m[P;]°"". O
Proof of Proposition 5.1 Similar to that of Proposition 4.1. (]

Proof of Theorem 5.2 The system (LEAP+)”™ | A admits the following computation:

mle.S 1" | rloR'T" | A SN
mIS 1 | AR'T" | alXT* | blo-XT" neloipoby

mlo-PT | rIR'T" | alo-!¢hello,).nill | blo-X]" -,
m[PT" | rlo-R'T" | a[!¢helloy).nill | B[XT" SR
m[{"e0 1PV | /o R'T" | alnil]’ | blo.)helloy ).nil]” <,
mlSa]" | FIR'T” | alnill’ | b[/¢helloy ).nil]* N
mlS2 1" | rlo Mg, )RS T | alnil]’ | b[nil]* Bl LN
mlo.PT"™ | {o.%g1).R¥ 1" | anil]’ | b[nil]" SN
mLPT™ | r[Xg1)-RS'T” | alnill” | inill” allaie

m[{@ P T | AARY'T” | alnill™ | bInil] S
mIS3P | [/ end,).nil]l” | a[nill | bnil]" ondiPobs

Then agreement is not reached. (]
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Proof of Lemma 5.4 We prove this lemma by showing the appropriate 51mu1at10ns.
Case 1: Sender. We define v), = {a,obs}. We need to prove m[c.S O Topu m < m[o.S 11°”. Thus we fix an
index i = 1,2,..., we pick the messages ¢’ € D(¢,;_1) and § € D(¢y;), and we build the relation R;(¢’, §) containing

(m[S ;’]V'/" | TOPZ;I , m[8;1°"* ) along with its derivatives which may be generated when m receives § from the attacker.

Ri(q’,(r’i) dé { m[S”]V’" |TOP¢2L 1 m[g‘]obs) i

a/m’

mIS!T | alg'). Ty, 1", mIS1™)
mlo-. P’ | Tor?", m[o. | 7.0 Cauth;).nil|S; 1]”’”)

a/m’

(
(
(
(m[o' P’ | al(q’).Ty,, 1", mlo|r.0.auth;). n|IJS,+1]"bS)
(mLP"1™ | T’ . mi| 7.0~ Nauth;).nil]$ 117" )
(
(
(
(

a/m’

mlP" T | alX@).Ty, X", mi|z.cKauth;).nil]$ 117 )
m[{8} P | Top?% ., ml|z.oauthy).nil |8 ;.17 )

alm’
ml{Y PV T | a[g). Ty, 1", ml|r.o-Nauth;).nil)§ 110 )
m[‘(aUth,) nll]v"’ | TOP¢2'H m[!(auth».ml]obx )} )

a/m’

Moreover, it is straightforward to prove that there exists a simulation R; containing the pair (m[!(authi).nil]v'/'l |
Topjj;;;;, m[!(auth;).nil]***).
Then we show that the required simulation is given by the following relation

R def {m[o’Sl] m | TOPa/m,m[O'.Sﬂobs} U (R y U Ri(q' ) ) :
izl q" € D($i-1)
q € D(¢2)

As done for Lemma 4.2, we outline the most significant cases.

In the pair (m[S ;’]"91 | TOP?;;;I, m[S;1°% ) we have a significant action:

thello;>o0bs

o m[S ”]"m | T0P¢2’ ! mlo.P" 1" | T0P¢2’ ', where m broadcasts the packet hello;. Then second network

Ihello; > 0b:
answers with m[S,-]"bs =22 o | 7.0 /auth;).nil|$ 14 1°%.

In the pair (m[o~.P"]" | TOPfj';l‘ ,m[o| 7.0 )(auth;).nil ]S ;,11°* ) we have a significant action:

o m[o.P"1n | Top? ' L5 m[P"]" | Top™ . Then m[c-| .0~/ auth;).nil]8 1117 == m[|7.0~!(auth;).nil |8 ;,11°%.

al/m al/m

In the pair (m[P”]"/m | Top? m[|r.0".!(auth;).nil ]S ;+11°”° ) we have a significant action:

a/m’

o m[P']" | Topﬁ?;n SN m[S7, ]"7" | TOPZ;‘ , where m does not receive anything and performs a timeout. Then
o

m[| .o auth;).nil |$ ;1117 =>m[s,+1]”’"

In the pair (m[P”]" | a[!(§).T,, 1", m[|7.c".!(auth;).nil|$;;11°* ) we consider two actions:

° m[p//]v,’n | a[X§).T, (M]’" BN m[{‘?/q} Pl”]V;" | TOPZ);;n, where m receives ¢g. Then the second network replies

m[| 7.0 (auth;).nil |S ;11 = m[|r.0")(auth;).nil|S ;117

o m[P'T" | a[!(d). Ty, 1" = m[P"T" | TOPZ’;"m, where § gets lost. Then m[|r.c~./auth;).nil]$ ;117" =
m[| .o \(auth;y.nil | ;117

1//

In (m[{@/q}P ' | Top? m[| .0 "auth;).nil|$;,11°?° ) we have two significant actions:

a/m’
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. m[{q/q}Pl”]V'/" | Topﬁ?;n SN m[!auth;).nil]’» | TOPZ’j’;1 ', where m verifies that § refers to the nonce n;. Then
o

m[| 7.0 auth;y.nil|$,11°% == m[!(auth;).nil]**".

° m[{%}PI"]V"" | Topfj;n 2, m[S lf;l]v"" | Topi;’;q‘, where m verifies that ¢ does not refer to #;, or it finds out that §

is corrupted. Then m[| 7.0~/ (auth;).nil|S ;11 == m[S ;1 11°%.

< r[Tick](’) we define the following relation:

~

Case 2: Receiver. To show that r[o-.R]”’] | TOPZ?r

R = (M, r[Tick]) such that r[o.RI"! | Torfs, = M) .

We first note that for every (M, r[Tick]o) € R we have Env(M) = (. Thus the most significant actions can only be
M-S oM -5 or input actions that can be derived without applying rule (Rcv). Then it is straightforward to prove
that R is a simulation. O

Proof of Proposition 6.1 Similar to that of Proposition 4.1. (]

Proof of Theorem 6.2 The system (LiSP’)™ | A admits the following computation:

mlo-Z'T | ki[o.Lol™ | A -

mlZ' 1" | kULl | alo® XT* | blo-XT" shais

mlo 2q).T"1Z'Y" | kUL | alo® X1 | blo-X]" o
g, >>o0bs

m[2q).T'1Z'T™ | xL[Kq1).0.L i1 | alo. XT™ | b[X]"
m[|2g).T"1Z'T" | kL[o. L™ | alo. X1 | blo.Y{q,).nil]"” 2,
m[Z']"™ | kL[L ] | a[XT™ | b[{q1).nil]" -

m[Z' T | U1 | alo g ).nill | bnil” ol

mlo|2q). T/ 1Z P | KU LT™ | aloXgy).nill’ | bInil]" <,
m[|2(q).T"1Z’T"™ | kL[o. Lo | a[¥{q).nil]" | b[nil]" =
ml{4/ T | kiloLa]™ | alnill | bLnil]" N
ml[o.{auth;).R(ks, ksr1, s — DI | RL[L 1™ | a[nil]™ | b[nil]” BN

mllauth,y.Rky, kest, s — DI | kU[omLs]™ | alnilPe | blnilpr — —2mzobs

Then m signals the correct reconfiguration based on an old packet. O
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